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202010361 (COD)

Proposal for a

ANNEX

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on a Single
Market For Digital Services (Digital Services Act) and amending Directive 2000/31/EC

{Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114

thereol,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,
Having regard to the opinion of the European Economic and Social Committee’,
[Having regard to the opinion of the Committee of the Regions®.]

Acting in accordance with the ordinary legislative procedure,
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Whereas:

(1}

(2)

Information sociely services and especially intermediary services have become an important
part of the Union s economy and daily life of Union citizens. Twenty vears after the
adoption of the existing legal framework applicable 1o such services laid down in Directive
2000/31EC of the Evropean Parliament and of the Council?, new and innovative business
models and services, such as online social networks and marketplaces, have allowed
business users and consumers 10 impan and access information and engage in transactions in
movel ways, A majoriy of Union citizens now uses those services on a daly basis, However,
the digital transformation and increased use of those services has also resulted in new risks
and challenges, both for individual ssess-recipients of the service and for sociely as a
whole.

Member States are increasingly introducing, or are considening introducing, national laws on
the matters covered by this Regulation, imposing, in particular, diligence requirements for
providers of mtermediary services. Those diverging national laws negatively affect the
internal market, which, pursuant to Article 26 of the Treaty, comprises an area without
internal frontiers in which the free movement of goods and services and freedom of
establishment are ensured, taking into account the inherently cross-border nature of the
internet, which is generally used to provide those services. The conditions for the provision
of intermediary services across the intemal market should be harmonised, so as to provide
businesses with access to new markets and opportunities 1o exploil the benefits of the
internal market, while allowing consumers and other recipients of the services to have

increased choice. Botl

Directive 200073 1/EC of the European Parliament and of the Council of 8 June 2000 on
certain legal aspects of information society services, in particular electronic commerce, in
the Intemal Market ("Directive on electronic commerce’) (O L 178, 17.7.2000, p. 1)
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(3)

(4]

(]

Responsible and diligemt behaviour by providers of intermediary services iz essential for a
safe, predictable and trusted online environment and for allowing Union citizens and other
persons 1o exercise their fundamental rights guaranteed in the Charter of Fundamental
Rights of the European Umion {*Charter”). in particular the freedom of expression and

information and the freedom to conduct a business, and the right to non-discrimination.

Therefore, in order 1o safeguard and improve the functioning of the intermal market. a
targeted set of uniform, effective and proportionate mandatory rules should be established at
Union level. Thiz Regulation provides the conditions for inmmovative digital services to
emerge and to scale up in the intermal market, The approximation of national regulatory
measures al Union level concerning the requirements for providers of intermediary services
is necessary in order to avoid and put an end to fragmentation of the intermmal market and to
ensure legal certaimty, thus reducing uncertainiy for developers and fostering
interoperability. By using requirements that are technology neutral, innovation should not be
hampered but instead be stimulated,

This Regulation should apply to providers of certain information society services as defined
in Directive (EL') 2015/15335 of the European Parliament and of the Council®, that is, any
service normally provided for remuneration, at a distance, by ¢lectronic means and at the
individual request of a recipient. Specifically, this Regulation should apply to providers of
intermediary services, and in particular intermediary services consisting of services known
as ‘mere conduit”, “caching” and “hosting” services, given that the exponential growth of the
use made of those services, mainly for legitimate and socially beneficial purposes of all
kinds, has also increased their role in the imtermediation and spread of unlawful or otherwise

harmful information and activities.

Directive (ELT) 2015/1535 of the European Parliament and of the Council of 9 September
2015 laying down a procedure for the provision of information in the field of technical
regulations and of rules on Information Society services (OJ L 241, 17.9.2015, p. 1)
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(&)

(7

In practice, certain providers of imermediary services intermediate in relation to services
that may or may not be provided by elecironic means, such as remote information
technology services, transport, accommodation or delivery services, This Regulation should

apply only 1o intermediary services and nol affect requirements set oul in Union or national

law relating to products or services intermediated through imtermediary services, This
Iy in situations where the intermediation is indispensable to

hok i

In order to ensure the effectiveness of the rules laid down in this Regulation and a level
playing field within the internal market. those rules should apply to providers of
intermediary services imespective of their place of establishment or resideseelocation, in so
far as they peasadealTer services in the Union, as evidenced by a substantial connection to

the Umon.
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(&)

Such a zubstantial connection to the Union should be considered to exist where the service
provider has an establishment in the Union or, in 115 absence, on the basis of the existence of
a significant number of pecipients of the servicessess in one or more Member States_in
relation to their population. or the targeting of activities towards one or more Member

States, The targeting of activities towards one or more Member States can be determined on
the basis of all relevant ¢ircumstances, including factors such as the use of a language or a
currency generally used in that Member State, or the possibility of ordering products or
services, or weing-the use of a relevant setienak-lop level domain. The targeting of activities
towards a Member State could also be derived from the availability of an application i the
relevant national application store, from the provision of local advertising or advertising in
the language used in that Member State, or from the handling of customer relations such as
by providing customer service in the language generally used in that Member State. A
substantial connection should also be assumed where a service provider directs its activities
to one or more Member State as set out in Article 17(1¥c) of Regulation (ELT) 12152012 of
the Furopean Parliament and of the Council®. On the other hand, mere technical accessibility
of a website from the Union cannot, on that ground alone, be considered as establishing a

substantial connection to the Union.

&

Regulation (ELT) No 1215/2012 of the European Parliament and of the Council of 12
December 2012 on jurisdiction and the recognition and enforcement of judgments in civil
and commercial matters (OJ L351, 20.12.2012, p.1).
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(Ba)

The place at which a service provider s establishied in the Unfon should be determimed

in compliance esnfermity with Union law as interpreted by the Coort of Justice of the

European Union according to which the concept of establishment involves the actual

rsuit of an cconomic activity through a fixed establishment for an indefinite period.

This requirement is also fulfilled where a company is constituted for a given period.

The place of establishment of a com - previtine-offering services via an Infernet

wehsite is not the

place at which its website is accessible but the place where it pursues its economic

activityv. In cases where a provider has several places of establishment it is important to

determine from which place of establishment the service concermed is

In cases where it is difficult to determine from which of several places of establishment

A given service is provided-offered, this is the place where the provider has the centire

of his activitics relatine to this particular service.
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internal market with the ohjective to ensure a safe, predictable and frusted online

enviromment, where fundamental rights enshrined in the Charter are effectively
protected. Accordinely,

AMember States should not adopt or maintain additional

national requirements on those matters falling within the scope of this Regulation,
unless explicithy provided for in this Beeulatic

sinee this would affect the direct and
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Directive 2000/13/EU of the E

ulation (EL) .../ . of the European Parliament and of the Council'” —

Terrorist Content Online Regulation, Reguolation (E17) 2000971148 of the European

Parliament and of the Council'', Regulation (EL) ...0. ... Jon European Prodoction and

Preservation Orders for electronic evidence in criminal matters]; Directive (E17)

. [lavinge down harmonised rules on the appointment of legal representatives for

the purpese of sathering evidence in criminal procecdings] and Regulation (EL
MW 1150 of the Furo

an Parliament and of the Council'® Directive 2002/58' FEC of

derosation from certain provisions of Directive 2000/58/EC", Similardy

for reasons of

clarity, it should alse be specified that this Regulation is without prejudice to Union

law on consumer prodection, in particular Directive 20052% 50 of the European

’ I}Irﬂ'l ivie 200013 EL of ihe Eure p_run Pardinment Illlll ul'ilu' { LALTLL! Lj of 10 Mlarch 200010
services (A udiovisual Media Services Directive) {Text with EEA n*]a.'\'mu“ﬂ, Ol 1, 95,
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e o

n

F

13

i T i
ZIHEISRTEC,

114597321 REV 3 'S, Thi'ech 9

ANNEY ECOMP3.A LIMITE EN



Parliament and of the Council’’, Directive 200 US3EU of the European Padiament and

of the Council™™ and Dir ‘ouncil'® and Directive SINIEEC of the I'umnmn Padiament and of the
Council'”, as amended by Directive (EU) 2019/ ;

the Couneil"*

on the protection of personal data, in particular Resalation (ELU

2 &/6T9 of the Enropean Padiament and of the Council, and Regulation (K1)

12152012 of the European Parliament and of the Council of 12 December 2002 on

jurisdiction and the recopnition and enforcement of jud sments in civil and commercial

matters.” The protection of individuals with resard to the processing of personal data

is solely poverned by the rules of Union law on that subject, in particular Resulation

ELG 2006679 and Directive 2002/538/EC. This Resolation is also without prejudice to

the rules of Union law on working conditions and the rules of Union law in the Ged of

judicial cooperation in civil and criminal matters, However, to the extent that these

Alvies

15
_u.ﬂ.ﬂmm_iLLﬂ.unﬂl Du miw HfJSLLM.h!l!z*ruim P'H'Fﬂh ﬂrﬂfg.wb.i: and
200265 EC of | i | ¥
IIHIG."ID[M of the E ump_q.un Pardinment and of the € uum-il (*Unfair € ummrrcluﬂ

1

"

1%
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'.!llll-ﬁ L1 Il'uav protection of natural persons with mggrd tn 1!hg Emulng an'Eeraan
d.liu and on the free moy fz-mnm! of such data, and repealing Directive 95/46/E(
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(11)

(12)

i

It showsld be clanfied that this Regulation s withowt prejudice 1o the rules of Union law on
copyright and related rights, which establish specific rules and procedures that should

remain unafTected, and their enforcement.

In order to achieve the objective of ensuring a =afe, predictable and trusted online
environment, for the purpose of this Regulation the concept of “illegal content”™ should
underpin the general idea that what is illegal offline should be illegal online. The
concept should be defined broadly to cover be-defiped broadly-and alea-sovers

information relating to illegal content, producis, services and activities. In particular, that

concept should be understood to refer to mformation. imrespective of its form, that under the
applicable law iz either itself illegal, such as illegal hate speech or terrorist content and
unlawful discriminatory content, or that relates to activities that are illegal, such as the
sharing of images depicting child sexual abuse, unlawful non-consensual sharing of private
images, online stalking. the sale of non-compliant or counterfeil products, the sale of

ent of-consumer protection law, the
non-authonsed use of copyright protected matenal, or the illegal offer of accommodation

SUTY ISt ' ‘ “t ter-tawe. [n this regand, it is
immuitenial whether the illegality of the informanon or activity results from Umon law or

from national law that 15 eeRststen-n

ance with U'nion law and what the precise

nature or subject matter is of the law in question,
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(13)

Considering the particular characteristics of the services concerned and the comresponding
need (o make the providers thereol subject 1o certain specific obligations, it 15 necessary 1o
distinguish, within the broader category of providers of hosting services as defined in this
Repulation, the subcategory of online platforms. Online platforms. such as social networks-,
or online marketplaces, should be defined as providers of hosting services that not only store
information provided by the recipients of the service al their request, but that also
disseminate that mformation to the public, again at their request. However, in order to avoid
imposing overly broad obligations, providers of hosting services should not be considered as
online platforms where the dissemination to the public 15 merely a minor and purely
ancillary feature that is intrinsically linked to eanother service and that feature cannot,
for ohjective technical reasons, be used without that other, principal service, and the
integration of that feature is not a means 1o circumvent the applicability of the rules of this
Regulation applicable to online platforms. For example. the hosting of a comments section

in an online newspaper could constitute such a feature, where it is clear that it is ancillary to

the main service represented by the publication of news under the editorial responsibility of

the publisher. In contrast, the hosting of comments in a social netw ork should be
consid ered an online platform service, where it is clear that it is a major feature of the
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(14)

The concept of “dissemination to the public’, as used in this Regulation, should ental the
making available of information 1o a polentially unlimited number of persons, that 15,

making the information easily accessible 1o Bsess

£ in gemerl
without further action by the recipient of the service providing the information being

required, irrespective of whether those persons actually access the in formation in qmzﬁmm.

Accordingly, where access to information uires resistration or admittance io a

Firie-rifther-o-pre-determed-persans, [nterpersonal communication services, as defined
in Directive (EL') 20181972 of the European Parliament and of the Council,* such as
emails or private messaging services, fall outzide the scope of the definition on online

platformsis-Hesulation as they are used for interpersonal communication between a

TETNTE WNLLry ey PSS LS RN el Y D s o il COHTLT [1LC TR

unlimited number of recipients, nid determined by the sender of the communication
such as through public groups or open channels. Information should be considered

diszeminated to the public within the meanimg of this Regulation only where that occurs

upon the direct request by the recipient of the service that provided the information.

e Directive (ELT) 20181972 of the European Parliament and of the Council of 11 December
2018 establishing the European Electronic Communications Code (Recast), OJ 1L 321,
17.12.2018, p. 36.
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(13}

(16}

(17)

(18)

Where some of the services previded-offered by a provider are covered by this Regulation
whilst others are not, or where the services presided-ofTered by a provider are covered by
different sections of this Regulation, the relevant provisions of this Regulation should apply

only in regpect of those services that fall within their scope.

The legal certaimty provided by the horizontal framework of conditional exemptions from
habiliiy For providers of intermediary services, laid down in Directive 2000/31/EC, has
allowed many novel services to emerge and scale-up across the intemal market. That
framewaork should therefore be preserved. However, in view of the divergences when
transposing and applving the relevant rules at national level, and for reasons of clarity and
coherence, thal framework should be incorporated in this Regulation. If 15 also necessary 1o
clanfyv certain elements of that framework, having regard to case law of the Court of Justice

of the European Union.

The relevant rules of Chapter [T should only establish when the provider of intermediary
services concemed cannot be held liable in relation to illegal content provided by the
recipients of the service. Those rules should not be understood to provide a positive basis for
establishing when a provider can be held liable, which is for the applicable rules of Union or
national law o determine, Funthermore, the exempiions from Liability established in this
Regulation should apply in respect of any type of Lability as regards any type of illegal
content, irmespective of the precise subject matter or nature of those laws.

The exemptions from liability established in this Regulation should not apply where, instead
of confiming izelf to providing the services neutrally. by a merely techmical and automatic
processing of the information provided by the recipient of the service, the provider of
intermediary services plavs an active role of such a kind as 1o give it knowledge of. or
control over, that information. Those exemptions should accordingly not be available in
respect of liability relating to information provided not by the recipient of the service but by
the provider of intermediary service nself, including where the information has been
developed under the editorial responsibility of that provider.

11459/3/21 REV 3 U8, TM/ech 15
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{19y In view of the different nature of the activities of *mere conduit’, *caching” and “hosting” and
the different position and abilities of the providers of the services in question. il 15 necessary
to distinguish the rules applicable to those activities, in so far as under this Regulation they
are subject o different requirements and conditions and their scope differs, & interpreted by

the Court of Justice of the European Union.

(200 A provider of intermediary services thal deliberately collaboraies with a recipient of the
services in order 1o undertake illegal activities does not provide its service neutrally and
should therefore not be able to benefit from the exemplions from Liability provided for in

this Regulation.

(21) A provider should be able to benefit from the exemptions from liability for “mere conduit”
and for *caching” services when it is in no way involved with the information transmitted.
This requires. among other things, that the provider does not modity the information that it
transmits. However, this requirement should not be understoed to cover manipulations of a
technical nature which take place in the course of the transmission, as sseh-long as these

manipulations do not alier the integrity of the information transmitied,
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{22)  Inorder to benefit from the exemption from liability for hosting services, the provider
should, upen eblaining actual knowledge or awareness of illegal content, act expeditious]y
to remove of to disable access to that content. The removal or disabling of access should be
imdertaken in the ohservance of the paseple-afright 1o freedom of expression. The
provider can obtamn such actual knowledge or awareness, inter alia, 1I'm1ul,tg_h,—i-n-p&|=l-im,-t-l‘=nrr—,
its own-initialive mvestigations, or notices submitted to it by individuals or entities in

accordance with this Regulation in so far as those notices are sufficiently precise and

adequately substantiated 1o allow a diligent economic operaior 1o reasonably identily, azsess
and where appropriate act against the allegedly illegal content.,_However, such actual

] 1 i : o 3 5
CEily i % cntent uplosad el Coe 18S Sy i i OE s o sea ek Tumnet on and

that it recommends content on the basis of the profiles or preferences of the recipients
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(23)

In order to ensure the effective protection of consumers when engaging in intermediated

commercial transactions onling, cerlain providers of hosting services, namely, onling

should not be able 1o benefit from the exempiion from liability for hosting service providers
established in this Regulation, in so far as those enline-platfermsmarket places present the
relevant information relating 1o the transactions at issue in such a way that it leads
consumers 1o believe that the information was provided by those online platforms
marketplaces themselves or by recipients of the service acting under their authonty or
control, and that those online platferms-marketplaces thus have knowledge of or control
over the information, even if that may in reality not be the case. This Is the case where the

Regulation, [n that regard, 15 should be determined objectivelv, on the basis of all relevant

circumstances, whether the presentation could lead to such a belief on the side of an average
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{24)

(25)

The exemptions from liability established in thiz Regulation should not affect the possibility
of imjunctions of different kinds against providers of intermediary services, even where they
meet the conditions set out as pant of those exemptions. Such injunctions could, in particular,
consist of orders by courts or administrative authorities requiring the termination or
prevention of any infringement, including the removal of illegal content specified in such

orders, issued in compliance with Union law, or the disabling of access 1o it.

In order to create legal certainty and net-ta-dmesuragelo encourage activitics aimed at
detecting. wentifving and acting against illegal content that providers of all categories of
intermediary services mayv undertake on a voluntary basis, it should be clarified that the
mere [act that providers underiake such activities does not lead (o the unavailability of the
exemptions from liability set out in this Regulation, provided those activities are carried out
in good faith and in a diligent manner, In addiion, it s appropriaie (o clarify that the mere
fact that those providers take measures, in good faith, 1o comply with the requirements of
Union law, including those set out in this Regulation as regards the implementation of their
terms and conditions, should not lead to the unavailability of those exemptions from
liability. Therefore, anv such activities and measures that a given provider may have taken
should not be taken into account when determiming whether the provider can rely on an
exemplion from liability. in particular as regards whether the provider pressdes-ollers its
service neutrally and can therefore fall within the scope of the relevant provision, without

this rule however implying that the provider can necessarily relv thereon, Voluntary actions
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(26)

Whilst the rules in Chapter I of this Regulation concentrate on the exemption from liability
of providers of intermediary services, it 5 imporiant o recall that, despite the generally
important role plaved by those providers, the problem of illegal content and activities online
should not be dealt with by solely focusing on their Lability and responsibilities. Where
possible, third parties affected by illegal content transmitted or stored online should attempt
1o resolve conflicts relating (o such content withowt invelving the providers of intermediary
services in question. Recipients of the service should be held liable, where the applicable
rules of Union and national law determining such liability so provide, for the illegal content
that they provide and may disseminate through intermediary services, Where appropriate,
other actors, such as group moderators in closed onling environments, in particular in the
case of large groups, should also help 1o avoid the spread of illegal content online, in
accordance with the applicable law, Furthermore, where it is necessary 1o involve
information society services providers, including providers of intermediary services, any
requests or orders for such involvement should, as a general rule, be directed to the specific
provider seter-thal has the technical and operational ability 1o act against specific items of
illegal content, 20 as to prevent and minimise any possible negative effects for the

availability and accessibility of information that is not illegal content.
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(27)

Since 2000, new technologies have emerged that improve the availability, efficiency, speed,
reliability, capacity and secunty of systems for the transmission and storage of data online,
leading to an increasingly complex online ecosystem. In this regard, it should be recalled
that providers of services establishing and faciliiating the underlving logical architeciure and
proper functioning of the intemet, including technical auxiliary functions, can also benefit
from the exemptions from liability set out in this Regulation, to the extent that their services
gualify as *mere conduits”, “caching” or hosting services, Such services include, as the case
may be, wireless local area networks, domain name syvstem (DN services, top-level
domain name registrics, registrars, certificate authorities that issue digital certificates, or
content delivery networks, that enable or improve the functions of other providers of
intermediary services. Likewise, services used for communications purposes, and the
technical means of their delivery, have also evolved considerably, giving rize to onlineg
services such as Voice over [P, messaging services and web-based e-mail services, where
the communication is delivered via an internet access service. Those services. oo, can
benefit from the exemptions from liability, to the extent that they qualify as “mere conduit”,

‘caching’ or hosting service,
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(27a)  Intermediary services span a wide range of economic activities which take place onling

and that develop continually to provide for transmission of information that is swifi,

safe and secure, and o ensure convenience of all participants of the online ecosvsiem.

For example, *Mere conduit’ intermediary services include eeneric categories of

services such as internet exchange poinis, wireless access points, virtual private

networks, voice over 1P and other interpersonal communication services, while generic

delivery networks, reverse proxics or content adaptation proxies. Such services are

crucial to ensure smooth and efficient transition of information delivered on the

infermet, Simila

riant role in lecating information online. Examples of *hosting services”™ include

categories of services such as cloud computing, web hosting, or services enabling

sharing information and conient online, including file storage and sharin

Intermediary services mav be provided in isolation, as a part of another (v pe of

intermediary service, or simultancously with other intermediary services, Whether a
gpecific service constitutes n mere conduit, caching or hosting service depends solelv on

its technical functionalitics, that mizsht evolve in time, and should be assessed on a case-
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(28)

Providers of intermediary services should not be subject to a monitoring obligation with
respect o obligations of a general nature. This does not concern moenitoning obligations 1in a

specific case and, in particular, does not affect orders by mational authorities in accordance

wilh national legislation, in accordance with the conditions established in this Regulation

LUSSES LRSI o LS IR LY

to that which was declared to be ill and does nod wire the provider of hosti

Mothing in this

Regulation should be construed as an imposition of a general monitoning obligation or a
general active fact-finding obligation, or as a general obligation for providers 1o take

proactive measures o relation o illegal content.
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{29y Depending on the legal svstem of gach Member State and the field of law at issue, national
Judicial or admimistrative avthoniies may order providers of intermediary services to acl
against one or more eefati-specific items of illegal content or to provide certain specific
deppeabinformation. The national laws on the basis of which such orders are i=sued differ
considerably and the orders are increasingly addressed in cross-border sifuations, In erder to

ensure that those orders can be comphied with in an effective and efficient mannergin

. 50 that the public authorities concemed can carry out
their tasks and the providers are nol subject to any dizproportionate burdens, without unduly
affecting the nghts and legitimate interests of anv third partics, it is necessary 1o set certain

conditions that those orders should meet and certain complementary requirements relating to

the processing of those orders.

Irements siich orlers, wilhoutl providing a lesal basis for th

slicable Union or national law on the hasis of which those orders are

relevant Union or national kaw.
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(30)

Unmiom or its mational laws, in compliance with 1Union law, and ad dress them to

providers of intermediary which are established in another

Member State. Crders to act against illegal content or o provide information should be

issued in compliance with Union law, in particular the Charters however, this should be

Regulation

(EL) 20016/679 and the prohibition of general obligations to monitor information or to
actively seek laects or circumstances indicating illegal activity laid down in this Regulation.
The conditions and requirements laid down in this Regulation which apply to orders to act
against illegal content are withowt prejudice to other Union acts providing for similar
svslems for acting against specific types of illegal content, such as Regulation (ELT) .../ .
|proposed Bepulstion addressing the disseminanon of terronst content enline].-Repulation
(EL 20001020, or e+ Regulation (EL7) 200172394 er-Regalation-Hci 20104

confers specific powers 1o onder the provision of information on Member State consumer

e 1

law enforcement authorties, whilst the conditions and reguirements that apply 1o orders 1o
provide information are withoul prejudice 1o other Union acts providing for similar relevant
rules for specific sectors. Those conditions and requirements should be without prejudice to
retention and preservation rules under applicable national law, in eenfemt-complinnce
with Union law and confidentiality requests by law enforcement authoniies related 1o the

mon-dizclosure of information.
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The conditions and requirements for orders to act asainst illesal content under this

tlation should

intermediary services to prevent an infringement

in particular the

interpreted by the Court of Justice of £

regquirements should be fulfilled at the latest when the order is transmitted to the
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(31}  The termitorial scope of such orders to act against illegal content should be clearly set out on
the basis of the applicable Union or national law enabling the issuance of the order and
should not exceed what is strictly necessary to achieve its objectives. In that regard, the
national judicial or admmistrative authority issuing the order should balance the objective
that the order seeks to achieve, in accordance with the legal basis enabling its issuance, with
the rights and legitimate interests of all third parties that may be affected by the order, in
particular their fundamenmtal rights under the Charter. I |

(327 The arders to provide information regulated by thiz Regulation concern the production of
specific information about individual recipients of the intermediary service concerned who
are identified in those orders for the purposes of delermuning compliance by the recipients of

the services with applicable Union or national rules. Such orders counld request

A ROOTTN NN RO GO EN e T e i F e nification of the reciplents of fhe

service concerned. Therefore, orders about information on a group of recipients of the

service who are not specifically identified. including orders to provide aggregate
information required for statistical purposes or evidence-based policy-making, should

remain unaffected by the rules of this Regulation on the provision of information,
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(33)

(34)

Owders to act against illegal content and to provide information are subject to the rules
safeguarding the competence of the Member State where the service provider addressed 15
established and laying down possible derogations from that competence in certain cases, set
oul in Article 3 of Directive 2000/3 1/EC, only if the conditions of that Article are met.
(iiven that the orders in question relate to specific items of illegal content and mformation,
respectively, where they are addressed to providers of intermediary services establizhed in
another Member State, they do not in principle restrict those providers” freedom to provide
their services across borders. Therefore, the rules set out in Article 3 of Directive

2000/ 31'EC, including those regarding the need to justify measures derogating from the
competence of the Member State where the service provider is established on certain
specified grounds and regarding the notification of such measures, do not apply in respect of
those orders.

In order to achieve the objectives of this Regulation, and in particular to improve the
functioning of the mternal market and ensure a safe and transparent onling environment, it is
necessary to establish a clear and balanced set of harmonised due diligence obligations for
providers of intermediary services, Thoze obligations should aim in particular to guarantee
different public policy objectives such as the safety and trust of the recipients of the service,
ncluding minors and ssdsersble-tusers_at particular fsk of being subject to hate speech,
sexual harassments or other discriminatory actions, protect the relevant fundamental

rights enshrnned in the Charier, 1o ensure meamngful accountabality of those providers and
to empower recipients and other affected parties, whilst facilitating the necessary oversight

by competent authorities,
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(33)

(36)

In that regard, it is important that the due diligence obligations are adapted to the tvpe, skze
and nature of the intermediary gervice concemed. This RBegulation therefore sels oul basic
ohligations applicable to all providers of intermediary services, as well as additional
obligations for providers of hosting services and. more specifically, providers of online
platforms and of very large online platforms, To the extent that providers of intermediary
services may fall within those different categories in view of the nature of their services and
their size. they should comply with all of the corresponding obligations of this Regulation.
Those harmonised due diligence obligations, which should be reasonable and non-arbitrary,
are needed to achieve the identified public policy concems, such as safeguarding the
legitimate interests of the recipients of the service, addressing illegal practices and

protecting fundamental rights enshrined in the Charter online.

In order to facilitate smooth and efficient communications relaling 1o matters covered by this
Regulation, providers of mtermediary services should be required 1o esteblish-designate a
single electronie point of contact and to publish relevant information relating to thates
point of contact, including the languages to be used in such communications. The electronic
point of contact can also be wsed by trusted flaggers and by professional entities which are
under a specific relationship with the provider of intermediary services. In contrast o the
legal representative. the elecdronic point of contact should serve operational purposes and
should not be required pecessaribv-haveto have a physical location.
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(37)  Providers of intermediary services that are established in a third country that offer services

in the Union should designate a sulliciently mandated legal representative in the Union and

providers. It should be possible for the legal representative 1o also function as electronic

point of contact, provided the relevant requirements of this Regulation are complied with.
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(3%)

(32)

Whilst the freedom of contract of providers of intermediary services should in principle be
respecied, 1l 1= appropriate to sel certain rules on the content, apphcation and enforcement of
the terms and conditions of those providers in the interests of transparency, the protection of
recipients of the service and the avoidance of unfair or arbitrary outcomes. When applving

To ensure an adequate level of transparency and accountabality, providers of intermediary

services should annually report, in accordance with the harmonised requirements contained
in thiz Begulation, on the content moderation they engage in. including the measures taken
as a result of the application and enforcement of their terms and conditions, However, so as
o avoid disproportionate burdens, those transparency reporting obligations should not apply
to providers that are micro- or small enterpnses as defined in Commission Recommendation

2003/361/EC*,

Commission Recommendation 2003/361/EC of & May 2003 conceming the definition of
micro, small and medium-sized enterprises (OJ L 124, 20.5.2003, p. 36).
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(40)

Providers of hosting services play a particularly important role in tackling illegal content
onling, as they store information provided by and ail the request of the recipients of the
service and typically give other recipients access thereto, sometimes on a large scale. It is
important that all providers of hosting services, regardless of their size, pul in place user-
friendly notice and action mechanisms that facilitate the notification of specific items of
information that the notifving party considers 1o be illegal content 1o the provider of hosting
services concerned (‘notice”), pursuant to which that provider can decide whether or not it

agrees with that assessment and wishes o remove or dizable access (o that content ('action’)

Such mechanisms should be at least as i fimd and use as notification mechanizsms

for content that violates the terms and conditions of the hosting service provider,

Provided the requirements on notices are mel, it should be possible for individuals or entities

to notity multiple specific items of allegedly illegal content through a single notice. The
obligation to put in place notice and action mechanisms should apply, for instance, to file
storage and sharing services, web hosting services, advertising servers and paste bins, in as

far as they gualify as providers of hosting services covered by this Regulation.
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{(41)

The rules on such notice and action mechanisms should be harmonised at Union level, 50 as
o provide For the timely, diligent and objective processing of nolices on the bazis of rules
that are uniform, transparent and clear and that provide for robust safeguards to protect the
right and legmimate interesis of all affected parties, in particular their fundamental nighis
guaranteed by the Charter, irmespective of the Member State in which those parties are
eslablished or reside and of the field of law a1 ssue. The fundamental rights include_but are
not limited to, as the case may be, the nght to freedom of expression and information, the
right 1o respect for private and Family life, the nght (o profection of personal data, the nght
1o non-discrimination and the right to an effective remedy of the recipients of the service;
the freedom to conduct a business, including the freedom of contract, of service providers;

as well as the right 1o human dignity, the rights of the child, the right to protection of

property, mcluding intellectual property, and the right to non-discrimination of parties
affected by illegal content. Providers of hosting services should act upon notices in a

i y _r , ,
s LR l =l

safety of persons is being nodificd. The provider of hostine services should inform the

decision whether to act upon the notice,
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(41a)  Those mechanisms hould allow for the sobmission of notices which are sufTiciently

recise and adeguately snbstantiated to enable the hostin

rovider concerned to take
an_informed and diligent decision in respect of the content o which the notice relates,

in particular whether or mot that content is to be considered ill

al content and is to be
removed or access thereto is to be disabled. Those mechanisms should be such as to
facilitate the

rivvisien of notices that contain an explanation of the reasons why the

for the submission of notices relating to offences

referred to in Articles 3 to 7 of Directive 200 193/ EL, it is necessary (o know the

identity of the notice provider, for instance to avoid misuses or (o identify alleged
infrinescments to |

r=onality riehis or intellecioal properiy riehis
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{(42)

Where a hosting service provider decides 1o remove or dizable information provided by a

for mstance

recipient of the service o
following receipt of a notice or acting on its own initiative, including exclusively by through
he-vse-abauomated means, that provider should inform in a clear and easily
comprehensible way the r-:-.;-ipi.:n‘t of itz decision, the reasons for 1is decizion and the
available redress possibilities to contest the decision, in view of the negative consequences
that such decisions may have for the recipient, including as regards the exercise of its
fundamental right 10 freedom of expreszion. That obligation should apply irrespective ol the
reasons for the decision, in particular whether the action has been taken because the

information notified 1= considered to be illegal content or incompatible with the applicable

terms and conditions. |

| ] | re r
S ICE Provicers shyisilol alsa pahiish SuCi 0eCesions and respeciive sintement

reasons Hresameinfommatisn in a publicly available siructured database maintained

should excludeins personal data, Available recourses 1o challenge the decision of the

hosting service provider should always include judicial redress_in accordance with the laws

of the Member State concerned.
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(42a) [previous recital 48] A provider of hosting services srontine-platior-may in some

instances become aware, such as through a notice by a notifyving party or through itz own
voluntary measures, of information relating to certain activity of a recipient of the service,
such as the provision of certain ivpes of illegal content, that reasonably justify, having
regard to all relevant circumstances of which the snbine-platfermprovider of hosting

pervices is aware, the suspicion that the recipient may have committed, may be committing

or 15 likelv to commit a sesess-criminal offence involving a threat to the life or safety of
person_or persons, such as offences specified in Directive 201136/EU of the European
MMME“’_‘IHHLHH 2011/93/EL! of the European Parliament and of

the Council®?

M]n such instances, the entine-platformprovider of hosting services should inform
without delay the competent law enforcement authorities of such suspicion, providing all

relevant information available to it, including where relevant the content in question and an
explanation of its suspicion. This Regulation does not provide the legal basis for profiling of
recipientis of the services with a view 1o the possible identification of criminal offences by
providers of hosting serviceserhseplattamss. Providers of hosting servicesOatine
platforms should also respect other applicable rules of Unton or national law for the
protection of the rights and freedoms of individuals when informing law enforcement

authorities,

3

= I]ln:-..“lw..iull El'"‘ EL ul'ﬂh.l-'umpn..m Pm'ha.lm:m .mu:l -::nl'ﬂ'h. L-uum.ll of 13 lh.n...mhtr .H.Ill
on combating the sexual abuse and sexual exploitation of children and child pomography,
and rq:pl.n.mg (.num.ll l-mrm\.mrl., ]}h_ur.um 2!](!4 ‘6R/1H. \ (OJ 1.335, 17.12.2011, p. l)

M 3 : | 1 LWL | i ! e i

114593/21 REV 3 US, TM/ech 6

ANNEX ECOMP.3.A LIMITE EN



{43)  To avoid disproportionate burdens, the additional obligations imposed on providers of
online platforms under this Regulation should not apply to micro or small enterprises as
defined in Recommendation 2003/361/EC of the Commission,* unless their reach and
impact is such that they meet the criteria 1o gualify as very large online platforms under this
Regulation. The consolidation rules laid down in that Recommendation help ensure that anv
circumvention of those additional obligations is prevented. The exemption of micro- and
small enterprises from those additional obligations should not be understood as affecting
their abality 1o sef up, on a voluntary basis, a svsiem that complies with one or more of those

ohligations,

- Commission Recommendation 2003/361/EC of & May 2003 conceming the definition of
micro, small and medium-sized enterprises (OJ L 124, 20.5.2003, p. 36).
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(44)

Recipients of the service

be able to casily and effectively contest certmn decisions of providers of online platforms
that negatively affect them. Therefore, providers of online platforms should be required to
provide for internal complaint=handling svstems, which meet cenain conditions amed at

r:n.ﬁ:uring that the svstems are casily accessible and lead to awifi and fair ouicomes, and are

LERTINEA T canlculated LBl AL LFL LRNE ming the recipient of the service of the

decision. In addition, provision should be made for the possibility of out-of-court dispute

seftlement of disputes in good faith, including these that could not be resalved in

satisfactory manner through the internal complaint-handling systems, by eertified

authorised bodies that have the requisite independence, means and expertise to carry out

their activities in a fair, swill and cost-efTective manner. The fees charged by the dispute
mient bodies should be reaso i

possibilitics to contest decisions of providers of online platforms thus created should

complement, vel leave unaflTected in all respects, the possibality 1o seek judicial redress in
accordance with the laws of the Member State concerned,_and ultimately exercising their
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{45)  For contractual consumer-to-business disputes over the purchase of goods or services,
Directive 2013/ 11/EU of the European Parliament and of the Council®® ensures that Union
consumers and businesses in the Union have access to quality-certified alternative dispute
resolution entities, In this regard, it should be clarified that the rules of this Regulation on
out-of-court dispute settlement are without prejudice to that Directive, mcluding the right of
consumers under that Directive to withdraw from the procedure at any stage il they are

dissatisfied with the performance or the operation of the procedure.

> Directive 20013/1 VEL of the European Parliament and of the Council of 21 May 2013 on
alternative dispute resolution for consumer disputes and amending Regulation (EC) No
2006/ 2004 and Directive 2009°22'EC (O] L. 165, 18.6.2013, p. 63).
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(46)

Action against illegal content can be taken more gquickly and reliably where providers of
online platforms take the necessary measures 1o ensure that notices submitted by trusted
Maggers through the notice and action mechanisms required by this Begulation are treated
with priority, without prejudice to the requirement to process and decide upon all notices

submitted under those mechanisms in a timely, diligent and objective manner. Such trusted

all pmﬂdﬂﬂ of online nlnlfnrmn within the scope of this Htmlmiun Such lmslr:-.l

Magger status should enly be awarded 1o entities, and not individuals, that have

demonstrated, among other things, that they have particular expertise and competence in

tackling illegal hﬂﬂh‘]]L—lhﬂl—HH‘-v—Fﬂﬂle-ﬂﬁ“mvﬂhlﬂh‘Hﬂlﬁ- and that they work in a

diligent and objective manner. Indus

entities can be public in nature, such as, for terrorist content, internet referral units of

national law enforcement authorities or of the Evropean Union Agency for Law
Enforcement Cooperation {"Euwropol”) or they can be non-governmental organisations and
prvate o semi-public bodies—such as the organizations part of the INHOPE network of
hotlines for reporting child sexual abuse material and organizations committed 1o notifving

illegal racist and xepophobic expreszions online. Forwmielesival-properiv-rghis:

Regulation on trusied flaggers should not be understood to prevent providers of online
platforms from giving similar treatment to notices submitied by entities or mdividuals that

have nod been awarded trusied fagger status under this Regulation, from otherwise
cooperating with other entities, in accordance with the applicable law, including this
Regulation and Regulation (ELT) 2016/794 of the European Parliament and of the Council

Regulation (ELT) 2016794 of the European Parliament and of the Council of 11 May 2016
on the European Union Agency for Law Enforcement Cooperation (Europol ) and replacing
and repealing Council Decisions 2009371/ THA, 2000934/ JHA, 20000935/ JHA,
2009/936/ JHA and 2009968 THA, OF L 135, 24.5.2016, p. 53.
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(47)

The misuse of serviees-of online platforms by frequently providing manifestly illegal
content or by frequently submitiimg mamifesily unfounded notices or complainis under the
mechanisms and systems, respectively, established under this Regulation undermines trust
and harms the nghis and legiiimate interests of the parties concerned. Therefore, there 15 a
need to put in place appropriate and proportionate safeguards against such misuse,
Information should be considered to be manifestly illegal content and notices or complaints
should be considered manifestly unfounded where it is evident 1o a layperson, without any
substantive analvsis, thatl the content is illegal respectively that the notices or complainis are
unfounded. Under certain conditions, providers of online platforms should temporarily
suspend their relevant activities in respect of the person engaged in abusive behaviour, This
is without prejudice 1o the freedom by providers of online platforms to determine their
terms and conditions and establish stricter measures in the case of manifestly illegal comtent
related to serious crimes, such as child sexual abuse material. For reasons of transparency,
this possibility should be set out, clearly and in sufficiently detail, in the terms and
conditions of the online platforms. Redress should alwavs be open to the decisions taken in
this regard by providers of online platforms and they should be subject to oversight by the

s plaiforms should send a

competent Digital Services Coordinator. Providers of on

of the online platform. The rules of this Regulation on misuse should not prevent
providers of online platforms from taking other measures to address the provision of illegal

content by recipients of their service or other misuse of their services, in accordance with the
applicable Union and national law. These rules are withow prejudice 1o any possibility 1o
hold the persons engaged in misuse liable, meluding for damages, provided for in Union or

mational law.
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authorties: fmoved to Recital 42af

11459/3/21 REV 3 U8, TM/ech 42
ANNEX ECOMP.3.A LIMITE EN



{(49)  Inorder to contribute to a =afe, tnstworthy and transparent online environment for
consumers, &5 well as for other interested parties such as competing traders and holders of
intellectual property rights, and to deter traders from selling products or services in violation
of the applicable rules, online platfoeme-alowiposopcmmer-ia-gonelude-diciinesgonirsie

+ arketplaces should ensure that such traders are traceable. The trader should
therefore be required to provide certain essential mformation to the provider of online
platfermmarketplace. including for purposes of promoting messages on or offering
products, That requirement should also be apphicable to traders that promole messages on

products or services on behalf of brands, based on underlving agreements. These online

platbarms-marketplaces should store all information in a secure manner for the duration of

their contractual relationship with the trader and 6 months thereafter. This is

DECEsaLy) . 50 that s-the
information can be accessed, m accordance with the applicable law, including on the
protection of personal data, by public authoritics and private parties with a legitimate

interest, including through the orders to provide mformation referred 1o in this Regulation.
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(50) To ensure an efficient and adequate application of that obligation, without imposing any
disproportionate burdens, the providers of the online pladfornssoversd marketplaces
should make reasonable efforts to verify, prior to the use of their service, the reliability of
the information provided by the traders concerned _=In particular, the providers of online

g freely available official online databases and online

interfaces, such as national trade registers and the VAT Information Exchange System™, or
by-requestingreguest the traders concermned to provide trustworthy supporting documents,
such as copies of identity documents, certified bad-pavment accounts” siatemenis,
company cerlificates and trade register certificates. Thev may also use other sources,
available for use at a distance, which offer a similar degree of reliability for the purpose of
complying with this obligation. However, the providers of online platforms-eavered
setplaces should not be required 1o engage in excessive of costly online Fact-finding

exercises or to carry out verifications on the spot. Nor should such providers esline
pharferms, which have made the reasonable efforts required by this Regulation, be

understood as guarantecing the reliability of the mformation towards consumer or other

! ] 1
L i

interested parties,

o N e e e T

o https:/‘ec.curopacutaxation customs/vies vieshome.do?selectedLanguage=cn
L w3 J Taid . = 3 d . il " -
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unaffected potential obligations to preserve certain content for longer periods of time,

1

Directive 2001 1/83/EL! of the European Parliament and of the Council of 25 October 2011 on

consumer rights, amending Council Directive 93/ 13/ EEC and Directive 199944 EC of the
European Parliament and of the Council and repealing Council Directive ¥5/ 57T EEC and
Directive Q7 TEC of the Furopean Parliament and of the Council.

Directive 2005/ 2%/EC of the Euwropean Parliament and of the Council of 11 May 2005

T

conceming unfair business-to-consumer commercial practices i the mternal market and
amending Council Directive 84450/ EEC, Directives 97 T/EC, 9827 EC and 2002/65/EC of
the European Parliament and of the Couneil and Resulation (EC) No 2006/ 2004 of the
European Parliament and of the Council (*Unflair Commercial Practices Direclive '
Directive 986/ EC of the European Parliament and of the Council of 16 February 1998 on

comsumer prolection in the indication of the prces of products offered to consumers.
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(51)  Inview of the particular responsibilities and obligations of providers of online platforms,
they should be made subject to ransparency reporting obligations, which apply i addition
to the transparency repornting obligations applicable to all providers of intermediary services
imder this Regulation. For the purposes of determining whether onlineg platforms may be
very large online platforms that are subject to certain additional obligations under this
Regulation, the transparency reporting obligations for providers of onling platforms should
inclhude certain obligations relating to the publication and commumication of information on

the average monthly active recipients of the service in the Union.
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(32)

Omline advertisingement plave an important role in the online enviromment, including in
relation 1o the provision of $resepvess-abonline platforms, when the serdeeprovides
provider of onling platform receives remuneration as economic consideration for the

placement of the specific advertisement on the platform's online interface, for example

ent or i ed sale commission. However, onling advertising emrent-can
contribute to significant risks, ranging from advertisements thal ss-dsedare themselves
illegal content, to contributing to financial incentives for the publication or amplification of
illegal or otherwise harmiul content and activitiez online, or the discniminatory
presentationdispley of advertizing with an impact on the equal treatment and opportunitics
of citizens, In addition to the requirements resulting from Anticle 6 of Directive 20003 1/EC,
providers of online platforms should therefore be required to ensure that the recipients of
the service have certain individualised mformation necessary for them o understand when
and on whose behalf the advertisement is displavedpresented. They should ensure that the
nformation is salient, including through standardised visual or audio marks, cleardy

identifiable and unambisuous for the averaee user, and should be adapted to the

._In addition, recipients of the service
should have imformation on the main parameters used for determiming that specific
advertismenting is ta-be-shsplaved-presented (o them, providing meaningful explanations of
the logic used 1o that end. including when this is based on profiling. Such explanations

ad vertisement — for example whether it is contextual, behavioural or other tvpe of
ad vertising — and, where applicable, the main profiling criteria used. The requirements

of this Begulation on the provizion of information relating 1o adverisement is without
prejudice to the application of the relevant provisions of Regulation (ELT) 2016/679, in
particular those regarding the nght to object, automated individual decision=-making.
including profiling and specifically the need 1o obiain consent of the data subject prior 1o the
proceszing of personal data for targeted adventizsing. Similarly, it i without prejudice 1o the
provisions laid down m Diarective 2002/ 58 EC m particular those regarding the storage of
information in terminal equipment and the access (o information stored therein._Finally, this
Regulation complements the application of the Divective 2000013 EL which imposes

generated videos.
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Giiven the importance of very large online platforms, due to their reach, in particular as
expressed in number of recipients of the service, in lacilitating public debate, economic
transactions and the dissemination of information, opinions and ideas and in influencing
bow recipients oblain and communicate information online, it 15 necessary 1o impose
specific obligations on the providers of those platforms, in addition to the obligations

applicable o all online platforms. Due to their critical role in locating and disse

very large online platforms g

address those public policy concemns, there being no altemative and less restrictive measures

that would effectively achieve the same result.
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(34)

Very large online platforms and very large online search engines may cause societal risks,
different in scope and impact from these caused by smaller plaiforms. Providers of such
very large online platforms ; ines should therefore bear
the highest standard of due diligence obligations. proportionate to their societal impact
and means. Once the number of recipients of a platform or a search engine reaches a
significant share of the Union population, the systemic nisks the platform or search engine
poses may have a disproportionateh—aegative impact in the Union. Such significant reach

should be considered 1o exist where the number of recipients exceeds an operational

threshold set at 45 million, that is, a number equivalent 1o 10 % of the Union population, In

et place, Consequent

coincide with thai of 2
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(3% Inview of the network effects charactensing the platform economy, the user base of an
onling platform may quickly expand and reach the dimenszion of a very large online
platform. with the related impact on the internal markel. This may be the case in the event of
exponential growth experienced in short periods of time, or by a large global presence and
turnover allowing the online platform to fully exploit network effects and economies of
scale and of scope. A high annual tumover or market capitalisation can in particular be an
indication of fast zcalability in terms of user reach. In those cases, the Digital Services
Coordinator of the establishment should be able 1o request more frequent reporting from
provider of the platform on the user base 1o be able to timely identify the moment at which
that platform should be designated as a very large online platform for the purposes of this

Eegulation,
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(36)

Very large online platforms and very lnrge online search engines ase-can be used in a way

that strongly influences satety online, the shaping of public opinion and discourse, as well as

on online trade. The way they design their services s generally optimised 1o benefit their
often advertizsing-driven business models and can cause socictal concems. H-thve-aheeres-of
sbTective and fundamental rights based regulation and enforcement is necessary in

- ¥ sthat-clTectively identifving and miligatesns

the risks and the societal and economic harm that may arisedev-sar-sause. Lnder this
Regulation, providers of very large online platforms and of very large online search
engines should therefore assess the sysiemic risks stemming from the functioning and use of
their service, as well as by potential misuses by the recipients of the service, and take

appropriale milgaling measures.
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(37)

Three categories of svstemic risks should be assessed in-depth. A first category concems the
risks associated with the misuse of their service through the dissemination of illegal content.
such as the dissemination of child sexual abuse material or illegal hate speech, . and the
conduct of illegal activities, such as the sale of products or services prolubited by Union or
national law, including counterfeit products. For example, and without prejudice to the

personal responsibility of the recipient of the service of very large online platforms and of

engines for possible illegality of his or her activity under the
applicable law, such dissemination or activilies may constitute a significant syvalematic risk
where access to such content may be amplified through accounts with a particularly wide
reach. A second category concerns the impact of the service on the exercise of fundamental
rights, as protected by the Charter of Fundamental Rights, including the freedom of
expression and information, the right to private life, the right to non-discrimination and the
rights of the child. Such nsks may arise, for example, in relation to the design of the
algorithmic systems used by the very large online platform or by very large online search

nging or the misuse of their service through the submission of abusive notices or other

methods for silencing speech or hampening competition. |

of the child, providers should consider how easily understandable to minors the design

2 A third category of

risks concerns the mtentional and, ofientimes, coordinated-manipulation of the plaiform’s op
search engine's service, with a foreseeable impact on health, civie discourse, electoral
processes, public securily, and protection of minors, having regard 10 the need 1o safeguard
public order, protect privacy and fight fraudulent and deceptive commercial practices. Such
risks may arize, for example, through the jns
creation of fake accounts, the use of bots_or deceptive use of a service. and other antomated

or partially automated behaviours, which may lead 1o the rapid and widespread

disgemination of information that is illegal content or ncompabible with an online platform’s

or online search engine's terms and conditions,
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(3%)

Providers of viery large online platforms and of very large online search engines should
deploy the necessary means to diligently mitigaie the systemic risks identified in the nsk
assessment. Theviervtarge-ontine-platforms should under such mitigating measures
conspder, for example, enhancing or otherwise adapting the design and functioning of their
content moderation, alg;wr‘iﬂ"lmi::- recommender svstems and online interfaces, so that thew
discourage and limit the dizsemination of illegal content, adapting their decision-making

processes, or adapting their terms and conditions.

They may also include corrective measures, such as
discontinuing advertising revenue for specific content, or other actions, such as improving

the visibility of authoritative information sources. Providers of vi-ery large onling

platforms g ings may reinforce their intemal processes or
supervision of any of their activities, in particular as regards the detection of svstemic risks,
They may also initiate or increase cooperation with trusted Naggers. organise training
sessions and exchanges with trusted flagger organisations, and cooperate with other service
providers, including by initiating or joining existing codes of conduct or other self-

regulatory measurcs. In selecting the appropriate mitigation measures, providers can

Commission, Any measures adopled should respect the due diligence requirements of this

Regulation and be effective and appropriste for mitigating the specific risks identified, in the
interest of safeguarding public order, protecting privacy and fighting fracdulent and

deceptive commeraial practices, and should be proportionate in hight of the veplarse-ontine
phEteris SCONOMIC capacily

pines and the need o avord unnecessary restrictions on the use of

their service, taking due account of potential negative effects on the fundamental rights of

the recipients of the service.
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(39)

(60)

Providers of viery large online platforms and of very lavge online seavch engines should.
where appropriate, conduct their nsk assessments and design their nsk miligalion measures
with the involvement of representatives of the recipients of the service, representatives of
groups potentially impacted by their services, independent expens and civil sociely

organisations, |

cifective, s

Giiven the need to ensure verification by independent experts, providers of verv large online
platforms and of very large online search engines should be accountable, through
independent auditing, for their compliance with the obligations laid down by this Regulation
and, where relevant, any complementary commitmenis underiaking pursuant 1o codes of
conduct and crises protocols. They should give the auditor access to all relevant data
necessary 1o perform the audit properly, including, where appropriate, to data related to
algorithmic svstems. Auditors should also be able to make use of other sources of objective
information, including studies by vetted rescarchers. Audits should be performed

st I uElry praciices, hodue resand, as appropriate, to aud

standards and suidelines. Auditors should guarantee the confidentiality, security and

integrity of the information, such as trade secrets, that they obtain when performing their
azks and have the necessary experiize in the area of nsk management and techmeal
competence to audit algorithms. Auditors should be independent, so as 1o be able to perform
their tasks m an adequate and tnstworthy manner. IF their independence and technical
competence 15 not bevond doubt, they should resign or abstain from the audit engagement.
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{61)  The audit report should be substantiated, 2o as to give a meaningful account of the activities
undertaken and the conclusions reached, It should help inform, and where appropriate
suggest improvements to the measures taken by the providers of the very large onlineg
platform o comply with their obligations under
this Regulation, The report should be transmitted to the [igital Services Coordinator of
establishment and the Board ssthem-detavywithin 30 davs following the adoption of thi
aundit implementing report, together with the risk assessment and the miti gation measures,
as well as the platform_or search engine provider's plans for addressing the andii’s
recommendations. The report should include an audit opinion based on the conclusions
drawn from the audit evidence obtained. A positive opinion should be given where all
evidence shows that the very large online platform or the
complies with the obligations laid down by this Regulation or, where applicable, any
commitments il has undertaken pursuant to a code of conduct or ensis protocol, in particular
by identifving, evaluating and mitigating the svstemic nsks posed by its svstem and services,
A positive opinion should be accompanied by comments where the anditor wishes 1o mclude
remarks that do not have a substantial effect on the outcome of the audit. A negative opinion
should be given where the auditor considers that the very large online platform or the very

; ' e does not comply with this Regulation or the commitments
umdertaken.
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(62) A core part of a very large online platform’s and a very large online search engine's
business 15 the manner in which information 15 pnontised and presented on iz online
interface 1o facilitate and optimise access to information for the recipients of the service.
This i done, for example, by algonthmically suggesting. ranking and prioritizing
information, distinguishing through text or other visual representations, or otherwise
curating information provided by recipients, Such recommender svstems can have a

significant impact on the ability of recipients 1o retrieve and interact with information

onlineg. Thev also play an imporiant role in the amplification of ceriain messages, the viral
dissemination of information and the stimulation of online behaviour. The obligations on

providess-ofvory large online platforms

consistently ensure that recipients are appropriately informed, and can influence the

information presented to them. They should clearly present the main parameters for such
recommender svstems in an ¢asily comprehensible manner to ensure that the recipients
understand how information is priortised for them. They should also ensure that the
recipienis enjoy altemative oplions for the main parameters, including options that are not

based on profiling of the recipient.
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(63)

Adventizing svstems used by very large online platforms and very large onling search
engines pose particular rnsks and require further public and regulatory supervision on
account of their scale and ability to target and reach recipients of the service based on their
behaviour within and outside that platform’s or search engine's online interface. Providers
of v¥ery large online platforms and ‘ ‘

la ine s gines should ensure
public access to repositories of advertisements Wﬂﬂ their online
interfaces to facilitate supervision and research into emerging risks brought abowt by the
disiribution of advertising onling, for example in relation to illegal adveriisements or
manipulative techniques and disinformation with a real and foresecable negative impact on
public health, public security, civigh discourse, political participation, and equality.

Repositories should include the content of advertisements and related data on the advertiser

and the delivery of the advertisement, in particular where targeted advertising is concemned.
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(64)

In order to appropriately stpervise-monitor and assess the compliance of very large online

platforms and eines with the obligations lad down by this

Regulation, the Digital Services Coordinator of establishment or the Commission may
require access o or reporting of specific data. Such a requirement may include, for example,
the data necessary to assess the risks and possible harms brought about by the platform’s or
search engine's syvstems, data on the accuracy, fumctioning and testing of algorithmue
svstems for content moderation, recommender svstems or adventising svstems, including,

s, OF dala on processes and outpuls of

content moderation or of internal complaint-handling svstems within the meaning of this
Regulation, Sucl
information about individoal recipients of the service for the pur of determinin

aw. [nvestigations
by researchers on the evolution and severity of online systemic risks are particularly
important for bridging information asvmmetries and establishing a resilient system of risk
mitigation, informing online platforms._online search engines, Digital Services
Coordinators, other competent authorities, the Commission and the public. This Regulation
therefore provides a framework for compelling access to data from very large online

¢ search engines (o wetted-rescarchers vetted by the Digital

platforms amnd

Services Coordinator of establishment of @ v

Commission, All requirements-requests for access (o dala under that framework should be

proportionate and approprately protect the rights and legitimate interests, including trade
secrels and other confidential information, of the platform or the search engine and anv

oither parties concerned. including the recipienis of the service.
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{65)  Given the complexity of the functioning of the svetems deploved and the systemic risks they
present 1o society, providers of very large online platforms and of very large online search
engines should npp&m—ﬂnml_mﬂnpham > efheersfunction. which should be

hat are part of the compliance function should have the necessary qualifications,
wmlm o operationalise measures and monitor the compliance
with this Regulation within the platform_or search engine provider’s organization,

Providers of vi-ery large online platforms and of verv large online search engines should
ensure that the compliance effieer-function i= involved, properly and in a timely manner, in

all isswes which relate to this Regulation_incly

¢ measures, as well as assessine compl

(65a) In view of the additional risks relating to their activities and their additional obligations
under this Regulation, : R :
be-comipherrented-pr=additional transparency requirements appbresteshould apply
specifically 1o very large online platforms_and very large online search engines. notably 1o

report comprehensively on the risk assessments performed and subseguent measures

adopted as provided by this Regulation.
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(66)

{67)

To facilitate the effective and consistent application of the obligations in thiz Regulation that
may requirg implementation through technological means, it 15 imporiant (o promote
voluntary industry standards covering centain technical procedures, where the industry can

help develop standardised means o supp

complying ¥-with this Regulation, such as allowing the submission of notices, mcluding

through application programming interfaces, or Wﬂhﬂllt the

mtn.m;xr:xbﬂll\ of advertisement repositories. Providers of ir

particular be useful for relatively small providers of intermediary services, The standards

could distinguish between different tvpes of illegal content or different types of intermediary

SCTVICES, 48 appropriale,

The Commission and the Board should encourage the drawing-up of codes of conduct to
contribute to the application of this Regulation. While the implementation of codes of
conduct should be measurable and subject to public oversight, this should not impair the
voluntary nature of such codes and the freedom of interested parties 1o decide whether to
participale. In cerlain circumstances, it is imporiant that providers of very large online
platiorms and of very large online search engines cooperate in the drawing-up and adhere
to specific codes of conduct. Nothing in this Regulation prevents other service providers
from adhering to the zame standards of due diligence, adopting best practices and benefitting
from the guidance provided by the Commission and the Board, by participating in the same
coddes of conduct.
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(68)

{69)

It iz appropriate that this Regulation identify certain areas of consideration for such codes of
conduct. In particular, nsk mubigation measures conceming specific tvpes of illegal content
should be explored via self- and co-regulatory agreements. Another area for consideration is

the poszible negative impacts of systemic risks on sociely and democracy, such as

disinformation or manipulative and abusive activitics ol
This includes coordinated operations aimed at amplifving information. including
disinformation, such as the use of bots or fake accounts for the creation of feke-inaccurate
or misleading information, sometimes with a purpose of obMaining e¢conomic gain, which are
particularly harmiul for vulnerable recipients of the service, such as children. In relation o
such areas, adherence to and compliance with a given code of conduct by a very large online

platform or 2

ime mav be considered as an appropriate risk
mitigating measure, The refusal withowt proper explanations by a provider of an online

platform

_of the Commission’s invitation to participate in the
application of such a code of conduct could be taken into account, where relevant, when

determining whether the online platform or the online search engine has infringed the
obligations laid down by this Regulation.

The rules on codes of conduct under this Regulation could serve as a basis for already
established self=regulatory eiforts al Union level, imcluding the Product Safety Pledge., the
Memorandum of Understanding against counterfeit goods, the Code of Conduct against
illegal hate speech as well as the Code of practice on disinformation. In particular for the
latter, the Commission will issue guidance for strengthening the Code of practice on

disinformation as announced in the European Democracy Action Plan.
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(70}

(71)

The provision of online adventizing generally involves several actors, including imermediary
services that connect publishers of advertising with advertisers, Codes of conducis should
support and complement the transparency obligations relating to advertisement for online
platforms, assbvery large onlime platforms and very large online search engines <e1 oul in
this Regulation in order to provide for flexible and effective mechanisms to facilitate and
enhance the compliance with those obligations, notably as concerns the modalities of the
transmission of the relevant information. The involvement of a wide range of stakeholders
should ensure that those codes of conduct are widely supporied. technically sound, effective
and offer the highest levels of user-friendliness 1o ensure that the transparency obligations

achieve their objectives.

In case of extraordinary circumstances affecting public security or public health, the
Commission may initiale the drawing up of crizis protocols to coordinme a rapid, collective
and cross-border response in the online environment. Extraordinary circumstances may
entail any unforeseeable event, such as carthquakes, hurricanes, pandemics and other serious
cross-horder threats to public health, war and acts of terrorism, where, for example, online
platforms may be misused for the rapid spread of illegal content or disinformation or where
the need arises for rapid dissemination of reliable information. In hight of the imporiant role
of very large online platforms in dissemmating mformation in our socielies and across
borders, such platform providers should be encouraged in drawing up and applving specific
crisis protocols. Such ¢nsiz protocols should be activated only for a limated penod of time
and the measures adopted should also be limited to what is sinictly necessary to address the
extraordimary circumsiance. Those measures should be consistent with thiz Regulation, and
should not amount to a general obligation for the participating providers of very large
online platforms and of very large online search engines to monitor the information which

they transmil or store, nor actively to seek facts or circumstances indicating illegal content.
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{(72)  The task of ensuring adequate oversight and enforcement of the obligations laid down in this
Eegulation should in principle be atinbuted 1o the Member Stales. To this end, they should
appoint at least one authority with the task to apply and enforce this Regulation, without

v, Member States should

however be able to entrust more than one competent authonity, with ﬁ.p.:;';il'm m,lpu*n'i.ﬂwry‘ or
enforcement tasks and competences concerning the application of this Regulation, for
example for specific sectors, such as electronic communications” regulators, media
regulators or consumer protection authorities, reflecting their domestic constitutional,

organisational and administrative structure, where also existing authorities may be
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(73)

Giiven the cross-border nature of the services at stake and the horizontal range of obligations
introduced by this Regulation, #he-one authonty appointed with the task of supervising the
application and, where necessary, enforcing this Regulation should be identified as a Digital
Services Coordinator in each Member State. Where more than one competent authority is
appointed to apply and enforce this Regulation, only one authority in that Member State
should be identified as a Dhigital Services Coordinator. The Digital Services Coordinator
should act as the single contact point with regard to all matters related to the application of
this Regulation for the Commission, the Board, the Digital Services Coordinators ol other
Member States, as well as for other competent authonities of the Member State in question,
In particular, where several competent authorities are entrusted with tasks under this
Regulation in a given Member State, the Digital Services Coordinator should coordinate and
cooperate with those apthonties in accordance with the national law setting their respective

tasks and withouoi prejodice o the independent assessment of the other competent

[0 O TR Y VT Carnhpetan

pthorities, While not entailing any hiersrchical su i imatic hir co f
authorities in the exercise of their tasks, the Digital Services Coordinator-—sed should
ensure effective involvement of all relevant com petent authoritics_and should timely

report their assessment in the_context of cooperation on supervision and enforcement at

Umion level, Moreover, in addition to the specific mechanisms provided for in thi:
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(74)

The Digital Services Coordinator, a8 well as other competent authoritics designated under
this Begulabion, play a crucial role in ensunng the effectiveness of the nghts and obligations
laid down in this Regulation and the achievement of its objectives, Accordingly, it is

necessary 1o ensure that those authorities

Union. Those anthorities should also act in complete independence from private and
public bodies, without the obligation or possibility to seck or receive instructions, including
from the government, and without prejudice 1o the specific duties 1o cooperate with other
competent authorities, the Digital Services Coordinators, the Board and the Commission, On
the other hand, the mdependence of these authorities should not mean that they connot be
subject, in accordance with national constititions and without endangering the achievement
of the ohjectives of this Regulation, IWMWE MII'I e
accountahility mechanisms regarding the
as their Mnancial expenditure or-te-pederbrevnsw—ee-Hami-Her—sderd

rtinge to the national

rliaments. [t shoold also

exchange views with other national authorities, including law enforcement authorities or

crisis management authonties, where appropriate.
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{75y  Member States can designate an existing national authority with the function of the Digital
Services Coordinator, or with specific tazks to apply and enforce this Begulation, provided
that anv such appointed authority complies with the requirements laid down in this
Regulation, such as in relation (o s independence. Moreover, Member States are in
principle not precluded from merging functions within an existing authonty, in accordance
with U'mion law. The measures to that effect may include, inter alia, the preclusion to dismiss
the President or a board member of a collegiate body of an existing authonty before the
expiry of their terms of office, on the gole ground that an institutional reform has taken place
involving the merger of different functions within one authority, in the absence of any rules
guaranteeing that such dismissals do not jeopardise the independence and impartiality of
such members,
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(76)

In the absence of a general requirement for providers of intermediary services to ensure a
phyvsical presence within the temitory of one of the Member States, there 15 a need 1o ensure
clarity under which Member State's jurisdiction those providers fall for the purposes of
applving and enforcing the ohligations set out in this Reguliiion sdesbbd-dovwn-in

es; including judicial remedies

IV of this Regulation. m

T “bw the national competent authoriti

s their decisions, i accerdance with € hapte

with this Begulation, but not to the order itself, A provider should be under the

Jurisdiction of the Member State where its main establishment is located. that is, where the
provider hos its head office or registered office within which the principal financial
functions and operational control are exercised. In respect of providers that do not have an
establishment in the Union but that offer services in the Union and therefore fall within the
scope of this Regulation, the Member State where those providers appointed their legal
representative should have jurisdiction, considering the fimction of legal representatives
umder this Regulation. In the interest of the effective apphcation of this Regulation, all
Member States should, however, have jurisdiction in respect of providers that failed to

desiznate a legal representative, provided that the provider is not subject 1o enforcement

srespeeted. To that aim, each Member State that exercizes jurisdiction in respect of such

providers should, without undue delay, inform all other Member States of the measures they
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(77

(78)

have taken i the ex

ercise of that jurisdiction through the common information sharing

L RV RN VR R %

svSLen T e Sed [T1ER

Member States should provide the Digital Services Coordinator, and any other competent

authority designated under this Regulation, with sulficient powers and means (o ensure

effective investigation and enforcement. This i ides the o of ¢ f amthio

to adopt interim measures in accordance with national law in case of risk of serious

harm. Such interim measores, which may include orders to terminate or remedy a

¢ Loy ensure that

nding the final decision. Digital Services Coordinators

should in particular be able to search for and obiain information which is located in its
territory, including in the context of joint investigations, with due regard to the fact that
oversight and enforcement measures conceming a provider under the jurisdiction of another
Member State should be adopted by the Digital Services Coordinator of that other Member

State, where relevant in accordance with the procedures relating to cross-border cooperation.

Wiember Siates should set out in their national law, in accordance with Union law and in
particular this Begulation and the Charter, the detmled conditions and hmiis for the exercise
of the investigatory and enforcement powers of their Digital Services Coordinators, and

other competent authorities where relevant, under this Regulation.
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(79)

(80)

In the course of the exercise of those powers, the competent authorities should comply with
the applicable national rules regarding procedures and matiers such as the need for a prior
judicial authorisation to enter certain premises and legal professional privilege, Those
provisions should in particular ensure respect for the fundamental righis 1o an effective
remedy and to a fair trial, mcluding the rights of defence, and, the right to respect for private
life. In this regard, the guarantees provided for in relation 1o the proceedings of the
Commission pursuant 1o this Regulation could serve as an appropriate point of reference. A
prior, fair and impartial procedure should be guaranteed before taking any final decision,
including the right to be heard of the persons concemned, and the right to have access to the
file. while respecting confidentiality and professional and business secrecy, as well as the
ohligation to give meaningful reasons for the decisions. This should not preclude the taking
of measures, however, in duly substantiated cases of urgency and subject to appropriate
conditions and procedural arrangements. The exercise of powers should also be
proportionate to, inter alia the nature and the overall actual or potential harm caused by the
infringement or suspected infringement. The competent authorities should in principle 1ake
all relevant facts and circumstances of the case into account, including information gathered

by competent authorities in other Member States,

Member States should ensure thal violattons of the obligations laid down in this Regulation
can be sanctioned in a manner that is effective, proportionate and dissuasive, taking into
account the nature, gravily, recurrence and duration of the violation, in view of the public
intercst pursued, the scope and kind of activities carmied out, as well as the economic
capacity of the infringer. In particular, penalties should take into account whether the

provider of intermediary services concemned svstematically or recurrently fails 1o comply

wilh itz obligations stemming from thiz Regulation, as well as, where relevant, whether the

provider is active in several Member States. Where this Regulation provides for a
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(81) Inorder to ensure effective enforcement of thizs Regulation, individuals or representative
orgamsations should be able 1o lodge any complaint related 1o comphiance with this
Regulation with the Digital Services Coordinator in the territory where they received the
service, without prejudice to this Regulation’s rules on junsdiction_and to the applicable
s om_handling of complaints in accordance with national principles of good
pdministoation. Complaints gehould provide a fathful overview of concems related to a

particular intermediary service provider’s compliance and could also inform the Digital

Services Coordinator of any more cross-culling issues, The Digital Services Coordinator
should involve other national competent authoritics as well as the Digital Services
Coordinator of another Member State, and in particular the one of the Member State where
the provider of intermediary services concerned is established, if the issue requires cross-

border cooperation.

{(82)  Member States should ensure that Digital Services Coordinators can take measures that are
effective in addressing and proportionate to certain particularly serious and persistent

infringements_of this

ation. Especially where those measures can affect the rights and
interests of third parties, as mayv be the caze in particular where the access to online
interfaces 15 restricted, it 15 appropriate (o require that the measures be-ordered-by—a

5

re subject o

additional safeguards. In particular, third parties potentially affected should be afforded the
opportunity 1o be heard and such orders should only be 1zsued when powers 1o take such
measurcs as provided by other acts of Union law or by national law, for instance to protect
collective interests of consumers, to ensure the prompt removal of web pages containing or
disseminating child pomography. or 1o disable access 10 services are being used by a third

panty to infringe an intellectual property right. are not reazonably available,
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{83)  Such an order 1o restrict access should not go bevond what is necessary to achieve its
objective. For thal purpose, it should be lemporary and be addreszed in principle to a
provider of intermediary services, such as the relevant hosting service provider, intemet
service provider or domain registry or registrar, which 15 in a reagsonable position 1o achieve

that objective without unduly restricting access to lawful information.

(84)  The Dngital Services Coordinator should regularly publish, for example on its wehsite, a
report on the activities carmied out under this Regulation, Given that the Digital Services
Coordinator 15 also made aware of orders 1o take action agmnst illegal content or to provide
information regulated by this Regulation through the commen information sharing syvstem,
the Digatal Services Coordinator should include in s annual report the number and
categories of these orders addressed to providers of intermediary services issued by judicial

and administrative authorities in its Member State.
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(84a) Given the cross-border and cross-sectoral relevance of infermediary services, a high

o VIS L oordinmaetor of estn bishmen o il manne nclud e thronsh

exercise of its investigatory powers in accordance with the applicable national

prodced i res 1 @l ressee of snch

and be liable in case of failure to comply, and the co cnt authorities in the Member
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(83)  Where-alhe Digital Services Coordinator_of destination, in particular on the basis of

aints received or of the input of other national com petent authorities where

appropriate, or the Board in case of issues involving maore than three Member States,

should be able to peguestask & apethee-the Digital Services Coordinator of establishment

o take investigatory or enforcement actions with regard o a provider under iis
including with regard to alleged infrin

Mﬁ] he requesting i gmll Services Coordinator, or the Board in

case il issued a recommiendation 1o assess igsues invelving more than three Member States,
should be able to refer the matter to the Commission in case of any disagreement as to the
assessments or the measures taken or proposed or a Failure to adopt any measures_in
accordance with this Regulation. Where t#Hhe Commission. on the basis of the
information made available by the concerned authorities,_considers that the proposed
measures, including the proposed level of fines, cannot ensure teh effective

Regulation. it should accordingly be able 1o gxpress its serions doubits and request the

competent Digital Services Coordinator to re-assess the matter and take the necessary
measures o ensure compliance with this Regulation within a defined time period. This

possibility is without prejudice 1o the Commission’s general duty to oversee the application

of, and where necessary enforce, Union law under the control of the Count of Justice of the
European Union in accordance with the Treatics. A failure by the Digital Services
Coordinator of establishment 1o 1ake sre-the necessary measures pursuant 1o such a request
may also lead to the Commission’s intervention under Section 3 of Chapter IV of this

Eepulation, where the suspected infringer iz a provider of very large online platform_or a
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(86)  Inorder to facilitate cross-horder supervision and investigations of ohligations laid down in
this Regulation mvolving several Member States, the Digital Services Coordinators of

such as ssues—ranaine-from-coordinated data gathering exercises, pooling of resources,
task forces, coordinated-s requests for information or common_inspections of premises,
All competent authorities participating to the joint investigation should accordingly be
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{(87)  In view of the particular challenges that may emerge in relation to assessing and ensuring a

very large online platform’s or very large online search engine’s compliance, for instance

relating to the scale or complexity of a suspected infringement or the need for particular
expertise or capabilities at Union level. the Digital Services Coordinator_of establishments
should have the possibility 1o request, on a voluntary basis, the Commission to intervene and

exercise ils investigatory and enforcement powers under thiz Begulation. Moreover, also

the ser sy the a infrineement when d
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(88)

(82)

(20}

In order to ensure a consistent application of this Regulation, it is necessary 1o st up an
independent advizory group at Union level, which should support the Commuission and help
coordinate the actions of Digital Services Coordinators. That European Board for Digital
Services should congist of the Digial Services Coordinators, without prejudice 1o the
possibility for Digital Services Coordinators 1o invite in its meetings or appoint ad hoc
delegates from other competent authorities entrusted with specific tasks under this
Regulation, where that is required pursuant to their national allocation of tasks and
competences. In case of multiple panticipants from one Member State, the voting right

should remain limited to one representative per Member State.

The Board should contrnibuie {0 achieving a common Union perspechive on the consistent
application of this Regulation and to cooperation among competent authorities, including by
advizing the Commizsion and the Digital Services Coordinators aboul appropriaie
investigation and enforcement measures, in particular vis & vis the providers of very large
onlineg platforms_or very large online search engines. The Board should also contribute 1o
the drafting of relevant templates and codes of conduct and analvse emerging general trends

in the development of digital services in the Union,

For thai purpese, the Board should be able to adopt opinions, requesiz and recommendations
addressed 1o Digital Services Coordinators or other competent national anthontics. While
nol legally binding, the decision to deviate therefrom should be properly explained and
could be taken inlo account by the Commission in assessing the compliance of the Member

State concemed with this Regulation.
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(91)

(92)

(93)

(94)

The Board should bring together the representatives of the Digital Services Coordinators and
possible other competent authorities under the chairmanship of the Commussion, with a view
to ensuring an assessment of matters submitted to it in a fully European dimension. In view
of possible cross=cuiling elements that may be of relevance for oher regulatory frameworks
at Union level, the Board should be allowed to cooperate with other Union bodies, offices,
agencies and advisory groups with responsibilities in fields such as equality, incleding
gender cquality-between-women-and-aren, and non-discrimimation, data protection,
electronic communications, audiovisual services, detection and investigation of frauds
agaimst the EL budget as regards custom duties, eFconsumer protection, or com petition

law, as necessary for the performance of its tasks.

The Commission, through the Chair, should panticipate in the Board withouwt voting rights,
Through the Chair, the Commission should ensure that the agenda of the meetings i s¢l in
accordance with the requests of the members of the Board as laid down in the rules of
procedure and in compliance with the duties of the Board laid down in thiz Regulation,

In view of the need to ensure support for the Board's activities, the Board should be able to
rely on the expertise and human resources of the Commission and of the competent national
authorities, The specific operstional arrangements for the internal functioning of the Board
should be further specified in the rules of procedure of the Board.

Given the importance of very large online platforms_or very large online search engines. in
view of their reach and impact, their failure to comply with the specific obligations
applicable to them may affect a substantial number of recipients of the services across
different Member States and may cause large societal harms, while such fallures may also be

particularly complex to identify and address,
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(95)

In order to address those public policy concems it is therefore necessary 1o provide for a
common system of enhanced supervision and enforcement al Union level. Once an
infringement of one of the provisions of this Regulation that solely apply to very large

online platforms g senrch engines has been identibisdascertained and,

where necessary, sanctioned, for imstance pursuant-following te indirvidual nrjninl

investigations, audity’ reportsing er-complaints, cross-border cooperation requests, as

Investigate the matter, the Digital Services Coordinator of establishment, spe-tis-aavn
TRTPETE ' ] should also request the provider of such platform or

establizh whether W MICASUNES !M_iulﬂ.ﬂlﬂ.‘"‘- sufTicient to address

the infringementy tal

provider. At the end of that procedure. it should inform the Board. the Commission and the
phatfers-provider concermed of its views on whether or not that petfesm-provider
addressed the minngement, speaifyving m particular the relevant conduct and its assessment
of any measures taken. The Digital Services Coordinator should perform 115 role under this

commmaon syvslem i a imely manner, involving other competent authorities where

approprate, and taking utmost account of any opinions and other advice of the Board_and

of the Commission, when deciding and providine justification for any course of action

I text ol fhe ] il
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(26)

Where the infringement of the provizion that solely applies to very large online platforms or

yery large online search engines 1= not effectively addressed by !hwh: Eruﬂdrr ek by
that platferm-pursuant to the action plan,

the Commussiong the latter mav, on s ovn indtiafive or LN

Wﬂl the Board, decide 1o take over and further investigate the
alleged infringement concermed, or, wih

provider has subscquently taken—bv-inking-over from

psure-complianes. Afler having conducted the necessary investigations, the
Commizzion should be able to issue decisions finding an infringement, or a perskstine
continuing infringement, and imposing sanctions in respect of providers of a very large
e where that is justified. It should also

online platforms or
have such a possibility to intervene in cross-border situations where the Digital Services
Coordinator of establishment did not take the necessarvany measures despite the
Commission s request, or in situations where the Digital Services Coordinator of
establishment itself or the Board requested for the Commission to intervene, in respect of
an infringement of any other provision of this Regulation eemssibed concerning dw a very

large online platform _or a
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(27)

(9%)

‘ Hvelv pe 5t Fthe Commizsion should maintain o margin of

‘ ' sk - ot o lervens i
any of the situations where it is empowered to do so under this Regulation. Once the
Commuission mitiated the proceedings, the Digmal Services Coordinators of establishment
concerned should be precluded from exercising their investigatory and enforcement powers
in respect of the relevant conduct of the provider of the very large online platform or of

e concermned, 5o as 1o avoid duplication, inconsistencies and

risks from the viewpoint of the principle of me bis in fdem. However, in the inlerest of
effectiveness, those Digital Services Coordinators should not be precluded from exercising
their powers either to assist the Commission, at its request in the performance of its
supervisory tasks, or in respect of other conduct, including conduct by the same provider of

the very large online plattorm g

naEime that is suspected
to constitute a new infringement. Those Digital Services Coordinators, as well as the Board
and other Digital Services Coordinators where relevant, should provide the Commission

with all necessary information and assistance 1o allow it 1o perform its tasks effectively,

gathered in the context of formal investigations as well as i
thering or data access exercises, ~whtbst-eConversely the

Commission should keep them informed on the exercise of its powers as appropriate. In that

context of ofher data

regard. the Commission should. where appropriate. take sccount of any relevant assessments
carried out by the Board or by the Digital Services Coordinators concerned,_including fines
already imposed, and of any relevant evidence and information gathered by them, without
prejudice to the Commission’s powers and responsibility to carry om additional

INVESHZalions 4% NeCessary.

In view of both the particular challenges that may anse in seeking 10 ensure compliance by
providers of very large online platforms or of very large online search engines and the
importance of doing =o effectively, considering their size and impact and the harms that they
may cause, the Commission should have strong imvestigative and enforcement powers 1o

allow it to investigate, enforce and monitor certain of the rules laid down in this Regulation,

in full respect of the fund

interests of the affected parties,
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(99)

]WIMMMIH particular, the Commussion should have access
o any relevant documents, data and information necessary to open and conduct
investigations and 1o monitor the compliance with the relevant obligations lad down in this
Regulation, irespective of who possesses the documents, data or information in question,
and regardless of their form or format, their storage medium, or the precize place where they
are stored. The Commission should be able to direcily require by means of a request for
Information that the provider of the very large online platform ﬂmw
search engine concerned 3

provide any relevant evidence, data
and nformation. In addition, the Commission should be able to request any relevant
information from any public authority, body or agency within the Member State_for the
this-Hegulation. The Commission should be able empeswered-to require access o, and

explanations

relating to_da

algorithms of relevant persons, and 1o interview, with their consent. any natural or legal
persons who mav be in possession of useful information and to record the statements made
by any technical means. The Commission should also be empowered to undertake such
inspections as are necessary o enforce the relevant provisions of this Regulation. Those
investigatory powers aim o complement the Commussion’s possibility 1o ask Digital
Services Coordinators and other Member States” authorities for assistance, For mstance by

providing information or in the exercise of those powers.
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(99-a) The Commission should be able to take the necessary actions to monitor the effective

(99a)

Interim measures can be an important tool to ensure that, while an investisation is

snzoing, the infringement beine investieated does not lead to serious and irreparable

i Tuc ' a decision taken by the Commis al fh it the

PN TR

proceedings, The Commission should therefore have the power to impose interim

¢ pericd which can be renewed

11459/3/21 REV 3 US, TA/ech 82

ANNEX ECOMP3.A LIMITE EN



(100} Compliance with the relevant obligations imposed under this Regulation should be
enforceable by means of fines and periodic penaliy pavments. To that end. appropriate levels
of fines and periodic penalty pavments should also be laid down for non-compliance with
the obligations and breach of the procedural rules, subject o appropriate limitation periods,

The Conrt of Justice should have unlimited jurisdiction in respect of fines and penaliy

payments

(1013 The provider of the very large online platforms or g
concerned and other persons subject 1o the exercize of the Commussion s powers whose
intercsts may be affected by a decision should be given the opportunity of submitting their
ohzervations beforchand, and the decisions taken should be widely publicized. While
ensuring the rights of defence of the parties concemned, in particular, the right of access to
the file, it is essential that confidential information be protected. Furthermore, while
respecting the confidentiality of the information, the Commission should ensure that anv
information relied on for the purpose of its decision is disclozed 1o an extent that allows the

addressee of the decision to understand the facts and considerations that lead up to the

decision.
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(101b) Without prejudice to the rights of recipients of intermediary services to furn fo a

representative in accordance with the Divective (EL) 2020015825 of the European

Parliament and of the Council of 25 November 2020 on representative actions for the

protection of the collective interests of consumers and repealing Directive

W 2EECY, recipients of the services should also have the right to mandate a legal

rso or @ public body to exercise their is provided for in this Be

representation under this tion.

(102) Inthe interest of effectiveness and efficiency. in addition to the general evaluation of the
Regulation, to be performed within five vears of entry into force, after the initial start-up
phasze and on the basis of the first three vears of application of this Regulation, the
Commission should also perform an evaluation of the activities of the Board and on its
siructure.

{103) In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission. Those powers should be
exercised in accordance with Regulation (EU)Y No 1822011 of the European Parliament and
of the Coumeil*®,

o OJ L 409, 4.12.2020, p. 1.

l Regulation (ELT) No 1822011 of the European Parliament and of the Council of 16
February 2011 laving down the rules and general principles conceming mechanisms for
control by Member States of the Commission s exercise of implementing powers (3 L 55,
28.2.2011. p. 13}
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(104)

(103)

In order to fulfil the objectives of this Regulation, the power to adopt acts in accordance
with Article 290 of the Treaty should be delegated 1o the Commuission to supplement this
Regulation. In particular, delegated acts should be adopted in respect of cnitenia for

identification of very large onling plaiforms g

technical specifications for access requests. It is of particular importance that the
Commission carries out appropriate consultations and that those consultstions be conducted
in accordance with the principles laid down in the Interinstitutional Agreement on Better
Law-Making of 13 April 2016. In particular, to ensure equal participation in the preparation
of delegated acts, the European Parliament and the Council receive all documents at the
same time as Member States' experts, and their experts systematically have access to

meetings of Commission expert groups dealing with the preparation of delegated acts.

This Regulation respects the fundamenial righis recognised by the Charter and the
fundamental rights constituting general principles of Union law, Accordingly, this
Regulation should be interpreted and applied in accordance with those fundamental rights,
including the freedom of expression and information, as well as the freedom and pluralism
of the media. When exercizing the powers set oul in this Regulation, all public authorities
involved should achieve, in situations where the relevant fundamental nghts conflict, a fair

balance Between the nghts concemed. in accordance with the prnciple of proporiionality.
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(106} Since the objective of this Regulation, namely the proper functioning of the intermal market
and 1o ensure a safe, predictable and trusted online environment in which the fundamental
rights enshrined in the Charter are duly protected, cannot be sufficiently achicved by the
Member States because they cannol achieve the necessary harmonisation and cooperation by
acting alone, but can rather, by reason of its territorial and personal scope, be better achieved
al the Union level, the Union may adopt measures, in accordance with the principle of
subsidiarity as set out in Article 5 of the Treaty on European Union. In accordance with the
principle of proportionality, as set out in that Anticle, this Regulation does not go bevond

what is necessary in order to achieve that objective;

1075 The European Data Protection Supervisor was consulied in accordance with

wriacle 42 Resulation (ELN 20081725 of the Earope

Council’” and delivered an opinion on 10 February 2021

HAVE ADOPTED THIS REGULATION:

i) 0 1,295 21.11.201%. p. 39
%___0JCp
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Chapter I — General provisions

Article |
Subfect matter_objectives and scope

The aims of this Regulation are-tedds o
ta——contribute 1o the proper functioning of the intermal market for intermediary services_by &

Hhd———seiting oul wetberm-harmonised rules for a safe. predictable and trusted online

environment, where fundamental rights enshrined in the Charter are effectively protected.

1. Thizs Regulation lays down harmonised rules on the provision of intermediary services in

the intemal market. In particular, it establishes:

{a) aframework for the conditional exemption from liability of providers of

intermediary services;

{b) rules on specific due diligence obligations tailored to certain specific categornies of

providers of intermediary services;

(€} rules on the implementation and enforcement of this Regulation, including as regards

the cooperation of and coordination between the competent authorities.

22— Hhewimreak s Heanlatienareto: [moved fo paragraph ]
% Thiz Regulation shall apply to intermediary services providedofTered to recipients of the

service that have their place of establishment or are locatedressdenesin the Union,

irmespective of the place of establishment of the providers of those services.

4. Thiz Regulation shall not apply to any service that is not an intermediary service or o any
requirements imposed in respect of such a service, imespective of whether the service is

provided through the use of an imermediary service.
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market or s and com this He tion, in particular, the fullmung

(a)

(b)

(€}

{d)

n
(g)

{h)

(i)

Li

Directive 2010/ 13VELE,

Union law on copyvright and related rights;

Regulation (E1) .../ .... on preventing the dissemination of terrorist content online

[TCO once adopted]:

Regulation (ELT) 20019/1 148;
Regulation (ELT) 2009/1 153,

Union law on consumer profection and product safety, meluding Regulation (ELT)
201772394,

Union law on the protection of personal data, in panticular Regulation (ELT) 2016/679
and Directive 200258 EC;

Union law in the Geld of judicial cooapemtion in civil matters, in particalay

) 12152012 «
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(K} Umnion law in the Meld of judicial cosperation in criminal matters, in particalar
Regulation (E1U) .../... on Furepean Production and Preservation Orders for

electronic evidence in criminal matters;

| irective (EL .../ laving down harmonised rmles on the appointment of lecal

representatives for the purpose of gathering evidence in caminal procecdings,

Articie 2

Defimitions
For the purpose of this Regulation, the following definitions shall apply:

{a) ‘information society services” means services within the meaning of Article 1(1Wb) of

Directive (ELT) 2015/1535;

(b} ‘recipient of the service” means any nafural or legal person who for professional ends or

of seekin

iary service, in pardicular for the pu

otherwise, uscs an inter

information or making it accessib

(<l ‘consumer” means any natural person who s acting for purpases which are outside his or

her trade, business, eraft or profession;

{d) “to ofler services in the Union” means enabling natural or legal er-mstural-persons in one
or more Member States to use the services of the provider of ifermation
seeretvintermediary services which has a substantial connection 1o the Union;
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{da) 'stedra-substantial conmection”
services with the
has-an-cstablishment in the Union_or from :
sspsiseni-odpaubeipniisl-sonsestione-based-anspecific factual critena such as:

=uliing ¢

a significant number of eses-peciplents of the service in one or more Member States_in
relation to its or their population: o

the targeting of activities towards oneg or more Member States.

() “trader” means any natural person, or any legal person irrespective of whether privately or
publicly owned, who is acting, including through any person acting in his or her name or

on his or her behalf, for purposes relating to his or her trade, business, craft or profession;
H ‘mtermediary service’ means one of the following information sodety services:

a ‘mere conduit’ service that consists of the transmission in a communication network
of information provided by a recipient of the service, or the provision of access o a

commancation network:

a “caching’ =ervice that consisis of the ransmission in a communication network of
information provided by a recipient of the service, involving the automatic, intermediate
and temporary storage of that information, for the sole purpose of making more efficient

the mformation's onward transmission 1o other recipients upon their request;

a “hosting” service that consisis of the storage of information provided by, and at the

request of, a recipient of the service;
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(2)

(h)

{1

“illegal content” means any information, which, in itzelf or by its reference to an activity,
ingluding the sale of products or provision of services 15 not in compliance with Union law
or the law of a Member State which is in compliance with Union law, irrespective of the

precise subject matter or nature of that law;

“online platform” means a-pressdeeda hosting service which, at the request of a recipient
of the service, stores and disseminates to the public information, unless that activity s a
minor and purely ancillary feature of another service and, for objective and technical
reasons cannol be used without that other service. and the miegration of the feature inlo the

other service is not a means to circumvent the applicability of this Regulationg-

*dissemination to the public” means making information available, at the request of the
recipient of the service who provided the information, to a potentially unlimited number of

third partics:

fonline marketplace’ means an online platform which allows consumers to conclode

()

k)

0

(m)

Ul i L el UL

*distance contract’ means a contract within the meaning of Article 2(7) of Dircctive

2011/83/ELY;

“online interface” means any software, including a website or a part thereof, and

applications, mcluding mobile applications:

‘Digital Services Coordinator of establishment” means the Digital Services Coordinator of
the Member State where the provider of an intermediary service 15 established or s legal

representative resides or iz established;

*‘Digital Services Coordinator of destination” means the Digital Services Coordinator of a

Member State where the infermediary service 15 provided,
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(n)

(o)

ipl

(4q)

(rl

‘advertisement” means mformation designed 1o promole the message of a legal or natural

person, irrespective of whether to achieve commercial or non-commercial purposes, and

gmjibs resented by an online platform on s onlineg interface against
remuneration specifically for promoting that information;

‘recommender system” means a fully or partially amtomated svstem used by an online
platform o suggest in iis online interface specilic information 1o recipients of the service,
including as a result of a search initiated by the recipient or otherwise determining the

relative order or prominence of information displayed;

*comtent moderation” means the activities, automated or not, undertaken by providers of
intermediary services aimed, in particolar at detecting. identifving and addressing illegal
content or information incompatible with their terms and conditions, provided by recipients
of the service, including measures taken that affect the availability, visibility, and
accessibility of that illegal content or that information, such s demotion, demonetisation,
disabling of access 1o, or removal thereol, or the recipients” ability o provide that

information, such as the termination or suspension of a recipient’s account;

“terms and conditions” means all terms and conditions or speetfeationsclanses.
irrespective of their name or form. which govern the contractual relationship between the

provider of intermediary services and the recipients of the servicessy

Sturnover’ means the amount derived by an undertakine as defined in Ariicle 5(1) of
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Chapter II - Liability of providers of intermediary services

Article 3

Mere conchir’

1. Where an information society service is provided that consists of the transmission in a
communication network of information provided by a recipient of the service, or the
provision of access to a communication network, the service provider shall not be liable for

the information iransmified, on condition that the provider:

{a) does not initiate the transmission;

(b)  does not gelect the receiver of the transmission; and

{¢) does not select or modify the information contained in the transmission.

2. The acts of iransmission and of provizsion of access referred 1o in paragraph 1 include the
automatic, imMermediate and transient storage of the information transmitied in so far as this
takes place for the sole purpose of carrying out the transmission in the communication
network, and provided that the information is not stored for any period longer than is

reasonably necessary for the transmission.

2 This Article shall not affect the possibility for a court or administrative authority, in
accordance with Member States' legal systems, of requining the service provider to

terminate or prevent an infringement.
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Article 4

‘Caching " and online search engines

1. Where an mformation society service s provided that consisis of the iransmission m a
communication network of information provided by a recipient of the service, or of an
online search engine, the service provider shall not be liable for the awomanic,
intermediate and temporary storage of that information, performed for the sole purpose of
making more efficient the information’s onward transmission to other recipients of the

service upon their request, or fi

{a) the provider does not modify the imformation;

(b} the provider complies with conditions on access to the information;

{c) the provider complies with rules regarding the updating of the information, specified

in a manner widely recognised and used by industry;

{d) the provider does not interfere with the lawTul use of technology, widely recognised

and used by indusiry, o obiam data on the use of the nformation: and

(e} the provider acts expeditious]y 1o remove or to disable access to the information it
has stored,indexed or located upon oblaming actual knowledge of the fact that the
information at the initial source of the transmission has been removed from the
network, or access to it has been disabled. or that a court or an admimistrative

authority has ordered such removal or disablement.

2. This Article shall not affect the possibility for a court or administrative authority, in
accordance with Member States' legal svstems, of requiring the service provider to

lerminate or prevent an infringement.
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Article 5

Hosting

1. Where an mformation sociely service is provided that consisis of the storage of
information provided by a recipient of the service the service provider shall not be liable
for the information stored at the reguest of a recipient of the service on condition that the

provider:

{a) does not have actual knowledge of illegal activity or illegal content and, as regards
claims for damages, is not aware of facts or circumstances from which the illegal

activity or illegal content is apparent; or

{(b)  upon obtaining such knowledge or awareness, acts expeditiously to remove of to

disable access to the illegal content.

2 Paragraph 1 shall not apply where the recipient of the service is acting under the authority

or the control of the provider.

3. Paragraph 1 shall not apply with respect 1o liability under consumer protection law
sdwhere an online market placepiatio

sents the specific item of
information or otherwise enables the specific transaction at ssue in a way that would lead
an avernge-and-repsepablowell-infomsed-consumer 1o believe that the information, or the
product or service that is the object of the transaction, is provided either by the online
platferm-marketplace tsell or by a recipient of the service who 15 acting under its

authority or control.

4. Thi= Article shall not affect the possibility for a court or administrative authority, in
pecordance with Member States' legal svstems, of requinng the service provider to

tenminate or prevent an infringement.
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Article &

Volumtary own-initiative investigalions and legal compliance

Providers of intermediary services shall not be deemed ineligible for the exempiions from labality
referred 1o in Articles 3, 4 and 35 solely because they carrv oul_in_ pood faith and in a diligent
manner voluniary own-imtiative mvestigations or other activities simed ot detecting, identifving
and removing, or disahling of access to, illegal content, or take the necessary measures to comply

with the requirements of Union law, including those set out in this Regulation.

Article 7

No general monitoring or active fact-finding obligations

Mo general obligation to monitor the information which providers of intermediary services transmit
or store, nor activelv to seek facts or circumstances indicating illegal activity shall be imposed on

those providers.
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Article 8

Orders (o act against illegal content

Providers of intermediary services shall. upon the receipt of an order 1o act against one or
more specific items of illegal content, issued by the relevant national judicial or
adminisirative asthorities, on the basiz of the applicable Union or national law, in
compliancesentermtty with Union law, inform the authority issuing the orderof the effect
given 1o the orders, without undue delay, specifving te-netion-taleonnnd-Hie-sromen-i
and when the order aeties-was applied exeestedtaken.

2 Member States shall ensure that the orders referred to in paragraph 1 meet at least the

following conditions, when transmitted to the provider-
{a) the orders contains the following clements:

(i astatement of reasons explaining why the information is illegal content, by

reference 1o the specific provision of Union or national law infringed:

(i}~ s
mnfommation enabling the pr
Incate semtifeaten-ebthe illegal content concerned, such as one or more exact
uniform resource locators (TRL}:

(i} information about redress available to the provider of the zervice and to the
recipient of the service who provided the content:

(b} the territorial scope of the order, on the basis of the applicable rules of Union and
national law, including the Charter, and. where relevant, general principles of

imternational law, does not exceed what is strictly necessary to achieve its objective;
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(¢} the order is deafted-transmitted in the language declared by the provider pursnant
to Article 10(3) or in another official language of the Union, bilaterally agreed

. and is sent to the glectronic
point of contacl, ae ed by the provider, in accordance

with Article 10, Whe

. After receiving the order from the competent anthority, t+he Digital Services

Coordinator from the Member State of the judicial or administrative authonty issuing the

order shall, without undue delav, transmit a copy of the orders referred to in paragraph 1 to

all other Digital Services Coordinators through the system established in accordance with

Article 67.

R T B o O e - N N e e e L e e e R N R e s N ATy Iee

glroviders of intermed iary services shall inform the recipient of the service who
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Article @

Chrders to provide information

1. Providers of intermediary services shall. upon receipt of an order to provide aspecilic shem
ef-information about one or more specific individual recipients of the service, issued by the
relevant national jedicial or adminizstrative authorties on the basis of the applicable Union
or national law, in eenfermiy-compliance with Union law, inform without undue delay
the authority of issuing the order of its receipt, and-of the effect given to the order,

a Sy

s LB e 0 '.__' (en the order was a pp e -aaa-hhe-Ra i e
exeouied-
2. Member States zhall ensure that orders referred to in paragraph 1 meat the following

conditions, when transmitted to the provider:

{a) the order contains the following elements:

(i~ astatement of reasons explaining the objective for which the information is
required and why the requirement 1o provide the information is necessary and
proportionate to determine compliance by the recipients of the intermediary
services wilth applicable Umon or national rules, unless such a statement canm be
provided for reazons related to the prevention, investigation, detection and

prosecution of criminal offences;

(i} mformation about redress available 1o the provider and 1o the recipients of the

service concemed:

(b)  the order only requires the provider 1o provide imformation already collected for the

purposes of providing the service and which lies within its control;

11459/3/21 REV 3 U8, TM/ech 99
ANNEX ECOMP.3.A LIMITE EN



{¢) the order is deafted-transmitted in the language declared by the provider_pursuant
to Article 10(3) or in another official languagse of the Union, bilaterally a

and 15 send to the electronic

point of contact Wmmmd b that provider. in accordance
with Article 10, Where il 5 ' , ‘ by ihe

% 3 A fter receiving the order from the competent authority, t+he Digital Services

Coordinator from the Member State of the national judicial or administrative authority
issuing the order shall, without undue delay, transmit a copy of the order referred to in
paragraph 1 to all Digital Services Coordinators through the system established in

accordimee with Arficle 67,

R L B o R e - N R I R R L e e R - R s N Ny R ERNEE e

plroviders of intermed iary services shall inform the recipient of the service
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Chapter 111
Due diligence obligations for a transparent and safe online

environment

SECTION ]
PROVISIONS APPLICABLE TO ALL PROVIDERS OF INTERMEDIARY SERVICES

Awrticle 10

Elecironic piaoints af comtact

B Providers of intermediary services shall establishdesipnate a single point of contact
allowing for direct communication, by electronic means, with Member Siates” suthorities,
the Commission and the Board referred to in Article 47 for the application of this

Eegulation.

5 Providers of intermediary services shall make public the information necessary to casily
identify and communicate with their single electronic points of contact._This information

3. Providers of intermediary services shall specify in the information referred 1o in paragraph
1. the official language or languages of the Union which. in addition to a language
broad iy understomd by the la t possible number of Union citizens, which-can be
vzed o communicate with their electronic points of contact, and which shall include a

least one of the official languages of the Member State i which the provader of
intermediary services has its main establishment or where its legal representative resides or
15 established.
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Article 11
Legal representatives

1. Providers of intermediary services which do not have an establishment in the Union but
which offer services in the Union shall designate, in writing, a legal or natural person as
their legal representative in one of the Member States where the provider offers its

SETVICes,

2 Providers of intermediary services shall mandate their legal representatives to be addressed
in addition to or instead of the provider by the Member States” competent authorities, the
Commission and the Board on all ssues necessary for the receipt of, compliance with and
enforcement of decisions 1ssued in relation to this Regulation. Providers of intermediary
services shall provide their legal representative with the necessary powers and resource to
cooperate with the Member States” competent authorities. the Commission and the Board

and comply with those decisions.

3 The designated legal representative can be held liable for non-compliance with obligations
under this Regulation, without prejudice to the hability and legal actions that could be

initiated against the provider of intermediary services.

4. Providers of intermediary services shall notify the name, address, the electronic mail
address and telephone number of their legal representative to the Digial Service
Coordinator in the Member State where that legal representative resides or is established.
They shall ensure that that information = gecumte and up 1o date.

| The designation of a legal representative within the Union pursuant to paragraph 1 shall

nol amount 1o an establishment in the Union.
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Article 12

Terms and conditions

1. Providers of intermediary services shall include information on any resinctions that they
impase in relation to the use of their service in respect of information provided by the
recipients of the service, in their terms and condimions, That information shall include
information on any policies, procedures, measures and tools used for the purpose of
content moderation, including algorithmic decision-making and human review, It shall be
set out in clear, plain, intelligible and unambiguous language and shall be publicly

available in an easily accessible and machine readable format,

i T el I G s pre-chapmmans

wsed by th the provider shall ex conditions and restrictions for the use of the

LI e FTLLT I

mations under this Re

2 Providers of intermediary services shall act in a diligent, objective and proportionate
manner in applving and enforcing the restrictions referred to in paragraph 1. with due
regard 1o the nghis and legiimale interesiz of all pariies involved, including the appheske

fundamental rights of the recipients of the service a2 enshrined in the Charter.
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Article 13

Transparency reporting obligations for providers of intermediary services

Providers of intermediary services shall pabbist-make publicly available in a specific
section in their online interface. ai least once a yvear, clear and; casily comprehensible
and-detailad reports on any content moderation they engaged in during the relevant period.

Those reports shall include, in particular, information on the following, as applicable:

(a)

(b}

for providers of intermediary serv i& the number of orders received from

Member States” suthorities,

and 9. categorised by the tvpe uflllcgal content concermed, muluﬁﬂg—uﬂh&-mm
in-peeardaneeswith-—rHeles-Sand-Y-and the median average-time needed for taking

the action specified in those orders;

for providers of hosting services, the number of notices submitted in accordance

with Article 14, categorised by the tvpe of alleged illegal content concerned, any
action taken pursuant to the notices by differentiating whether the action was taken

on the basis of the law or the terms and conditions of the provider, the number of

cxclusively by automated means and the M tlime needed for taking the

action.
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remiovals or ofhe

estrictions of the availability, messtres-taben-that-abee

pestriel-tha-avadababity, visibiliny and accessibaliny of inf

ormation provided by the

recipients of the service and the recipients” ability to provide information_through

and other related restictions of the service.

{d)

for providers of intermediary services, as applicable, the number of complaints

received through the internal complaint-handling svstems in accordance with the

accordance with selemredda-s-Ariicle 17, the basis for those complainis, decizsions

taken in respect of those complaints, the median s#verge-time necded for taking
those decisions and the number of instances where those decisions were reversed.

Paragraph 1 shall not apply to providers of intermediary services that qualify as micro or
small enterprises within the meaning of the Annex 1o Recommendation 200336 1'EC_and

which are not very laree online platforms in accordance with Article 25

114593/21 REV 3

US, TM/ech 105
ANNEX

ECOMP.3.A LIMITE EN



SECTION 2
ADDITIONAL PROVISIONS APPLICABLE TO PROVIDERS OF HOSTING SERVICES,
INCLUDING OXLINE PLATFORMS

Article [4

Natice and action mechanizms

1. Providers of hosting services shall pit mechanisms in place to allow any individual or
entity to notify them of the presence on their service of specific ems of information that
the individual or entity considers to be illegal content. Those mechanisms shall be easy to
access, user-friendly, and allow for the submission of notices exclusively by electronic

Means,

2 The mechanisms referred 1o in paragraph 1 shall be such as 1o facilitate the submission of
sufficiently precise and adequately substantiated notices, -sh-the-basi-abadiolei-ditizont
' '.‘.':: ey g STIT -,_lrulhﬂl_md,'lhﬂ

providers shall take the necessary measures to enable and facilitate the submission of

notices contaming all of the following elements:

{a) an sufficiently substantiated explanation of the reasons why the individual or entity

considers the information in question to be illegal content:

{b) aclear mdication of the electronic location of that information, s-partesiassuch as
the exact URL or URLs, and. where necessary, additional information enabling the

identification of the illegal content;

(¢} the name and an electromic mail address of the mdividual or entity submiiting the
notice, except in the case of information considered 1o involve one of the offences
referred to in Articles 3 1o 7 of Directive 201 1/93/ELL

(d) astatement confirming the good faith belief of the individual or entity submitting the
nolice that the information and allegations contained therein are accurate and

complete.
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Notices-thit-helide-the-elements referred to in paragraph 2 on the basis of which a
dilizent provider of services can identify the illeeality of the content in

question shall be considered to give rise to actual knowledge or awareness for the

purposes of Article 5 in respect of the specific item of information concerned.

Where the notice conlains #e-faive-wiian clectronic contact information wwas-address of
the individual or entity that submitted it. the provider of hosting services shall, presspiby
without undue delay, send a confirmation of receipt of the notice to that individual or

entity.

The provider shall also, without undue delav, notify that individual or entity of it decigion
in respect of the mformation to which the notice relates, providing information on the

redress possibilities in respect of that decision.

Providers of hosting services shall process any notices that they receive under the
mechanisms referred to in paragraph 1, and 1ake their decisions in respect of the
information to which the notices relate, in a timely, diligent and objective manner. Where
they use automated means for that processing or decision-making, they shall include

information on such use in the notification referred to in paragraph 54.
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Article 15
1. ‘

Slatement of reasons

UL N

L2

L s of the visihility of specific items of mformation provided by
the recipient of the service, including removal of content, or disabling access
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Z. The statement of reasons referred to in paragraph 1 shall at least contain the following
information:

(a)  whether the decision entails ¢ither the removal of, e the disabling of access 1o the
restriction of the visibility of- the information or the suspension or termination of
el ry g LIS pelatid £ LLCT i [l Piaea s

F',I I,. IE I.' i‘ I ;

(b the facts and circumstances relied on in taking the decision, including where relevant
whether the decision was taken pursuant to a notice submitted in accordance with
Article 14

{c) where applicable, mformation on the use made of automated means in taking the
decision, ncluding where the decision was taken in respect of content detected or
identified using automated means;

(d) where the decision concems allegedly illegal content, a reference to the legal ground
relied on and explanations as to why the information iz considered to be illegal
content on that ground;

{2}  where the decision s based on the alleged mcompatibility of the information with the
terms and conditions of the provider, a reference to the contractual ground relied on
and explanations as 1o why the mformation 15 considered 1o be incompatible with that
ground;

() information on the redress possibilities available to the recipient of the service in
respect of the decision, in particular through internal complaint-handling
mechanisms, out-of-court dispute settlement and judicial redress,

7 The information provided by the providers of hosting services in accordance wiith this
Article shall be clear and easily comprehensible and as precise and specific as reasonably
possible under the given circumstances. The information shall, in particular, be such as to
reasonably allow the recipient of the service concemed to effectively exercise the redress
possibilities referred to in point (1) of paragraph 2.
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4, Providers of hosting services shall publish the decisions and the statements of reasons,
referred 1o in paragraph 1 in a publicly accessible database managed by the Commission.

That information shall not contain personal data,

Article [5a2+

Natification of suspicions of criminal offences

1. Where an provider of hosting services enbwme-platbarmr-becomes aware of any information
giving rise to a suspicion that asestess criminal offence involving a threat to the life or
safety of a_person or persons has taken place, is taking place or is likely to take place, it
shall promptly inform the law enforcement or judicial authorities of the Member State or

Member States concerned of it= suspicion and provide all relevant information available.

2. Where the provider of hosting servicesenhne-platfamm-cannot identify with reasonable
certainty the Member State concerned, it shall inform the law enforcement authorities of
the Member State in which it is established or has its legal representative or inform

Europol.

For the purpose of this Article, the Member State concerned shall be the Member State where
the offence is suspected to have laken place. be aking place and likelv 1o take place. or the
Member State where the suspected offender resides or is located, or the Member State where

the victim of the suspecied offence resides or 1z located.
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SECTION 3

ADDITIONAL PROVISIONS APPLICABLE TO PROVIDERS OF ONLINE PLATFORMS

Arricle 16

Fxclusion for micro and small enterprises

This Section and Section 3a shall not apply o providers of online platforms that qualify as micro
or small enterprises within the meaning of the Annex to Recommendation 2003361 EC_and except
: platforms in accordance with Article 25,

Arricle 17

Imternal complaini-hand{ing system

1. Providers of oBnline platforms shall provide recipients of the service_ and individuals or
entities that have submitted a notice, for a period of at least six months following the
decision referred to in this paragraph, the access to an effective intemal complaint-
handling svstem, which enables the complaints to be lodged electronically and free of
charge. against the decision taken by the provider of the online platform not to act

upon the receipt of a notice or against the following decisions taken by the provider of

the online platform on the ground that the information provided by the recipients is illegal

content or incompatible with its terms and conditions:

(a) decisions whether or not to remove or disable access 1o or restrict visibility of the

informatio

{b)  decisions whether or not to suspend or terminate the provision of the service, in

whaole or i parl. to the recipients;

() decisions whether or not (o suspend or terminate the recipients” accounty
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Providers of oBnline platforms shall ensure that their internal complami-handling syvstems
are eazv to access, uwser-friendly and enable and facilitate the submission of sufficiently

precise and adequately substanbiated complamis.

Providers of Saline platforms shall handle complaints submitted through their internal
complaint-handling svstem in a timely, diligent and objective manner. Where a complaint
contaims sufficient grounds for the provider of the online platform 1o consider that s

at the information to

which the complaint relates 15 nod illegal and is not incompatible with its terms and

conditions, or contains information indicating that the complainant’s conduct does not

warrant the suspension or termination of the service or the account or t

pmtent. 11 shall reverse 1= decision referred 1o in

il I ARMIIGS I ANEILER!

paragraph 1 without undue delay.

Providers of oBnline platforms shall inform-complainams without undue delay of the
decizion they have taken in respect of the information to which the complaint relates,
clearly justify their decision and shab-inform esmplatnants-ol the possibility of out-of-

courl dispute settlement provided for in Article 18 and other available redress possibililies.

Providers of oBnline platforms shall ensure that the decizions, referred 1o in paragraph <,

are nid =olely taken on the basis of automated means,
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Article 18

Chit-of-court dispute settlement

1. Recipients of the service and individuals or entitics that have submitied notices,

addressed by the decisions referred to in Article 17(1). shall be entitled to select any out-
of-court dispute settlement body that has been ssstifiedauthorised in accordance with
paragraph 2 in order to resolve disputes relating to those decisions, including complaints
that could not be resolved by means of the internal complaint-handling syvstem referred to
in that Article. Providers of oBnline platforms shall engage, in good faith, with the body
selecied with a view 1o resolving the dispute and shall be bound by the decizion taken by
the body.

The first subparagraph is without prejudice to the right of the recipient or the individual or
entity concerned, or the provider of online

a court in accordance with the applicable law.

to redress against the decision before

2. The Digital Services Coordinator of the Member State where the out-of-court dispute
seltlement body iz established shall, at the request of that body, eertifv-authorise the body,
where the body has demonstrated that it meets all of the following conditions:

(a) 1 is wnpartsband-mdependent of providers of online platforms, of ssd-recipients of
the service provided by the online platforms and of individuals or entities that
have submitted notices:

(b il has the necessary expertise in relation 1o the 1=sues ansing in one or more particular
arcas of illegal content, or in relation to the application and enforcement of terms and
conditions of one or more tvpes of online platforms, allowing the body to contnbute

effectively to the settlement of a dispute;
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(¢} the dispute settlement is easily accessible through electronic commuinication

technology;

{d) it is capable of setthing dispute in a swifi, efficient and cost-effective manner and in

al least one ofhicial language of the Union;

(e} the dispute seitlement takes place in accordance with clear and Fair rules of

procedure, in apliance wit i =arj=]ati

The Digital Services Coordinator shall, where applicable, specify in the eeptifieate
authorisation the particular issues to which the body™s expertise relates and the official
language or languages of the Union in which the body i= capable of settling disputes, as

referred 1o in points (b) and (d) of the first subparagraph, respectively,

IT the body decides the dispute m favour of the recipient of the service_or of the individual
or entity that have submitted a notice, the provider of the onling platform shall
reimburse the recipient or the individual or entity for any fees and other reasonable
expenses that the resiprent-hasthey have paid eraressta-par-in relation 1o the dispute

seltlement o v 3 ANy such fees or repsonable cx penses thatl may of ieEry sy

the body decides the dispute in favour of the online platform, the recipient_or the

v, shiall ot be reguired (o reimburse any fees or other expenses

that the provider of the online platform paid or is to pay i relation o the dispute

setilement unless the recipient or the individoal or entliv acted in manifesi

The fees charged by the body for the dispute setilement shall be reasonable accessible,

ers and shall in any event not excead the costs

thereof,
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Certified-Authorised out-of-count dizpute settlement bodies ghall make the fees, or the
mechanisms used to determine the fees, known to the recipient of the services or to the
potice and the provider of the online platform

concerned before engaging in the dispute seitlement.

4. Member States mayv establish out-ofecourt dispute settlement bodies for the purposes of

paragraph 1 or support the activities of some or all out-of-court dispute settlement bodies

that #hes-have heen eesied-puthorised in accordance with paragraph 2.

Member States shall ensure that any of their activities undertaken under the first
subparagraph do not affect the ability of their Digital Services Coordinators 10 sestes
authorise the bodics concerned in accordance with paragraph 2.

4a. The Digital Services Coordinator that awarded the status of out-of-court dispute

i v" 5 authorisation.

N Digital Services Coordinators shall notify to the Commission the out-of -court dispuie
settlement bodies that they have eestified-authorised in accordance with paragraph 2.
including where applicable the specitications referred to in the second subparagraph of that
paragraph, as well as the out-of-court dispute settlement bodics whose authorization
they have revoked, The Commission shall publish a list of those bodies. including those
specineations, on a dedicated website_that is easily accessible. and keep ol updated.

0. This Anticle is without prejudice 1o Directive 201371 1/EU and allernative dispute

resolution procedures and entities for consumers established under that Directive.
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Article 19
Frusted flaggers

1. Providers of oBaline platforms shall take the necessary techmical and organmisational
measures 10 ensure that notices submitted by trusted flaggers through the mechanisms

referred 1o in Article 14, are processed and decided upon with prionity and withowt delav.

2 The status of trusted flaggers under this Regulation shall be awarded, upon application by
any entities, by the Digital Services Coordinator of the Member State in which the
applicant is established, where the applicant has demonstrated to meet all of the following

conditions:

{a) it has particular expertise and competence for the purposes of detecting, identifving

and notifying illegal content;

(h)  Hrepresents-collective-iterests-and-it is independent from any provider of online

platforms:;

{¢) il carries oul its activities for the purposes of submitting notices in a timely, diligent

and objective manner.

3. Digital Services Coordinators shall communicate to the Commission and the Board the
names, addresses and electronic mail addresses of the entities 1o which they have awarded
the status of the trusted Magger in accordance with paragraph 2_or revoked it in

4, The Commission shall publizsh the information referred to in paragraph 3 in a publicly
available and casily accessible database and keep the database updated.
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5 Where a_provider of an online platforms has information indicating that a trusted flagger
submitied a significant number of insuificiently precise or madequately subsiantiated
notices through the mechanisms referred to in Article 14, including information gathered in
connection o the processing of complainis through the imtemal complaini-handling
systems referred to in Article 17{3), it shall communicate that information to the Digital
Services Coordinator that awarded the status of trusted Mlagger 1o the entity concemed,

providing the necessary explanations and supporting documents,

6. The Digital Services Coordimator that awarded the status of trusted flagger (o an entily
shall revoke that status if it determines, following an investigation either on its own
initiative or on the basis information received by third parties, including the information
provided by a_provider of a# online platforms pursuant to paragraph 5. that the entity no
longer meets the conditions set out in paragraph 2. Before revoking that status, the Digital
Serviees Coordinator shall afford the entity an opportunity 1o react to the findings of its

investigation and its intention to revoke the entity’s status as trusted flagger,

i The Commission, after consulting the Board, may issue guidance 1o assist providers of
online platforms and Digital Services Coordinators in the application of paragraphs 2, §
and &

Article 20
Measures and protection against misuse
1. Providers of oEnhne platforms shall suspend, for a reasonable perod of ime and afler

having 1s=ued a prior wamning, the provision of their services Lo recipients of the service

thai frequently provide manifesily illegal content.

2. Providers of ©nline platforms shabmay suspend, for a reasonable period of time and after
having issued a prior warning,. the processing of notices and complants submitted through
the notice and action mechanizms and internal complaints-handling svstems referred to in
Artcles 14 and 17, respectivelv. by individuals or entitiez or by complainants that

frequently submit notices or complaints that are manifestly unfounded.
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{ oOnling platforms shall assess, on a

case-byv-case basis and in a mely, diligent and objective manner, whether a recipient,
individual, entity or complainant engages in the misuse referred to in paragraphs 1 and 2,
taking into account all relevant facts and circumsiances apparent from the information
available to the provider of the online platform. Those circumstances shall include at least
the following:

{a) the abzolute numbers of ems of manifestly illegal content or manifestly unfounded

nolices or complamis, submitled in 2 given time Dramethe-past-oon;

(b)  the relative proportion thereof in relation to the total number of items of information
provided or notices submitted in the past-veara given time frame;

(¢} the gravity of the misuses, induding the nature of illegal content, and of its

CONsCqUCees,

(di  where it is ible to infer it. the intention of the recipient, individual, entity or

complainant.

Providers of oBaline platforms shall set out, in a clear and detailed manner. their policy in
respect of the misuse referred 1o in paragraphs 1 and 2 in their terms and conditions,
including as regards the facts and circumstances that they take into account when assessing

whether certmn behaviour constitules misuse and the duration of the suspenzion.
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Article 23

Transparency reporting obligations for providers of oniine plaifarms

In addition 1o the information referred 1o in Article 13, providers of online platforms shall

include in the reports referred to in that Article information on the following:

{a} the number of disputes submitied to the out-of-court dispute settlement bodies
referned to in Article 18, the outcomes of the dispute settlement and the median
average-time necded for completing the dispute settlement procedures;

(b}  the number of suspensions imposed pursuant to Article 20, distinguishing between
suspensions ¢nacted for the provision of mamifesily illegal content, the submission of
manifestly unfounded notices and the submission of manifestly unfounded

complainis;

(¢) any use made of stomatic means for the purpose of content moderation, including a
specification of the precise purposes, indicators of the accuracy of the amomated
means in fulfilling those purposes and any safeguards applied.

Providers of oBnline platforms shall publish_in a_publicly available section of their

online interface, at least once every six months, information on the average monthly

active recipients of the service in each Member State, calculated as an average over the
penod of the past six months, in accordance with the methodology laid down in the
delegated acts adopied purswant o Aricle 2502
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Providers of oBmline platforms shall communicate to the Digital Services Coordinator of
establishment, upon 15 request, the imformation referred 1o in paragraph 2, updated to the
moment of such request. That Digital Services Coordinator may require the provider of
the online platform 1o provide additional information as regards the calculation referred 1o
in that paragraph, including explanations and substantiation in respect of the data used.

That information shall not include personal data.

The Commission may adopt implementing acts to lay down templates concerming the form,
content and other details of reports pursuant 1o paragraph 1._Those implementing acts
shall be adopied in accordance with the advisory procedure referred to in Aice 70,

Article 24

Cnline advertising transparency

Providers of o8aline platforms that presentdispey advertising on their online interfaces shall

ensure that the recipients of the service can identify, for each specific adventisement displaved

presented to cach individual recipient, in a clear, salient and unambiguous manner and in real time:

{a) that the information displeved-presented i= an advertizement_including throush
prominent marking:

() the natural or legal person on whose behalf the advertisement is displivedpresented:

() meaningful information about the main parameters used to determing the recipient 1o
whom the advertisement is displavedpi
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SECTION 34

PROVISIONS APPLICABLE TO PROVIDERS OF ONLINE MARKETPLACES

Article 224a

T r'ﬂc;,mhmr}' af traders

Lo promote messages on or o offer products or services to consumers located in the Union
if, prior o the wse of ds-their services, the providers of onlineg platform-markeiplaces
hayes obtained the following information, where applicable:

{a)  the name, address, telephone number and electrome mal address of the trader;

(b} acopvof the iWdentihication document of the trader or any other elecironic
identification as defined by Article 3 of Regulation (ELT) No 9102014 of the

European Parliament and of the Council®';

(¢} the bask-pavment account details of the trader—where-the-tradertanaturml-person.

Regulation (ELT) No 910:2014 of the European Parliament and of the Council of 23 July
2014 on electronic dentification and trust services for electronic transaction= in the internal

market and repealing Directive 199993 EC.
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{2} where the trader is registered in a trade register or similar public register, the trade

register in which the irader is registered and s registration number or equivalent

means of identification in that register;

()  aseltf-certification by the trader committing to only offer products or services that

comply with the applicable rules of Union law.

2. The provider of the online phatfess-marketplace shall, upon receiving that information,
make ressenable-reasonable-best cfforts 1o asses

whether the information referred 1o in pes

their-servieescpoints (a): fband (e} ol pumgruph 1 = reliable 'lhrc:nugh the use of any

freely accessible official online database or online interface made available by a Member

States or the Union or through requests 1o the trader 1o provide supporting documents from

reliahle sources.

11459/3/21 REV 3 U8, TM/ech 125
ANNEX ECOMP.3.A LIMITE EN



1. Where the provider of the online platfor-marketplace oblain: sufficient indications-that
any item of mformation referred (o in paragraph 1 oblained from the trader concerned s
inaccurategsf incomplete_or not up to date. that marketplace platform-shall request the
trader 1o correct the imformation in 50 far as necessary 1o ensure that all information is
accurate, afd-complete_and up to date, withowt delay or within the time period set by

L'mon and national law.

Where the trader fails to correct or complete that information, the online plaern
marketplace shall suspend the provision of its service 1o the trader until the request is

complied with,
4. The provider of the online marketplace platform-shall store the information obtained

pursuant to paragraph 1 and 2 in a secure manner for the duration of 6 months after the

end of the theircontractual relationship with the trader concerned. They shall subsequently

delete the informiation.

5 Without prejudice to paragraph 2, the providers of online marketplaces platform-shall
only disclose the information to third parties where so required in accordance with the
applicable law, including the orders referred to in Article 9 and any orders issued by
Member States” competent authorties or the Commizsion {or the performance of their

tasks under this Regulation.

[ The provider of online marketplace platform-shall make the mformation referred 1o in
points (a), #(e) and () of paragraph 1 available to the recipients of the service,at Jeast
on the product listing. in a clear, casily accessible and comprehensible manner.
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Article 24b
Complionce by design

Providers of online marketplaces shall design and organise # their online interface in
a way that enables traders to comply with their obligations regarding pre-contraciual
licahle Union baw,

information and product safiety information ond e )

such online interiaces shi 1l ‘l.;. raders to provide informmatien o

the name. add telephone number and electronic mail address of the cconomic
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Article 24¢

Right to information

1. Where a provider of an online marketplace becomes aware, irrespective of the means
used to, of the illegal nature of a product or service offered through ifs services, it
shall inform those recipients of the service that had scguired such produoct or
contracted such service during the last six months about the illegality, the identity of
the trader and any means of red ress,

2. Where the provider of the online macketplace does nod have the contact details of the
recipients of the service referred to in paragsraph 1. the provider shall make publicly
ayvailable and easily accessible on their onling
the illeeal products or services removed, the identity of the trader and any means of
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SECTION

ADDITIONAL OBLIGATIONS FOR PROVIDERS OF VERY LARGE ONLINE PLATFORMS

ES TO MANAGE SYSTEMIC RISKS

Article 25

Very large online platforms

1. This Section shall apply to onling platforms which previde-Hhei-servsesreach e-a number

of average monthly active recipients of the service in the Union equal to or higher than 45

online platforms

2. The Commission shall adopt delegated acts in accordance with Article 69 1o adjust the
number of average monthly recipients of the service in the Union referred to in paragraph
1. where the Union’s population increases or decreases at least with 5 %o in relation to its
population in 2020 or, after adjustment by means of a delegated act, of its population in the
vear in which the latest delegated act was adopted. In that case, it shall adjust the number
s0 that i corresponds to 10%6 of the Union’s population in the vear in which it adopis the

delegated act, rounded up or down to allow the number to be expressed in millions.

3 The Commission mmmﬂnﬂmlum delegated acts in accordance with

Article 69, after consulting the Board. to provis il speci %
down-s-speeifie-methodology for calculating the number of average monthly active
recipients of the service in the Union, for the purposes of paragraph 1_of this Article and
Anrticle to adapt to the s in the accessi

res of diflTes
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4,

The Digital Services Coordinator of establishment sha

very laree online platform for the pur of this Resulation the online plaiform under

wmber of

isdiction w N

average monthly active recipients of the service &
jursdietonts-oqual Lo or highx:r than the number referred to i paragraph 1. The Digital
Services Coordinator of establishment shall take its decision on the basis of data

reported by the provider of the online platform pursuant to Article 2302 ), additional

information reguested pursoant to Article 23031 and any other reliable data sources at

Pursuant o the desisnation, the Digital Services Coordinator shall verify, af least every

six months, that the very laroe online platform continues to have a nomber of avera

monthly active recipients of the service equal (o or higher than the number referred 1o

in_paragraph 1. If the service has a lower number of average monthly active recipients

during one vear, the Dgital Services Coordinator of establishment shall terminate the
o esi gnation.
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B, The Digital Services Coordinator shall communicate its decisions pursuant o

ararraphs 4 and 5 withowt unduoe delay, to the provider of the online platform

concerned, to the Board and to the Commission.

The Commussion shall ensure that the list of designated very large online platforms i=
published in the Official Journal of the European Unton and keep that list updated. The
obligations of this Section shall apply, or cease 1o apply, 1o the very large online plaiforms

concermed from four months after that publication.

Article 26

Risk assessment

1. Providers of vderv large online platforms shall identif’y, analyse and assess, from the date
of application referred to in the second subparagraph of Article 25(64). at least once a vear
thereafter, any-ssssBesst svstemic nsks siemming from the functioming and use made of
their services in the Union, This risk asseszment shall be specific to their services and shall

include the following svstemic nisks:
{a) the dissemination of illegal content through their services:

{b) any negative effects for the exercise of the fundamental rights to respect for private
and family life, freedom of expression and information, the prohibition of
diserimination and the rights of the child, as enshrined in Articles 7, 11, 21 and 24 of

the Charter rezpectively;
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(¢} imtentional manipulation of their service, including by means of inauthentic use or
autemated exploitation of the service, with an actual or foresecable negative effect on
the protection of public health, minors, civic discourse, or actual or foreseeable

effects related 1o electoral processes and public secuniv,

2. When conducting risk assesaments, providers of very large online platforms shall 1ake into
aecount, in particular, how their content moderation systems, recommender svsiems and
systems for selecting and presentingsisplaviang advertisement influence any of the
syvslemic risks refemed 1o n paragraph 1, incliding the potentially rapd and wide
dizsemination of illegal content and of information that is incompatible with their terms

and conditions.

Article 27

Mitigation of risks

1. Providers of vderv large online platforms shall put in place reasonable, proportionate and
effective mitigation measures, tailored to the specific svatemic risks identified pursuant 1o
Article 2
[undamental vights. Such measures may include, where applicable:

{a) adapting content moderation or recommender svstems, their decision-making

. the Features or lunclioning of

their services, or their terms and conditions;

(b)  targeted measures aimed at limiting the presentation despday-ol advertisements in
association with the service they provide;

{c) reinforcing the internal processes or supervision of any of their activities in particular

as regards detection of svstemic nsk;

{d) initiating or adjusting cooperation with trusted flaggers in accordance with Article
19
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2.

(¢} initiating or adjusting cooperation with other providers of onling platforms through
the codes of conduct and the crisiz protocols referred 1o in Article 35 and 37

respectively.

takine awareness-raisine measures and adapting their online interface for

increased user information:

The Board, in cooperation with the Commission, shall publish comprehensive reports, once

a vear, which shall include the following;

{a) identification and assessment of the most prominent and recurrent systemic nisks
reporied by providers of very large online platforms or identified through other
information sources, in particular those provided in compliance with Article 31 and

i3

{h)  best practices for providers of very large online platforms to mitigate the svstemic
nisks identified.

The Commussion, n cooperalion with the Digital Services Coordinators, mayv 1ssue general
guidelines on the application of paragraph 1 in relation to specific risks, in particular to
present best practices and recommend possible measures, having due regard 1o the possible
consequences of the measures on fundamental rights enshrined in the Charter of all parties
involved. When preparing those guidelines the Commission shall organise public

consultations.
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Arficle 28

fndependent audit

1. Providers of v3ery large online plaiforms shall be subject, at their own expense and ai

least once a vear, to audits to assess compliance with the following:
{a) the obligations set out in Chapter 111;

(b any commitmenis undenaken pursuant 1o the codes of conduct referred 10 in Articles

35 and 36 and the cnisis protocols referred o in Article 37,

2. Audits performed pursuant to paragraph 1 shall be performed according to best industry
practices by organisations which:

{a) are independent from the provider of very large online platforms concemed;

(b}  have proven expertise in the area of risk management, technical competence and

capabilities;

{c) have proven objectivity and professional ethics, based in particular on adherence 1o

codes of practice or appropriate standards, g

1 The organisations that perform the audits shall establish an audit reporn for each audit. The
report shall be substantiated m wrling and include at least the following:

(2}  the name, address and the point of contact of the very large onling platform subject 1o
the audit and the period covered;

(b} the name and address of the organization performing the audit;
{¢) adescription of the specific elements audited. and the methodology applied.

{d) adescription of the main findings drawn from the audit;
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(¢} an audit opinion on whether the provider of the very large online platform subject to
the audit complied with the obligations and with the commitments referred 1o mn

paragraph 1, cither positive, positive with comments or negative;

(1) where the andit opinion 15 not positive, operational recommendations on specific
measures 1o achieve compliance_and the

compliance.

4, Prowiders of v¥ery large online platforms receiving an audit report that is not positive
shall take due account of any operational recommendations addressed 1o them with a view
1o fake the necessary measures o implement them. They shall, within one month from
receiving those recommendations, adopt an audit implementation report setting out those
measures. Where they do not implement the operational recommendations, they shall
Justify in the audit implementation report the reasons for not doing so and set out any

alternative measures they mes=have taken to address any instances of non-compliance

identified.
Article 29
Recomimender sysiems
1. Providers of v%erv large online platforms that use recommender sysiems =hall et out in

their tlerms and conditions. in a clear, acceszible and easily comprehensible manner, the
main parameters used in their recommender systems, as well as any options for the
recipients of the service to modify or influence those main parameéters thal they mas=have
made available, including o least one option which is not based on profiling. within the

meamng of Article 4 (4) of Regulation (ELT) 2016679, jmﬂ_ﬂgu_gj_gn_hmumﬂm

11459/3/21 REV 3 U8, TM/ech 135
ANNEX ECOMP.3.A LIMITE EN



Where several options are available pursuant to paragraph 1, providers of very large

online platforms shall provide a ﬂlnﬂh and s casily accessible functionality on their

online interface where

ded, allowing the recipient of the

service 1o select and 1o modify a1 any time their preferred oplion for each of the

recommender systems that determines the relative order of information presented to them,

Article 30

Addinenal online adveriising (ransparency

k Providers of ¥4y large online platforms that presentdisphay advertising on their onlineg
interfaces shall compile and make publicly available in a specific section of their online

interface and through application programming interfaces a repository containing the

information referred 1o in paragraph 2, until one vear after the advertisement was
presenteddisphvved for the last time on their online interfaces. They shall ensure that the
repository does nol contain any personal data of the recipients of the service to whom the

advertisement was or could have been displevedpresented.

2. The repository shall mclude at least all of the following mformation:

(a)  the content of the advertisement, ing

(b} the natural or legal person on whose behalf the advertisement is displevedpresented:

(¢} the period during which the advertisement was presenteddisplayed:

(d)  whether the advertisement was intended 10 be presenteddsplaved specifically 1o one
or more particular groups of reciprents of the service and if so, the main parmmeters
used for that purpose;

{¢} the total number of recipients of the service reached and, where applicable, aggregate
numbers in each Member State for the group or groups of reciprents to whom the
advertisement was targeted specifically.
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Article 31

Data access and scruliny

Providers of v3ery large online plaiforms shall provide the Digiial Services Coordinator
of establishment or the Commission, upon their reasoned request and within a reasonable
peniod, specified m the request, access 1o data that are necessary 1o monitor and assess

compliance with this Regulation. That Digital Services Coordinator and the Commission

shall only use that data for those purposes.

the security of their service,

L'pon a reasoned request from the Digital Services Coordinator of establishment or the
Commuission, providers of very large online platforms shall. within a reasonable peniod, as
specihed in the request, provide access to data 1o velled researchers who meet the
requirements in paragraphs 4 of this Aricle, for the sole purpose of conducting research
that contributes 1o the identification and understanding of svstemic risks jn the Union, a=
sel oul purseant to - Article 2641 :

LENRJHEREC S Ahi L L] LLERERE R M b

Within 15 davs following receipt of o request as referred 1o in parsgraph J-sd-2,
providers of & very large onling platforms may request the Digital Services Coordinator of
establishment or the Commission, as applicable, 1o amend the reguest, where 11l considers

that it is unable 1o give access 1o the data requested because one of following two reasons:
{a} il does not have access to the data;

{(b) giving access to the data will lead 1o significant vulnerabilities for the security of its

gervice or the protection of confidential information, in particular trade secrets.
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b3 Reguests for amendment pursuaint 1o paragraph 2a pem-f-of-pasagraph-6-2hall contain
proposals for one or more allemative means through which access may be provided o the
requested data or other data which are appropriate and sufTicient for the purpose of the

request.

The Digital Services Coordinator of establishment or the Commission shall decide upon
the request for amendment within 13 dayvs and communicate to the provider of very large
onling platforms its decision and, where relevant, the amended request and the new time

penod o comply with the request.

; 8 Providers of v3rv large online platforms shall facilitate and provide access 1o daia

pursuant to paragraphs 1 and 2 through appropriate interfaces spe

including online databases or application programming interfaces-as-speciBed-in-the

4
b} they are be-independent from commiercial mieresis;
) ; ook G e e
3 . v 1 @ Capacily
to preserve the specific data security and confidentiality requirements corresponding
o each requesty
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(d} the application submitted by the researchers justifies the necessity and

da.
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& The Commission shall, after consulting the Board, adopt delegated acts laving down the
technical conditions under which providers of very large online platforms are to share data
pursuant o paragraphs 1 and 2 and the purposes for which the data may be used. Those
delegated acts shall lay down the apecific conditions and procedures under which such

sharing of data with vetted researchers can take place in compliance with Regulation (EL')
2016/679, taking into account the rights and interests of the providers of very large online
platforms and the recipients of the service concerned, including the protection of
confidential information, in particular trade secrets, and maintaining the secuniy of their

SErVICE.
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3. Compliance officers shall have the following tasks:;

{a) cooperating with the Digital Services Coordinator of establishment and the

Commuission for the purpose of this Regulation;

{b) organising and supervising the very large online platform’s activities relating to the

independent audit pursuant to Article 28;

{¢) informing and advising the management and emplovees of the provider of the very

large online platform aboul relevant obligations under this Begulation:

(d)  menitonng the g
esmphanes Wilh 1ls obligations under this Regulationg-

e very large online plaiform=s

fo Articles 35 and 36 or the crisis

rifocols pursuant to Ardicle 37,
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Providers of vd=rv large online platforms shall communicate the name and contact details
of the compliance officers in the compliance function 1o the Digital Services Coordinator
of establishment and the Commission.

[ . Y .
L F PRS- A
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Arficle 33

Transparency reporting obligations for very large online platforms

1. Providers of v3ery large online plaiforms shall publish the reporis referred 1o in Article

13, including the information referved to in Article 23 within six months from the date

of application referred 1o in Article 25(4), and thereafier every six months.

2. In addition to the reports provided for m Article 13, including the information referved

to in_ Article 23, providers of very large online platforms shall make publicly available
and transmit to the Digital Services Coordinator of establishment and the Commission, at
least once a vear and within 30 davs following the adoption of the audit implementing

report provided for in Article 28(4);
{a) areport setting out the results of the risk assessment pursuant o Article 26;

{b) the related nsk mitigation measures identificd and implemented pursuant to Article

27,
{¢) the audit report provided for in Article 28(3);

{d) the audit implementation report provided for in Article 28(4).
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Where a provider of very large online platforms considers that the publication of
infermation purssant Lo paragraph 2 may resuli in the disclosure of confidential
information of that platform or of the recipients of the service, may cause significant
vulnerabilities for the security of 115 service, may underming public security or may harm
recipients, the platherm provider may remove such information from the reports, In that
case, thatplatbors the provider shall transmit the complete reponts to the Dagital Services
Coordinator of establishment and the Commission, accompanied by a statement of the

reazons for removing the information from the public repors,
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SECTIONS

OTHER PROVISIONS CONCERNING DUE DILIGENCE OBLIGATIONS

Arricle 34
Standards

1. The Commussion shall gonsu

| support and promote the development
and implementation of voluntary induste-standards set by relevant European and
infernational standardisation bodies al leasi for the following:

(a) electronic submission of notices under Article 14;

ib)  electronic submission of notices by trusted faggers under Article 19, including

through application programming inlerfaces;

{¢) specific interfaces, including application programming interfaces, to facilitate

compliance with the obligations set out in Articles 30 and 31;
(d) auditing of very large online platforms set out pursuant o Article 28;
(2} nteroperability of the advertsement repositories referred to in Article 3N2):

(f)  transmission of data between advertising intermediaries in support of transparency

obligations pursuant to points (b) and (¢) of Article 245
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Z. The Commission shall support the update of the standards in the light of technological
developments and the behaviour of the recipients of the services in question. The relevant
information regarding the update of the standards shall be publicly available and
casily accessible,

Article 33
Codes of conduct

1. The Commission and the Board shall encourage and facilitate the drawing up of codes of
conduct at Union level to contribute to the proper application of this Regulation, taking
into account in particular the specific challenges of tackling different tvpes of illegal
content and svstemic rnisks, in accordance with Union law, in particular on competition and

the protection of personal data.

Z. Where significant syvstemic risk within the meaning of Article 26( 1) emerge and concemn
several very large online platforms, the Commission may invite the providers of the very
large online platforms concemed, other providers of very large onling platforms, athes of
online platforms and atherpreviders of micrmediary services, as appropriate, as well as
civil society organisations and other interested parties. to participate in the drawing up of
codes of conduct, mcluding by setting oul commitments 1o Lake specific risk mitigation
measures, as well a5 a regular reporting framework on any measures taken and their

oulcomes.

3. When giving effect to parngraphs 1 and 2, the Commussion and the Board pnd where
relevant other bodies shall aim 1o ensure that the codes of conduct clearly set out their
objectives, confain key performance indicators 1o measure the achievement of those
objectives and take due account of the needs and interests of all interested parties,
including cilizens, al Umion level. The Commis=ion and the Board shall alzo am 1o ensure
that participants report regularly 1o the Commission and their respective Digital Service
Coordinators of establishment on any measures taken and their ovtcomes, as measured

against the key performance indicators that they contain,
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4. The Commission and the Board shall assess whether the codes of conduct meet the aims
specilied in paragraphs 1 and 3, and shall regulary monitor and evaluate the achievement

of their objectives. They shall publish their conclusions.

b The Board shall regularly monitor and evaluate the achievement of the objectives of the

codes of conduct, having regard to the key performance indicators that they may contain,

Article 36

Codes of conduct for online advertising

1. The Commission shall encourage and facilitate the drawing up of codes of conduct at
Union level between, providers of online platforms and other relevant service providers,

such as providers of onling adventizsing intermediary services

gin, or organizations representing recipients of the
service and civil society organisations or relevant authorities to contribuie to further

transparency in online advertising bevond the requirements of Articles 24 and 30.

x The Commission shall aim to ensure that the codes of conduct pursue an effective
transmission of information, in full respect for the rights and interests of all parties
volved, and a competitive, transparent and Gur environment i online advertising,
accordance with Union and national law, in particular on competition and the protection of
personal data. The Commuzsion shall amm to ensure that the codes of conduct address al

leasi:

(a) the transmission of information held by providers of online advertising
imtermedianies 1o recipients of the service with regard to requirements et in points
(b) and (¢) of Article 24:

(b the transmission of information held by providers of onling advertizing

intermedianies to the repositories pursuant o Article 30,
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3 The Commission shall encourage the development of the codes of conduct within one vear
following the date of application of this Regulation and their application no later than six

months after that date.

Article 37

Crisis profocols

1. The Board may recommend the Commission o initiate the drawing up, in accordance with
paragraphs 2, 3 and 4, of crisis protocols for addressing crisis situations strictly limited to

extraordinary circumstances affecting public security or public health.

2. The Commission shall encourage and facilitate very large online platforms and, where
appropriate, other online platforms, with the involvement of the Commission, 1o participate
in the drawing up, testing and application of those cnisis protocols, which include one or

more of the following measures:

{a) displaying prominent information on the cnsis situation provided by Member States”
authorities or at Union level o

context of the crisis;

{h}

11 L
Sl KRR JO]

electronic point of contact ref; toin Article 10-s-responsiblefororisi

(¢}  where applicable, adapi the resources dedicated 10 comphance with the obligations
set out in Articles 14, 17, 19, 20 and 27 to the needs created by the crisis situation,
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The Commis=ion shall may-involve, as appropriate, Member States” authonties and may

also involye Union bodies, offices and agencies in drawing up, testing and supervising the

application of the crisis protocols. The Commission may, where necessary and appropriate,

also invoelve civil sociely organisations or other relevani orgamsations in drawing up the

crisis protocols.

The Commussion shall aim to ensure thai the crisis protocols set oul cleary all of the

following:

(a)

(h)

(<)

(d)

(€}

{f)

the specific parameters to determine what constitutes the specific extraordinary

circumstance the cnsis protocol seeks to address and the objectives il pursues,

the role of ¢ach participant and the measures thev are 1o put in place in preparation

and onece the crisis protocol has been activated:
a clear procedure for determining when the cnisis protocol is to be activated;

a clear procedure for determining the peniod during which the measures to be taken
once the cnsis protocol has been activated are 1o be taken, which is strictly limited to

what iz necessary for addressing the specific extraordinary circumstances concerned;

safeguards to address any negative effects on the exercise of the fundamental nights
enshrned in the Charter, m pariicular the freedom of expression and information amd

the right to non-discrimination:

a process o publicly report on any measures taken. their duration and their oulcomes,

upon the termination of the crisis sifuation.,

If the Commuission considers that a cnsis prolocol fuls o effectively address the cnsis

situation, or 1o safeguard the exercise of fundamental rights as referred 1o in point (2) of

paragraph 4. it may request the participanis to revise the ensis protocol, meluding by

taking additional measures,
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Chapter IV

Implementation, cooperation, sanctions and enforcement

SECTION 1

COMPETENT AUTHORITIES AND NATIONAL DIGITAL SERVICES COORDINATORS

Article 38

Competent authorities and Dygital Services Coordinators

Member States shall designate one or more competent authorities as responsible for the

application and enforcement of this Regulation (“competent authonties™).

Member States shall designate one of the competent authorities as their Digital Services
Coordinator. The Digital Services Coordinator shall be responsible for all matters relating
to application and enforcement of this Regulation in that Member State, unless the Member
State concerned has assigned certain specific tasks or sectors to other competent
authorities. The Digiial Services Coordinator shall in any event be rezponsible for ensuring
coordination at national level in respect of those matters and for contnbuting 1o the
effective and consistent application and enforcement of this Regulation throughout the

Lnion.

For that purpose, Digiial Services Coordinators shall cooperate with each other, other
national competent authorities, the Board and the Commission, without prejudice 1o the
possibility for Member States to provide for regular exchanges of views_of the Digital
Services Coordinator with other pational authorties where relevant for the performance
of thelr pespective tasks @ tH Crhre b ey '

Where a Member State designates gne or more more thas-ssecompeient authority in
addition to the Digital Services Coordinator, it shall ensure that the respective tasks of
those authoritics and of the Digital Services Coordinator are clearly defined and that they
cooperate closely and effectively when performing their tasks. The Member State
concerned shall communicate the name of the other competent authontics as well as their

respective tasks to the Commission and the Board,
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Member States shall designate the Diginal Services Coordinators within #we-ten months

from the date of entry mto force of this Regulation.

Member States shall make publicly available, and communicate to the Commission and the
Board, the name of their competent authority designated as Digital Services Coordinator

and mbommation on how 1 can be contacted.

The provisionsrequirsments applicable 1o Digital Services Coordinators set out in Articles
39, 40 and 41 shall also apply to any other competent authoritics that the Member States

dezignate pursuant to paragraph 1.
Article 39
Requirements for Digital Services Coordinators

Member States shall ensure that their Digital Services Coordinators perform their tasks

under this Regulation in an impartial, transparent and timely manner. Member States shall

ensure that their Digiial Services Coordimators have
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When carrying out their tasks and exercising their powers in accordance with this
Regulation, the Digital Services Coordinators shall act with complete independence. They
shall remain free from any external influence, whether direct or indirect, and shall neither

seek nor take instructions from any other public authoniy or any private pary.

Paragraph 2 is without prejudice to the tasks of Digital Services Coordinators within the
svslem of supervision and enforcement provided for in this Begulation and the cooperation
with other competent authorities in accordance with Article 38(2). Paragraph 2 shall not
reise of judicial review and shall also be without prejudice to

prevent the exe

proportionate accountability requirements regarding the general activities of the

as Tinancial cxp ine to national

ol atatianal T
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Arficle 460

Surisciction

1. The Member State in which the main establishment of the provider of miermediary

services is located shall have junisdiction for the purposes of application and enforcement
of the obligations placed on

2. A provider of intermediary services which does not have an establishment in the Union but
which offers services in the Union shall, for the purposes of this ArticleChaptersHi-and
B, be deemed to be under the junisdiction of the Member State where its legal

representative resides or is established.

: Where a provider of intermediary services fails to appoint a legal representative in

accordance with Article 11, all Member States shall have jurisdiction for the purposes of

hipterstH-amd-icthis Article. Where a Member State decides to exercise jurisdiction

under this paragraph, it shall mform all other Member States and ensure that the

4. Parngraphs 1. 2 and 3 are without prejudice to the second subparagraph of Article 30{4)
and the second subparagraph of Anticle 51(2) and the tasks and powers of the Commission
under Section 3.
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Article 41

Powers of Digital Services Coordinators

Where needed for carrying out their tasks under this Regulation. Digital Services

Coordinators shall have-st-east the following powers of investigation_in accordance with
the procedunes laid down in national law. in respect of conduct by providers of

intermediary services under the junisdiction of their Member State:

(a)

(b)

the power to require those providers, as well as any other persons acting for purposes
related to their trade, business, craft or profession that may reasonably be aware of
information relating 1o a suspected infringement of this Regulation, including,
organizations performing the audits referred to in Articles 28 and 50{3), to provide

such information within a reasonable time period;

the power to carry outy or request a judicial authority in their Member State to

order, af-sHe inspections of any premises that those providers or those persons use
for purposes related to their trade, business, craft or profession, or to request other
public authonties to do so, n order to examine, seize, take or obtain copics of
information relating to a suspecied minmgement i any form, imespective of the

storage medium:

the power 1o ask any member of stall or representative of those providers or those
persons to give explanations in respect of any information relating to a suspected

infrimgement and 1o record the answers,
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Z. Where needed for carrving out their tasks_nnder this Repulation. Digital Services
Coordinstors shall have sbesst-the following enforcement powers_in accordance with the

aw. in respect of providers of intermediary services

under the jurisdiction of their Member State:

{a) the power to accepl the commitments offered by those providers in relation to their

compliance with this Begulation and 10 make those commitments binding;

(b the power to order the cessation of infringements and, where appropriate, 1o impose
remedies proportionate to the infringement and necessary to bring the infringement

effectively 1o an end;

{c) the power to impose fines, or re
to do so, in accordance with Article 42 for failure to comply with this Regulation,
including with anv of the investigatory orders issued pursuant to paragraph 1;

(d) the power to impose a periodic penalty pavment_or reguest a_judicial authority i
their Member State to do so, in accordance with Article 42 to ensure that an
infringement 15 terminated in compliance with an order 1ssued pursuant to poimnt (b)
of this paragraph or for fmlure 1o comply with any of 1he investigatory orders issued
pursuant to paragraph 1;

(e} the power to adept interim measures o avoid the risk of senous harm.

As regards points (¢) and {d) of the first subparagraph. Digiial Services Coordinators shall
also have the enforcement powers set out in those points in respect of the other persons
referred 1o in paragraph 1 for Failure 1o comply with any of the orders issued to them
pursiant 1o that paragraph. They shall only exercise those enforcement powers afler having
provided those others persons in good time with all relevant information relating to such
orders. including the apphcable time period, the fines or penodic payments that may be

imposed for Failure to comply and redress possibilities.
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3 Where needed for carrving out their tasks, Digital Services Coordinators shall also have, in
respect of providers of intermediary services under the junsdiction of their Member State,
where all other powers pursuant to this Article to bring about the cessation of an
infrimgement have been exhausied. the mfringement perzists and canses serious harm
which cannot be avoided through the exercise of other powers available under Union or

national law, the power 1o take the following measures:

{a) require the management body of the providers, within a reasonable time period. to
examine the situaton, adopt and submil an action plan setling out the necessary
measures 1o terminate the infringement, ensure that the provider takes those

measures, and report on the measures laken,

{h)  where the Digital Services Coordinator considers that the provider has not
sufficiently complied with the requirements of the first indent, that the infringement
persists and causes serions harm, and that the infringement entails a-sesans criminal
offence nvolving a threat to the life or safety of persons, request the competent
judicial authority of that Member State to order the temporary restriction of access of
recipients of the service concerned by the infringement or. only where that is not
technically feaszible, to the online interface of the provider of infermediary services
on which the infringement takes place.

The Digital Services Coordinator shall, except where 11 acts upon the Commission's
request referred to in Article 65, prior to submitting the request referred 1o in point (b) of
the first subparagraph. invite inferested parties to submil wrilten obzervations within a lime
period that shall not be less than two weeks, describing the measures that it intends to
request and identifving the intended addressee or addressees thereol. The provider. the
intended addressee or addressees and any other third party demonstrating a legitimate
interest shall be entitled to participate in the proceedings before the competent judicial
authority. Any measure ordered shall be proportionate 1o the nature, gravity. recurrence
and duration of the infringement. without unduly restricting access to lawful information

by recipients of the service concerned.
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The restriction shall be for a period of four weeks, subject to the possibility for the
competent judicial authorty, m iis order, 1o allow the Digital Services Coordinator 1o
extend that period for further periods of the same lengths, subject to a maximum number of
extensions el by thai judicial authority. The Digital Services Coordinator shall only extend
the period where it considers, having regard to the nghts and interests of all parties affected
by the restriction and all relevant circumstances, including any information that the
provider, the addressee or addressees and any other third party that demonstrated a
legitimate interest may provide 1o it, that both of the following conditions have been met:

{a) the provider has failed to take the necessary measures to terminate the infringement;

{(b) the temporary restriction does not unduly restrict access to lawful information by
recipients of the service, having regard 1o the number of recipients affected and

whether any adequate and readily accessible alteratives exist.

Where the Digital Services Coordinator considers that those two conditions have been met
but it cannol further extend the period pursuant to the third subparagraph, it shall submit a
new request to the competent judicial authonty, as referred 1o in poimnt (b) of the first

subparagraph.
4. The powers listed in paragraphs 1. 2 and 3 are without prejudice to Section 3.
5. The measures taken by the Digital Services Coordinators in the exercize of their powers

listed in paragraphs 1, 2 and 3 shall be effective, dissuasive and proportionate, having
regard, i parhicular, 1o the nature, gravily, recurrence and duration of the imfangzentent or
suspected miringement 1o which those measures relate. as well as the economic, technical
and operational capacity of the provider of the intermediary services concerned where

relevant.
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B, Member States ghall ensure that any exercize of the powers pursuant 1o paragraphs 1, 2 and
3 is subject 1o adequate safeguards laid down in the applicable national law in eenfennty
compliance with the Charter and with the general principles of Union law, In particular,
thosge measures shall only be taken in accordance with the right to respect for private life
and the nghts of defence. including the rights to be heard and of access to the file, and
subject to the right to an effective judicial remedy of all affected parties.

Article 42

Penalties

1. Member States shall lay down the rules on penalties applicable 1o infringements of this
Regulation by providers of intermediary services under their junsdiction and shall take all

the necessary measures 1o ensure that they are implemented in accordance with Article 41.

Z. Penalties shall be effective, proportionate and dissuasive. Member States shall notify the
Commission of those rules and of those measures and shall notify it, without delay, of any

subsequent amendments affecting them.

1o comply with the-any obligations laid down in this Regulation shall set-be subject toa
[ine which shall not exceed 6 % of the annual income or twrnover of the provider of
intermediary services concemed_in the preceding financial vear. Penalises-Fines for the

supply of mcomect, mcomplete or misleading information, failure to reply or rectif’y

incorrect. incomplete or misleading information and failure 1o submil 1o an-on-sie
inspection shall not exceed 1% of the annual income or tumover of the provider or person

concerned in the preceding financial vear.

4, Member States =hall ensure that the maximum amount of a periodic penaliy pavment shall
not exceed 5 %o of the average daily tumover_ or income of the provider of intermediary
services concemed in the preceding financial vear per day, calculated from the date

specified in the decision concerned.
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Arficle 43

Right to lodge a complain

Both Brecipients of the service_ and their representative organisations shall have the nght 1o
lodge a complaint against providers of intermediary services alleging an infringement of this
Regulation with the Digital Services Coordinator of the Member State where the recipient resides or
is established. The Digital Services Coordinator shall assess the complaint and, where appropriate,

tramsnt it to the Digital Services Coordinator of establishment, accompanied, where considered

. Where the complaint falls under the responsibility of another

competent authority in its Member State, the Digital Service Coordinator receiving the complaint

shall transmit it to that authornty,

Article 44
Activity reports

1. Digital Services Coordinators shall draw up an annual report on their activities under this

shall make the annual reports available 1o the public,y

. and shall communmcate them Lo the Commassion and 1o

2. The annual report shall also include stesst-the following information:

(a)  the number and subject matter of orders to act against illegal content and orders 1o
provide information issued in accordance with Articles ¥ and 9 by any national
Judicial or administrative authority of the Member State of the Digiial Services

Coordinaior concerned:

{b)  the effects given to those orders, as commumcated to the Digital Services

Coordinator pursuant to Articles 8 and 9.
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3 Where a Member State has designated several competent authorities pursuant to Article 38,
it shall ensure that the Digital Services Coordinator draws up a single report covening the
activities of all competent authonities and that the Digital Services Coordinator receives all
relevant information and support needed to that effect from the other competent authorities

concerned,

The Digital Services Coord inators and competent authoritics, where applicab

rovide each other with relevant information and mutual assistance in order to apply

HiEs [ il PEnL el sl 1T x

AL 11l L |

for effective cooperation with cach other. Mutoal assistance shall include, in

[NEL L R L nlormmatien exclanges inpocordance with this Artecle and th [N 10

Digital Services Coordinator of establishment to inform all other Digital Services
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Lrigital Services Coording

national authoritices.
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Article 43

Cross-border cooperation among Digital Services Coordinators

1. Where a Digital Services Coordinator of destination has reasons 1o suspect that a provider

of an intermediary service; frotus - e ke : -
infringed this Regulation affi jenis in its oy, 1l may shatrequest the
Digital Services Coordinator of establishment 10 assess the matter and take the necessary

investigatory and enforcement measures 1o ensure compliance with this Eegulation,

feast-threeMamberStaes—t-may recommend the Digital Services Coordinator of
establishment 1o assess the matter and take the necessary investigatory and enforcement

measures (o ensure compliance with this Regulation
2. A request or recommendation pursuant to paragraph 1 shall at least indicate:

(a) the electronic point of contact of the provider of the ntermediary services concemed

as provided for in Article 10,

{b) adescription of the relevant facts, the provisions of this Regulation concerned and
the reasons why the Digital Services Coordinator that sent the request, or the Board,
suspects that the provider infringed this Regulation:

() any other information thai the Digital Services Coordinator that sent the request, or
the Board, considers relevant, including, where appropriate, information gathered on
s own imbialive or suggestions for speciflic investigalory or enforcement measures

to be taken, including interim measures.
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The Digital Services Coordinator of establishment shall take into utmost accoum the
request or recommendation pursuant to paragraph |_of this Article. Where it considers that
it has insufficient information to act upon the request or recommendation and has reasons
1o consider that the Digital Services Coordinator that sent the request, or the Board. could
provide additional information, it may request such information_in accordance with

Article Ha or, alternatively, shall launch a joint investigation porsuant to Article

! ask ] . The time period
lard down in paragraph 4_of this Article shall be suspended until that additional

myvieilvine af least the requoesting PR e s i dimat

infermation is provided or the invitation to join the joint investigatis

The Dngital Services Coordinator of establishment shall, without undwse delay and in any
event not later than #e-one months following receipt of the request or recommendation,
communicate 1o the Digital Services Coordinator that sent the request, or the Board, its
assessment of the suspected infringement, or that of any other competent authority
pursuant to national law where relevant. and an explanation of any investigatory or
enforcement measures taken or envisaged in relation thereto to ensure compliance with this

Eegulation,

Where the Digital Services Coordinator that sent the request, or, where appropriate, the
Board. did not receive a reply within the time peniod laid down in paragraph 4 or where it
does not agree with the assessment of the [igital Services Coordinator of establishment, it
may refer the matter 1o the Commission, providing all relevant information. That
information shall include at least the request or recommendation sent to the Digital

Services Coordinator of establishment. g

|, any additional
information provided pursuant 1o paragraph 3 and the communication referred 1o in
paragraph 4.

The Commission shall assess the matter within Hireetwo months following the referral of

the matter pursuant to paragraph 5, afier having consulted the Digital Services Coordinator
of establishment and, unless it referred the matter iself. the Board.
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Where, pursuant to paragraph 6, the Commission eeseludes-d lsaprees withihas the
assessment or the investigatory or enforcement measures laken or envisaged pursuant 1o
paragraph 4 becanse they are incompatible with this Regulation_or insufficient to ensure
its effective enforcement. it shall g

| and request the Digital Service
Coordinator of establishment 1o further assess the maner_The Dightal Services

gRd-lake the necessary investigatory or enforcement

measures 1o ensure compliance with this Regulation, faking into ntmast account the

. and to mform it about those measures
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Article 46

B B L e e ]

1. The gital Services Coordinabor of establishmeni may inviie other Digiial Services

inter rticipatin el in joint investigations_proposed by the Digital
res Coordinato : '
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1a. The participating Digital Services Coordinators mav refer the matter to the

C on pursuant to At Shiwl :

L )
i L

Coondinators. The Board shall propose a deadline by when the authoritics involved

i il

UL N, W HRAHT SHRE NMARRTLS

xihilll Ex
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SECTION 2
EUROPEAN BOARD FOR DIGITAL SERVICES

Article 47

European Board for Digital Services

1. An independent advisory group of Digital Services Coordinators on the supervision of
providers of intermediary services named ‘European Board for Digital Services” (the
‘Board") 15 ¢stablished.

2. The Board shall advise the Digital Services Coordinators and the Commission in

accordance with this Regulation to achieve the following objectives:

{a) Contnbuting to the consistent application of this Regulation and effective
cooperation of the Digital Services Coordinators and the Commission with regard to

matters covered by this Regulation;

(b coordinating and contnibuling (o guidance and analvsis of the Commssion and
Digital Services Coordinators and other competent authontics on emerging issues

across the intemal market with regard to matters covered by this Regulation;

(€} assisting the Digital Services Coordinators and the Commission in the supervision of

very large online platforms.
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Article 48
Striccture of the Board

1. The Board shall be composed of the Dhgial Services Coordinators, who shall be
represented by high-level officials. Where provided for by national law, other competent
authorities entrusted with specific operational responsibilities for the application and
enforcement of this Regulation alongside the Digital Services Coordinator shall participate
in the Board. Other national authorities may be invited 1o the meetings, where the issues

discussed are of relevance for them.
2. Each Member State shall have one vote. The Commission shall not have voting rights.
The Board shall adopt its acts by simple majority.

3 The Board shall be chaired by the Commission. The Commission shall convene the
meetings and prepare the agenda in accordance the tasks of the Board pursuant to this
Regulation and with its mles of procedure.

4. The Commission shall provide administrative and analvtical suppon for the activities of
the Board pursuant (o this BEegulation.

X The Board may imvite experts and observers to attend its meetings, and mayv cooperate with
other Union bodies, offices. agencies and advisory groups, as well as external experts as

appropriate, The Board shall make the results of this cooperation publicly available,

6. The Board shall adopt its rules of procedure, following the consent of the Commission.
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Arficle 49

Tasks of the Board

1. Where necessary 1o meel the objectives set out in Article 47(2) the Board shall in
particular:

{a) support the coordination of joint investigations;

(b zuppor the competent avthorities in the analvsis of reponis and results of audits of
very large onling platforms g fines o be transmitied
pursuant to this Regulation;

(c) issue opinions, recommendations or advice to Digital Services Coordinators in
accordance with this Regulation;

(d)  advise the Commission to take the measures referred 1o in Article 51 and. wihere
redqrested-by-the- Commsster—adopt opinions on draft Commission measures
concerning very large online platforms o
accordance with this Regulation;

{¢)}) support and promote the development and implementation of European standards,
guidelines, reports, templates and code of conducts as provided for in this
Regulation, as well as the identification of emerging issues, with regard 1o matlers
covered by this Regulation,

2. Digital Services Coordinators and other national competent authorities that do not follow
the opinions. requesis or recommendations addressed to them adopted by the Board zhall
provide the reasons for this choice when reporting pursuant to this Regulation or when
adopting their relevant decizions, as appropriate,
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SECTION 3
SUPERVISION, INVESTIGATION, ENFORCEMENT AND MONITORING IN RESPECT OF

VERY LARGE ONLINE PLATFORMS OR Y (L ONLINE 8§ N

Articte 500

Enhanced supervision for very large online platforms or very large onfine search engine for

The Commission acting on its own initiatives or folloy
Board acting ef-Hs—ewh-titative-er-upon request of at least three Digital Services
Coordinators of destination. may, where it has reasons to suspect that a provider of a very
large online platform Av Hiimae i i infringed any of thethass
provisions of Section 4 of Chapter IL recommend the Digital Services Coordinator of
cstablishment to investigate the suspected infringement with a view to that Digital Services
Coordinator adopting ssedra decision
reasensble e pariad within a time period predefined in the recomme
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HMMMHMIMM of establishment, upon its own initiative or

atform

accordance with the applicable national law,

2. When communicating the decision referred 1o in dhe-Hestsnbparagraph-atparagraph 1 1o
the provider of the-a very large online platform or of a very large online search engine
concerned, the Digital Services Coordinator of establishment or, where applicable, the
Commission shall request #-the provider 1o drow up ind communicate o the Digital
services Coordinator of establishment, the Commission and the Board, within one month
from that decision, an action plan. specifving how that platfesm-provider intends 1o
terminate or remedy the infringement. The measures set out in the action plan shall

M@ﬂmﬁm measures scl oul in the action plan may also

include, where appropriate, participation in a code of conduct as provided for in Article 335,
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3 Within one month following receipt of the action plan, the Board shall commumnicate ils
opinien on the action plan to the Digital Services Coordinator of establishment. Within one

month following receipt of that opinton, that Digital Services Coordinator shall decide

whether the action plan 15 appropriate 1o terminate or remedy the infringement. The

4. The Digital Services Coordinator of establishment shall communicate to the Commission,
the Board and the provider of the very large online platform or of very large anline
search engine concemed 115 views as 1o whether the provider of very large online

platform o ine has terminated or remedied the
infringement and the reasons thereof. It shall do so within the following time periods, as
applicable:
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(b}

(<)

at the same time a5 the decision adopted pursuant to h 3. where it does

i consider the action plan appropriate to terminate or remedy ihe

infrinsement;

within three months from the decision on the action plan referred to in the first

subparagraph of paragraph 3, where the action plan was considered appropriate
e TN Qe e nE—ssbere sttt Potbeoriied.

o terminate or remedy

immediately upon the expiry of the time period set out in paragraph 2. where that
plattema-provider failed 1o communicate the action plan within that time period.
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Article 31

i sestam el allpening of proceedings by the Commission

1. The Commission. acting either upon the Board s recommendation or on ils own inibative
after consulting the Board, may initiate proceedings in view of the possible adoption of
decizions pursuant o Articles 38 and 39 mn respect of the relevant conduct by the provider
of the very large online platform or .«

{a) is suspected of having infringed any of the provisions of this Regulation and the
Digital Services Coordinator of establishment did not take the necessaryany
investigatory or enforcement measures, pursuant 1o the request of the Commission
referred to in Article 45({7), upon the expiry of the time period set in that request;

(b} iz suspected of having infringed any of the provisions of this Regulation and the
Digital Services Coordinator of establishment or the Board requested the
Commission o intervene in accordance with Article 46b433, upon the reception of
ihat request;

{¢) has been found to have infringed any of the provisions of Section 4 of Chapter I11
upon the expiry of the relevant time periods for the communication referred o in
Article 30{4),

2. Where the Commission decides to initiate proceedings pursuant to paragraph 1, it shall
notify all Dhgital Services Coordinators, the Board and the provider of the very large
online platform o & concemed.
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Ari-pepards-potits-fa-and-thi-olparagraph-d—pPursuant 1o that notification, the Digital
Services Coordinalor of establishment concemed shall no longer be entitled 1o take any
investigatory or enforcement measures in respect of the relevant conduct by the provider

¢ concerned,

of the very large online platform
without prejudice to Article 66 or any other measures that ity may take at the request of the

Commission.

3. The Digital Services Coordinator_of establishment, referred-ta-a-rieles— i Tr—Hef 2 -ahd

S8 applicable, shall, withouwt undee delay upon being informed, transmat o the

Commission:

{a) any information that that Digital Services Coordinator,and any other competent
L ; i licable, ¢xchanged relating 1o the
infringement or the suspected infringement, as-appheable-with the Board and with
the provider of the very large online platform or of the very large online search
engine concerned;

(b} the case file of that Dagial Services Coordinator,and of any other competent

relating to the infringement or

() any other information in the possession of that Digital Services Coordinator,and of
le, that mav

be relevant Lo the proceedings iniliated by the Commuission,

4. The Board, and the Digital Services Coordinators making the request referred to in Article
4301 ) amd $6(3}. shall, withoul undue delay upon being informed, transmil 1o the

Commission any information in their possession, d

initiated by the Commission.
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Article 52

Requests for information

In order to carry oul the tasks assigned (o1 under ihis Section, the Commizsion may by
simple request or by decision require the provider of the very large online platforms or of
very large online search engine concerned. as well as any other natural or legal persons
acting for purposes related to their trade, business, craft or profession that may be
reasonably-be aware of information relating to the suspected infringement or the
infringement, as applicable, including organisations performing the audits referred to in

Articles 28-and 30(3), 1o provide such information within a reazonable time period.

When =sending a simple request for information to the provider of the verv large online
platform o

sine concerned or other person referred to in

WMIM the Commission shall state the legal basis and the
purpose of the request, specify what information is required and set the time period within

which the information is to be provided, and the pessties-fines provided for in Article 59

for supplying incorrect or misleading information.

Where the Commizsion requires the provider of the very large online platform or of very
' p concemed or other person referred 1o in paragraph Astiels
2241 _of this Articles to supply information by decision, it shall state the legal basis and the
purpose of the request, specify what mformation is required and set the time peniod within
which it 15 to be provided. It shall also indicate the pesatttes-lines provided for in Anticle
59 and indicate or impose the periodic penalty pavments provided for in Article 60. It shall

further indicate the night to have the decision reviewed by the Court of Justice of the

European Tnion.
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L]

The owners of the very large online platform o
concerned or other person referred 1o in SeteleS2tparagraph 14 or their representatives
and, in the case of legal persons, companies or firms, or where they have no legal
personality, the persons authonzed 1o represent them by law or by their constitution shall
supply the information requested on behalf of the provider of the very large online
plmﬁmn or of the very large online search engine concerned or other person referred 1o
in ArteleS2fparagraph 13 Lawvers duly authonsed to act may supply the information on
behalf of their clienis, The latter shall remain fully responsible if the information supplied

is incomplete, incorrect or misleading,

Al the request of the Commission, the Digital Services Coordinators and other competent
autherities shall provide the Commission with all necessary information to carry out the

tasks assigned to il under this Section,

Article 535

Power to lake inferviews and slatements

1. In order to carry out the tasks assigned to it under this Section, the Commission may

inferview any natural or legal person which consenis 1o being inferviewed for the purpose

of collecting information, relating 1o the subject-matter of an mvestigation, in relation 1o

the suspecied infringement or infringement, as applicable, The Commission shall be
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Arficle 54

FPower o conduct sw-sHe-nspections

1. In order 1o carry oul the tasks assigned (o1 under ihis Section, the Commission may

conduct all necessary ea-se-inspections at the premises of the provider of the very large

online platform or of the very large online search engine concermned or other person

referred to i Article 32(1).

1a. The officials and other accompanying persons authorised by the Commission to

L e e Bk g

the medinm on which they are stored;
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2. Sn-site-tInspections may alzo be cammied owt with the assistance of auditors or experts
appointed by the Commission pursuant 1o Article 37(2)y as well as with the competent
national authoritiesy of the Member State in whese-the territory of which the
inspection is to be conducted,

5 3 Diiring-es-sie inspections the Commission, asd-auditors andes experts appointed by the
Commissionst, as well as the competent national authoritiesy of the Member State in whese
the termitory of which the inspection is to be conducted may require the provider of the
very large online platform or of the very large online search engine concerned or other
person referred to in Article 52(1) to provide explanations on its organisation, functioning,
IT svstem, algorithms, data-handling and business conducts, The Commission and auditors
or experts appointed by it may address questions 1o key personnel of the provider of the
very large online platform or of the very laree e search e concernad or other

person referred 1o in Article 52(1).

4. The provider of the very large online platform or of the very large online search engine
concerned or other patural or legal person referred to in Article 52(1) is required 1o
submil 1o an-sa-s#e inspection ordered by decision of the Commission. The decision shall
specify the subject matier and purpose of the visit, sel the date on which it 12 (o begin and
indicate the penaltics provided for in Articles 59 and 60 and the rght to have the decision

reviewed by the Court of Justice of the European Union._T1
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Where the officials and other accompanyving persons authorised by the Commission

E
&
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Article 35

Jrlerim measiires

1. In the context of proceedimgs which may lead to the adoption of a decision of non-
compliance pursuant to Article 58(1), where there is an urgency due to the risk of serious
damage for the recipienis of the service, the Commiszion may, by decision. order interim
measures against the provider of the very large online platform gr of the very large
online search engine concerned on the basis of a prima facie Anding of an infringement.

Z. A decizsion under paragraph 1 shall apply for a specified period of time and mayv be

renewed in so far this is necessary and appropriate.

Article 56
Commifments
1. If. during proceedings under this Section, the provider of the very large online platform or

of the very large online search engine concerned oflers commitments 1o ensure
compliance with the relevant provisions of this Regulation, the Commission may by
decizion make those commitments binding on the provider of the very large online

platform or of g concerned and declare that there are

no further grounds for action.
2. The Commission may, Upon request or on ils own initiative, reopen the proceedings:

{a) where there has been a material change in any of the facts on which the decision was

hazsed:

{b)  where the provider of the very large online platform o
gearch engine concerned acts contrary 1o 118 commitments; or

{¢)  where the decision was based on incomplete, incorrect or misleading information
provided by the provider of the very large online platform or of the very large
online search engine concemned or other person referred to in Article 32(1).
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3 Where the Commizsion considers that the commitments offered by the provider of the

very large onling platform or e concemed are unable

to ensure effective compliance with the relevant provisions of this Regulation, it shall

reject those commitments in a reasoned decision when concluding the proceedings.

Article 37

Manitoring actions

1. For the purposes of carrving out the tasks assigned to it under this Section, the Commission

may take the necessary actions to monitor the effective implementation and compliance
with this Regulation by the provider of the very large online platform or of the very large
onling search engine concemed. The Commission may also order that platfersm provider
to provide access to, and explanations relating to, its databases and algonithms._These

2. The actions pursuant 10 paragraph 1 may include the appointment of independent external
experts and auditor ' from competent national authorities, to assist

the Commission in monifering compliance with the relevant provisions of this Regulation

and to provide specilic expertise or knowledge to the Commission.
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Article 38

Non-compliance

The Commission shall adopt a non-compliance decision where it hinds that the provider of

p concemed does

the very large online platform or

not comply with one or more of the following:

{a) the relevant provisions of this Regulation;

{b) interim measures ordered pursuant to Article 55;
(¢} commitments made binding pursuant to Article 56

Before adopting the decision pursuant o paragraph 1, the Commission shall communicate
its preliminary findings to the provider of the very large online platform or of the very

large online search engine concemed. In the preliminary findings. the Commission shall
explain the measures that it considers taking, or that it considers that the provider of the

very large online platform or of the very large online search engine concemed should

take, in order 1o effectively address the preliminary findings.

In the decision adopted pursuant 1o paragraph 1 the Commuission shall order the provider

ine concerned to

of the very large online platform or of th
take the necessary measures 10 ensure compliance with the decision pursuant to paragraph
I within a reagonable time period and 1o provide information on the measures that that

platform intends to lake to comply with the decision

The provider of the very large online platform or of the very large online search engine
concened shall provide the Commussion with a descniption of the measures 1l has taken o

ensure compliance with the decision pursuant to paragraph 1 upon their implementation.

Where the Commission finds that the conditions of paragraph 1 are not met, it shall close

the mvestigation by a decizion,
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Article 59

Fines

1. In the decision pursuant to Arhicle 58, the Commission may impose on the provider of the

me concermed fines nod

very large online platform g
exceading 6% of s total worldwide tumover in the preceding linancial vear where it finds

that that platferm_provider, intentionally or negligently:
{a) infringes the relevant provisions of this Regulation;
(b)  fails to comply with a decision erdering interim measures under Article 35; o

(c) fails to comply with a ¥ehsar-messarecommitment made binding by a decision

pursuant to Aricles 563

with the measuires adopted by the Commission

Z The Commiszion may by decision impose on the provider of the very large online
: | coneermed or other patural or legal

person referred to in Article 52(1) fines not exceeding 1 %o of the total tumover in the

plaiform o

preceding hinancial vear, where thev intentionally or neghigently:
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{a) o supply incorrect, incomplete or misleading
information in response 10 a regquest pursuant to Article 525 ee
(00} when-the-mfomtion-is-reduestod-by-dessionail to reply 1o the request_for

information by decision within the set ime period:

(b)  fwl 1o rectify within the time period sei by the Commission, mcorrect, incomplete or
misleading information given by a member of statf, or fail or refuse to provide

complete information;
{¢) refuse to submit to an ef-sHe-inspection pursuant to Article 54,

Before adopting the decision pursuant to paragraph 2, the Commission shall communicate
its preliminary findings 1o the provider of the very large online platform or of the very
large online search engine concemed or other person referred 1o in Article 52011

In fixing the amount of the fine. the Commission shall have regard 1o the nature, gravity.
duration and recurrence of the infringement and, for fines imposed pursuant to paragraph

2. the delay coused 1o the proceedings.
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Article &0
Periodic penalty payments

1. The Commission may. by decision, impose on the provider of the very large online
platform g ‘ sine concerned or other person referred 1o

in Article 32(1). as applicable, periodic penaliy pavmenis not exceeding 3 %o of the average
daily income or worldwide tumover in the preceding financial vear per day, calculated
from the date appoimnted by the decision, in order 1o compel them to;

{a) supply correct and complete information in response to a decision requiring

information pursuant to Article 52;

(b}  =ubmit 10 an eR-sie-inspection which it has ordered by decigion pursuant 1o Article
54

(¢} comply with a decision ordering interim measures pursuant to Article 5501

(d) comply with commitments made legally binding by a decision pursuant to Article
Se{1);

{e) comply with a decision pursuant to Article S8(1).

/B Where the provider of the very large online platform or of the very large online search
engine concemed or other person referred to in Article 52(1) has satisfied the obligation
which the periodic penalty pavment was intended to enforce, the Commission may fix the
definitive amount of the periodic penalty pavment at a figure lower than that which would

arise under the original decision.
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Article 61
Limitation periad for the impaosition of penalties

1. The powers conferred on the Commassion by Articles 59 and 60 shall be subject to a

limitation period of five vears.

2. Time shall begin to run on the day on which the infringement is committed. However, in
the caze of continuing or repeated infringements, time ghall begin to run on the day on

which the infringement ceases.

; B Any action taken by the Commission or by the Dhigital Services Coordinator for the
purpose of the investigation or proceedings in respect of an infringement shall interrupt the
limitation period for the imposition of fines or periodic penalty payvments. Actions which

interrupt the limitation period shall include, in particular, the following:

{a) requests for information by the Commission or by a Digital Services Coordinator;
(b)  es-sde-inspection:

(¢) the opening of a proceeding by the Commission pursuant 1o Article 31(2)

4. Each interruption shall stant time running afresh, However, the limitation period for the
imposition of fines or periodic penaliy payvmenis shall expire at the latesi on the day on
which a period equal to twice the limitation period has elapsed without the Commission
having imposad a fine or a periodic penalty payvment. That period shall be extended by the
time during which the limitation period is suspended pursuant to paragraph 5.

-} The hmitadion pened for the imposition of fines or penodic penally pavments shall be
suspended for as long as the decision of the Commission is the subject of proceedings
pending before the Court of Justice of the European Union.
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Arficle 62

Limitation period for the enforcement of penallies

1. The power of the Commussion o enforce decsions taken pursuant to Articles 5% and 60

shall be subject to a limitation period of five vears,
2. Time shall begin to run on the day on which the decizion becomes final.
% The limitation period for the enforcement of penalties shall be interrupted:

{a) by notification of a decizion varying the onginal amount of the fine or periodic

penalty payment or refusing an application for varation;

{b) by any action of the Commission. or of a Member State acting at the request of the

Commission, designed to enforce payment of the fine or periodic penalty payment.

4 Each interruption shall start time running afresh.
5 The limitation period for the enforcement of penalties shall be suspended for so long as:

(a) time o pay is allowed,

(h)  enforcement of pavment is suspended pursuant to a decision of the Court of Justice

of the European Union or to a decision by the national court.

Article 63
Right to be heard and access to the file

1. Before adopting a decision pursuant 1o Articles 58(1), 59 or 60, the Commission shall give

the provider of the very large online platform gr of the very large online search engine

concemed or other person referred 1o in Article 52(1) the opportunity of being heard on:

(a) preliminary fndings of the Commission, including any matter 1o which the

Commission has taken objections; and
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{b)  measures that the Commission may intend to take in view of the preliminary findings

referred 1o point {a)

2. The provider of the very large online platform g
concerned or other person referred 1o in Article 52(1) and any natural or legal person

st iy submil their obzervations

on the Commission's preliminary findings within a reasonable time period s¢t by the

Commission in its preliminary findings. which may not be less than 14 days.

3 The Commission shall base its decisions only on objections on which the parties concerned

have been able to commeni.

4. The rights of defence of the parties concerned shall be fully respected in the proceedings,
They shall be entitled 1o have access 1o the Commuission’s file under the terms of a
negotiated disclosure, subject to the legitimate interest of the provider of the very large
online platform or of t
referred 1o in Article 52(1) in the protection of their business secrets, The Commission
shall have er to issue decisions setting out such terms of disclosure in case of

s The night of access 1o the file of the Commission

shall not extend to conlidennal momiaton and memal documents of the Commission or

1 concemed or other person

Member States” authoritics. In particular, the right of access shall not extend to
comespondence between the Commission and those authonnes, Nothing in this paragraph
shall prevent the Commission from disclosing and using information necessary Lo prove an

infrimgement.

k-3 The information collected pursuant to Articles 52, 53 and 54 shall be used only for the
purpose of this Regulation.
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Article 64

Publication of decizions

1. The Commission shall publish the decisions it adopts pursuant to Articles 55(1), 56(1), 58,
59 and 60. Such publication shall state the names of the parties and the main content of the

decision, including any penalties imposed.

2. The publication shall have regard to the rights and legitimate interests of the provider of

the very large onling platform concerned, any other person referred to in Article 52(1) and

any third parties in the protection of their confidential information.
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Article 65

Requests for access restriclions and cooperation with national courts

1. Where all powers pursuant to this Article to bring about the cessation of an mirmgement of
this Regulation have been exhausted, the infringement persists and causes serious hanm
which cannat be avoided through the exercize of other powers available under Umion or
national law, the Commission may request the Digital Services Coordinator of
establishment of the provider of the very large online platform or of the very large
piling search engine concerned 1o act pursuant to Article 41(3).

Prior to making such request 1o the Digital Services Coordinator, the Commission shall
invite interesied parties to submit writien observations within a time period that shall not
be less than two weeks, describing the measures it intends to request and identifving the

intended addressee or addressees thereof,

2. Where the coherent application of this Regulation so requires, the Commission, acting on
its own initiative, may submit written observations to the competent judicial authority
referred to Article 41(3). With the permission of the judicial authority in question, it may

also make oral observations,

For the purpose of the preparation of its obzervations only, the Commission may reguest
that judicial authority 1o ransmil or ensure the transmission o it of any documents

necessary for the assessment of the case.
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Arficle &6

Tmpleneniing acls relating to Comimission inferventicn
ag 5

1. In relation to the Commussion inferveniion covered by this Section, the Commission may

adopt implementing acts concerning the practical arrangements for:

(ag) the proceedings pursuant to Articles 54 and 57,

(ba) the heanings provided for in Article 63:

{gh) the negotiated disclosure of information provided for in Article 63,

2. These implementing acts shall be adopted in accordance with the advisory procedure
referred 1o in Article 70, Before the adoption of any measures pursuant to paragraph 1. the
Commission shall publish a drafi thereof and invite all interested parties to submit their

comments within the time period set oul therein, which shall not be less than one month.

Without prejudice 1o the exchange and 1o the use of information referred 1o in this Chapterdstieles
S -and-326583. the Commission, the Board, Member States” gcompetent authorities and their
respective oflicials, servants and other persons working under their supervision, and any other
natural or legal person invelved, including auditors and experts appointed pursuant to Article 37(2),
shall not disclose information acquired or exchanged by them pursuant to this Seetes-Repulation

and of the kind covered by the obligation of professional secrecy,
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SECTIONS
COMMON PROVISIONS ON ENFORCEMENT

Arricle 67

fnformation sharing system

1. The Commission shall establish and maintain a reliable and secure mformation shanng
aystem supporting communications between Digital Services Coordinators, the
Commuission and the Board., Other coj

2. The Digital Services Coordinators, the Commission and the Board shall use the

information shanng syvstem for all communications pursuant (o this Begulation.

& The Commission shall adopt implementing acts laving down the practical and operational
amangements for the functioning of the information sharing system and its interoperability
with other relevant syvsiems. Those implementing acts shall be adopted in accordance with

the advisory procedure referred to in Article 70,
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Arficle 68

Represeniation

Without prejudice to Directive 2020/ 182833 ELT of the European Parliament and of the Couneil™,
recipients of intermediary services shall have the right 1o mandaie a body, organisation or
associaion to exercise the nghts conferred by this Lt ent bebest b don s bbb L0 Ml
on their behalf, provided the body, organisation or association meets all of the following conditions:

(a) it operates on a not-for-profit hasis;
(b} it has been properly constituted in accordance with the law of a Member State;

{c) its statutory objectives include a legitimate interest in ensuring that this Regulation is

complied with.

5 [RHEH’HEI!]'
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SECTIONS
DELEGATED ACTS

Article 69
Exercise of the delegation

1. The power o adopt delegated acts 15 conferred on the Commission subject to the
conditions laid down in this Article.

2. The delegation of power referred to in Articles 23, 25, and 31 shall be conferred on the
Commission for an indeterminate period of time from [date of expected adoption of the
Regulation].

3: The delegation of power referred to in Articles 23, 25 and 31 may be revoked at any time

by the European Parliament or by the Council. A decision of revocation shall put an end to
the delegation of power specified in that decizion. It shall 1ake effect the day following that
of its publication in the Official Jowrnal of the Furopean {Union or at a later date specified

therein. It shall not affect the validity of any delegated acts already in force.

4 As soon as it adopis a delegated act, the Commission shall notify it simultancously to the

European Parliament and to the Council.

- A delegated act adopled pursuant 1o Artcles 23, 25 and 31 shall enter into force only if no
objection has been expressed by either the European Parliament or the Council within a
period of three months of notification of that act o the Ewropean Parliament and the
Council or if, before the expiry of that period, the European Parliament and the Council
have both informed the Commizsion that they will not object. That period shall be
extended by three months at the inftiative of the Evropean Parliament or of the Council.
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Article 70

Conniiitee

1. The Commission shall be assisted by the Dhgilal Services Commutiee. That Commuties
shall be a Committee within the meaning of Regulation (ELT) No 182/2011.

2. Where reference is made to this Article. Article 4 of Regulation (ELT) No 182/2011 shall
apply.

Chapter V

Final provisions

Article 71

Dxeletion of certain provisions of Direclive 2NV LEC
1. Articles 1210 15 of Directive 200003 1/EC zhall be deleted.
2. References 1o Articles 12 to 13 of Directive 2006 3 1/EC shall be construed as references to

Articles 3. 4. 5 and 7 of this Regulation, respectively.

Article 72
Amendments to Directive 200 XEC an Representative Actions for the Protection of the

Collective Interests of Consumers
3 The following = added to Annex I

“(X) Regulation of the Ewropean Parliament and of the Coumcil on a Single Market for Digital
Services (Digntal Services Act) and amending Directive 2000/ 31/EC™.
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Article 73

Fvaluation

1. By five vears afler the eniry inio force of this Regulation af the latest, and every five vears

thereafter, the Commission shall evaluate this Regulation], and in particular the scope of

] and report (o the European Parliament,

2. For the purpose of paragraph 1. Member States and the Board shall send information on

the request of the Commission,

3 In carrving out the evaluations referred to in paragraph 1, the Commission shall take into
account the positions and findings of the European Parliament, the Council, and other

relevant bodies or sources.

4 By three vears from the date of application of this Regulation ol the latest. the
Commission, afier consulting the Board, shall carry out an assessment of the fimctioning of
the Board and shall report it to the Evropean Parhament, the Council and the European
Economic and Social Committee, taking into account the first vears of application of the
Eegulation. On the basis of the Nndings and taking into ulmost account the opimion of the
Board. that report shall, where appropriate, be accompanied by a proposal for amendment
of this Regulation with regard (o the structure of the Board.
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Article 74
Entry inlo force and application

1. This Regulation shall enter nto force on the twentiecth day following that of its publication

in the Chficial Journal of the Exropean Union,

2. It shall apply from [date - Hree-twelve months after its entry into foree].

Thiz Regulation shall be binding in its entirety and directly applhicable in all Member States,

Dome at Brussels,
For the Eurapean Parliament For the Council
The President The President
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