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ANNEX
202000361 {(COD)
Proposal for a

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUXNCIL on a Single
Market For Digital Services (Digital Services Act) and amending Directive 200003 1/EC

{Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UINION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114
thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,
Having regard o the opinion of the European Economic and Social Commiitee’,
[Having regard to the opinion of the Commilize of the Regions?]

P i PRS2 N TR

Acting in accordance with the ordinary legislative procedure,

i 0JIC..p..
: aJC,.p..
L1 S
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Whercas:

(1)

(1)

Information society services and especially intermediary services have become an imporiant
part of the Union’s economy and daily life of Tnion citizens. Twenty vears after the
adoption of the existing legal Iramework applicable 1o such services land down in Directive
2000/ 31/EC of the European Parlinment and of the Council®, new and innovative business
moidels and services, such as online social networks and marketplaces, have allowed
business users and consumers to impart and access information and engage in transactions in
novel wavs, A majority of Union citizens now uses those services on a daily basis. Howewver,
the digital transformation and increased use of those services has also resulted in new risks

and challenges, both For individual wsers-recipients of the service and for sociely as a

whaole,

Member States are increasingly introducing, or are considering introducing, national laws on
the matters covered bv this Regulation, imposing. in particular, diligence requirements for
providers of mtermediary services, Those diverging national laws negatively affect the
mfernal market, which, pursuant to Article 26 of the Trealy, comprises an area without
nternal frontiers in which the free movement of goods and services and freedom of
extablishment are ensured, taking into account the inherently cross-border nature of the
internetl, which is generally used 1o provide those services. The conditions for the provision
of intermediary services across the intemal market ghould be harmonised, =0 as (o provide
businesses with access to new markets and opportunitics to exploit the benefits of the
mternal marketr, while allowing consumers and other recipients of the services 1o have

increased choice. B

Directive 20003 1/'EC of the Evropean Parliament and of the Council of 8 June 2000 on
certain legal aspects of information society services, in particular electronic commerce, in
the Intemal Market ("Directive on electromic commerce”) (OO0 L 178, 17.7. 2000, p. 1)
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(3} Responsible and diligent behaviour by providers of intermediary services 15 essenhial for a
safe, predictable and trusted online environment and for allowing Union citizens and other
persons 1o exercise their fundamental righis guaranteed in the Charter of Fundamental
Rights of the Furopean Union ("Charter”), in particular the freedom of expression and

information and the freedom to conduct a business, and the right to non-discrimination.

{4}  Therefore, in order to safeguard and improve the functioning of the intermal market, a
targeted set of uniform. ¢ffective and proportionate mandatory rules should be established at
Union level. This Regulation provides the conditions for innovative digital services to
emerge and 1o scale up in the infernal market. The approximation of national regulatory
measures al Umion level conceming the requirements for providers of intermediary services
15 necessary n order 1o aviord and put an end to fragmentation of the intermal market and 1o
ensure legal certainty, thus reducing uncertainty for developers and lostering
interoperability, By using requirements that are technology neutral, innovation should not be
hampered but instead be stimulated.

(5}  This Regulation should apply to providers of centain information society services as defined
in Directive (EL1) 2015/1535 of the European Parliament and of the Council®, that is, any
gervice normally provided for remuneration, al a distance, by electronic means and at the
individual request of a recipient. Specifically, this Regulation should apply to providers of
intermediary services, and in particular intermediary services congisting of services known
as ‘mere condut’, ‘caching’ and ‘hosting” services, given that the exponential growth of the
use made of those services, mainly for legitimate and socially beneficial purposes of all
kinds, has also increased their role in the intermediation and spread of unlawful or otherwise
harmful information and activities.

o Directive (ELT) 20151535 of the Evropean Parliament and of the Council of 9 September
2015 laying down a procedure for the provision of information in the field of technical
regulations and of rules on Information Society servaces ((MJ L 241, 17.9.2015, p. 1}
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(6)

(T}

In practice, certmn providers of intermediary services miermediate in relation lo services
that may or may nol be provided by electronic means. such as remote information
lechnology services, transport, accommodation or delivery services. This Regulation should
apply only lo intermediary services and not afTect requirements sl oul im Union or national
law relating to products or services inlermedted through imermediary services, This
Regulation should not apply in situations where the intermediation is indispensable to
the provision of the intermediated service and the service provider exercises decisive

FIence ove L L ANILLE LR R4 AL W ARALL] (HIRE LU R ER S L B P LR, el

In order to ensure the effectiveness of the mles laid down in this Regulation and a level
playing Deld within the mternal market. those rules should apply 1o providers off
mtermediary services irrespective of their place of establishment or resideneslocation, in so
far as they pressdeofler services in the Union, as evidenced by a substantial connection to

the Union.

11459/21 US, TM/ ech 5
ANNEX ECOMP.3.A LIMITE EN



(%)

Such a substantial connection to the Union should be considered to exist where the service
provider has an establishment in the Umon or, in its absence, on the basis of the existence of
a signilicant number ol pecipients of the servicessers in one or more Member States_in
lation tot ] o, or the largeting of activilies lowards one or more Member
States. The targeting of activities owards one or more Member States can be determined on
the hasziz of all relevant circumstances, including factors such as the use of a language or a
currency generally used in that Member State. or the possibility of ordering products or
services, or wetnethe use of o relevant patiesal-top level domain. The targeting of activities
towards a Member State could also be derived from the availability of an application in the
relevant national application store, from the provision of local advertising or advertising in
the language used in that Member State, or from the handhing of customer relations such os
by providing customer service in the language generally used in that Member State. A
substantial connection should also be assumed where a service provider directs its aclivities
Lo one or more Member State as set out in Article 1701 )¢) of Regulation (ELT) 121572012 of
the Furopean Parliament and of the Council®. On the other hand, mere technical accessibility
of a website from the Union cannot, on that ground alone, be considered as establishing a

substantial connection 1o the Union.

Regulation (ELT No 12152012 of the Evropean Parliament and of the Council of 12
December 2012 on jurisdiction and the recognition and enforcement of judgments in civil
and commercial matters (OJ 1351, 20012.2012, p.1).
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{Bar)

The place at which a service provider is established in the Union shoold be determimed

in compliance eonformity with Union low as interpreted by the Court of Justice of the

The place of establishment of a company previding-olfering scrvices vin an Intermet
website is not the place at which the technology supporting its website is located or the

.

place at which its wehbsite is accessible but the place where it pursues its economi
activity, In cases where a provider has several places of establishment it is important to
determing from which place of establishment the service concerned is provided-offered.

In cases where it is difficult to determine from which of several places of establishment

a wiven service is Tered. this is the place w here the provider has the centre

of his activities relating to this uﬂrtirulnr service,
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()

nnless explicitly provided for in this Regnlation, since this would affect the direct and

uniform application of the fully harmonised rules applicable to the providers of

nof_preclude the possibility to apply other national legislation applicable to providers
ol intermediary services in accordance with 1 nion law, including Divective

ZIMHLI/EL, in particular its Article 3, which pursue oiher legitimate public interest

olijectives, HreBosibai o shisbo o rpdetper emtopt b e e oparbicebvsre st b
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(10}

This Wewulation should be withowt prejudice to other acts of Union law reosulatine the

rovision of information secicly services in general, other sspects of the provision of

intermediary services in the internal market or specifving il complementing the

Preservation COrders Tor electronic evidence in eriminal matters]: Directive (EL)

sased sass [lavine down harmonised rules on the appointment of leeal representatives for

the purpose of athering evidence in criminal proceedines] and Reoulation (F1

2113 of the Porepean Pacliament and of the Cou m:!!': Jirective 2IMI2 S8 ELT of

the Furo n Parliament and of the Council'® and Repulation [.../...] on tempora

derooation from certain provisions of Directive 2002/58 0", Similady, for reasons of

clarity, it should also be specificd that this Regulation is without prejudice to Union
law on consumer protection, in particular Directive 2005 29/EC of the European

Dircctive 20000137 EL of the European Pardiament and of the Council of 10 Maech 2000

on the coordination of certain provisions laid down by law, regulation or
5 f A bt g O 1
v & : iv '

1542000, p. 1.

il Resulation (EUY .0 of the Eunvopean Parliament and of the Council — proposed
Tervorist Content Online Regulation.

a Reoulation (13 20097148 of the Foropean Parliament and of the Council on the

seling 3 i sivies L i i U7 Mo 10T/

- Regulation (E1) 20021150 of the European Parliament and of the Council of 20 June
2019 on_promoting firness and ransparency for business users of online
intermediation services (W 1, 186, 11.7.200%, p. 57}

" Dircetive 2002/58/EC of the European Parliament and of the Council of 12 Julv 2002
conceming the processing of personal date and the protection of privacy in the
electronic communications sector (Directive on privacy and electronic
communications), OJ L 201, 31.7.2002, p. 37,

I i £ y (1] 5 W

/SR
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Padiament and of the Council'’, Directive 200 /83 EU of the Furopean Padiament and

of the Council'® and Directive 93/13/EEC of the European Padiament and of the
Co ! i e (F11) 2019/

12152012 of the European Parliament and of the Couicil of 12 Decemi ber 20012 o

jurisdiction amd the recognition and enforcement of judoments in civil and commercial
matters.” The protection of Individuals with resard to the processing of personal data

is solelyv sovermed by the rales of Union low on that sob ject. in particolar Besulation

(ELG 2006/6 79 and Directive 2INZ/SEEC. This Regulation is also without prejudice to

rles pursne the same objectives lald down in this Bemmlation, the rules of this

¥ Directive 252 EC of the Foropean Padiament and of the Counetl of 11 May 2065

conceminge unfair business-to-consumer commercial

and mm’ndl.ng Council Directive B—IHSWI:.I:.L, Dlrﬂ'me-s IR, 982 T/EC mml
006 of the Kuro : "uu.tufl'n.{mrf su:u.-.:u.m.!

Practices Directive’

L Divective 200183’ ED of the Evropean Padliament and of the Council of 25 October

2011 on consmmer dghis, anending Connell Divective 9313/’ EEC and Directive

IB‘HLI-I-JI ol thd.- hllmm-un I’urlmnu:-nt ani nl"ﬂw [ ‘ouneil nmd n.-pmllna Council
y 2 W7V

the betie ri'nl'nru mi-nt and mudlml:.uium of Union consumer :mtﬁ:'tum ruils,
1y Reoulation (1217 20060679 of the FPuropean Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal
I Y i v PSR FC
3 i iy ) (00T 1. 119, 4.5.201 6
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(11) It should be clarified that this Eegulation is without prejudice to the rules of Union law on
copynight and related nghts, which establish specific rules and procedures that should
remain unallected, and their enforcement.
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(12)

In order to achieve the objective of ensuring a safe, predictable and trusted online
environment, for the purpose of this Regulation the concept of “illegal content” should
underpin the gencral idea that what is illegal offling should alse be illegal online. The
¥ 1 should be defined broadly to cover be-debined-broadbandaleocovers
information relating to illegal content, products, services and activities. In particular, that
concept should be understood 1o refer to information, irmespective of its form, that under the
applicable law is either itself illegal. such as illegal hate speech or terrorist content and
imlawtul dizcriminatory content. or that relates to activities that are illegal. such as the
sharing of images depicting child sexual abuse, unlawful non-consensual sharing of private
images, online stalking, the sale of non-comphiant or counterfeit products, the sale of
risducts or the provision of services in infrin nt of-consumer protection law, the

non=authorsed use of copyright profecied material_or the illegal offer of accommuodation
services-or-activittesimvelving infrngements-of consumer-protectiondaw. In this regard. it is
immaterial whether the illegality of the information or activity results from Union law or
from national law that s eoensistent-in complianee with TUnion law and what the precise

nature or subhject matter is of the law in question,
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(13} Comsidermg the particular characteristies of the services concemed and the corresponding
need to make the providers thereol subject to certain specific obligations, it is necessary o
distinguish, within the broader calegory of providers ol hosling services as defined in this
Regulation, the subcategory of online platforms. Onhine platforms, such as social networks-
or online marketplaces, should be defined as providers of hosting services thal not only store
information provided by the recipient= of the service at their request, but that alzo
disseminate that information to the public, again at their request. However. in order to avoid
imposing overly broad obligations, providers of hosting services should not be considered as
online platforms where the dissemination to the public is merely a minor and purely
ancillary feature that is intrinsically linked to sfanother service and that feature cannot,
for objective techmical reasons, be used without that other, pnncipal service, and the
mnfegration of that feature 15 nol a means to circumvent the applicability of the rules of this
Regulation applicable to online platforms. For example, the hosting of a comments section
in an onling newspaper could constitute such a feature, where it is clear that 1t 15 ancillary o
the man service represented by the publication of news under the edilorial responsabality of
the publisher._In contrast, the hosting of comments in a social network should be
considered an online platform service, where it is clear that it is a major feature of the
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(14)

The concept of “dissemination o the public®, as used m this Regulation, should entail the
making available of information to a potentially unlimited number of persons, that is,
making the information easily accessible 1o users-recipients of the service in general
without further action by the recipient of the service provading the mformation being
required. irrespective of whether those persons actually access the miormation in gquestion.
Accordingly, where access to information requires registration or admittance (o a
group of recipients of the servicessess, that information should be considered to be

=

CRISSEMIAeD to the punic aniy wilele Pecipiernes of g SEIVICE HSEPSFSeeRIng i 3

the information are automatically resistered or admitted without a huoman decision or

W‘ i ' . i -. ' I L ry
wirtbueh shrdd e o hide dissemmation oF ik ' il st of a

Frderrberolpre-determrifed-persons. Inlerpersonal communication services, as delined

in Directive (E17) 2018/1972 of the Furopean Parliament and of the Council,® such as

emails or privale messaging services, lall outside the scope of the definition on online

How ever, the oblsations set out in this He tion for providers of online s

may apply to services that alliny the making available of information to potentially

unlimited nuwm ber of recipients, nod determined by the sender of the commumication

such as through public groups or open channels. Information should be considered
disseminated to the public within the meaning of this Regulation only where that occurs

upon the direct request by the recipient of the service thal provaded the information.

Consequently, providers of services, such as cload infrastrocture, which are provided

at the pegquest of partics other than the content providers and only indivectly benefi

ol Directive (ELT) 20181972 of the Evropean Parliament and of the Council of 11 December
2018 establishing the European Electronic Communications Code (Recast), OJ 1. 321,
17.12.201%, p. 36.
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(15)

(16)

(17)

Where some of the services provided-offered by a provider are covered by this Regulation
whilst others are not. or where the services prevtded-ofTered by a provider are covered by
different sections of this Regulation, the relevant provisions of this Regulation should apply

only in respect of those services that Fall within their scope.

The legal certainty provided by the horizontal framework of conditional exemptions from
liability for providers of intermediary services, laid down in Directive 2000031/EC, has
allowed many novel services to emerge and scale-up across the imtemal market. That
framework should therefore be preserved. However, in view of the divergences when
transposing and applying the relevant rules at national level, and For reasons of clarity and
coherence, that framework should be incorporated in this Regulation, It is also necessary lo
clanfy certmn elements of that framework, having regard to case law of the Court of Justice

of the European Union.

The relevant rules of Chapter [1 should only establish when the provider of mtermediary
services coneemed cannot be held hable in relation to illegal content provided by the
recipients of the service. Those rules should not be understood to provide a positive basis for
establishing when a provider can be held liable. which is for the applicable rules of Union or
national law 1o determine. Furthermore, the exemplions from liahility established in this
Regulation should apply in respect of any type of liability as regards any tvpe of illegal

content, imespective of the precise subject matler or nature of those laws,
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(18)  The exemptions from hability established in this Regulation should not apply where, instead
of confining itself to providing the services neutrally, by a merely technical and automatic
processing of the information provided by the recipient of the service, the provider of
milermediary services plays an active role of such a kind as 1o give it knowledge of, or
control over, thal information. Those exemptions should accordingly not be available in
respect of liability relating to information provided not by the recipient of the service but by
the provider of intermediary service itself, including where the information has been
developed under the editorial responsibility of that provider.

(193 In view of the different nature of the activities of *mere conduit”, “caching” and *hosting” and
the dilferent position and abilities of the providers of the services in question, il 15 necessary
to distinguish the rules applicable to those activities, m so far as under this Regulation they
are subject to different requirements and conditions and their scope diflers, as interpreted by

the Court of Justice of the European 1 nion.
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(200 A provider of intermediary services that dehberately collaborates with a recipient of the
services in order to undertake illegal activities does nol provide ils service neutrally and
should therefore not be able o benefit from the exemptions from hability provided for in
this Regulation. This is

muain_purpoese of facilitating illegal activities. The fact alone that @ service offers

(21} A provider should be able to bencfit from the exemptions from liability for *mere condunt”
and for *caching’” services when it is in no way involved with the information transmitted.
This requires. among other things, that the provider does not modify the imformation that i
transmits, However, this requirement should not be understood to cover manipulations of a
technical nature which take place in the course ol the transmission, as sseh-dong as these

manipulations do not alter the integrity of the information transmitled.
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(22)  In order to benefit from the exemption from hability for hosting services, the provider
should, upon obtaining actual knowledge or awareness ol 1llegal content, act expeditiously
1o remove or 1o disable access 1o that contenl. The removal or disabling of access should be
umderiaken in the observance of the pemetple-efrght to freedom ol expression. The
provider can obtam such actual Kknowledge or awareness, inter alia, through-s-partienlar.
ils own-initialive investigations, or nolices submitted 1o it by individuals or entities in
accordance with this Regulation in so far as those notices are sufficiently precise and
adequately substantiated to allow a diligent economic operator to reasonably idennfy, assess

and where appropriate act against the allegedly illegal content._However, such actual

know ledge cannol_be considersd to be obtained solely on the ground that that operator

content and that it therefore has an abhstract knowled ge that such content is being
muvde available illegally through its service. Furthermore, the fact that an rator

that i recommends contend on the hasis of the profiles or preferences of the recipicnts

of the service is not a sufficient ground for the concl n that that o tor has
‘specific’ knowledge ol illegal activities carried out on that platform or of illegal

information stored on it.

2201 The exem of liahility should ot a where the reci i of the service is actin

hasic clements of the trad er-consumer contract, such as the terms and conditions
soverning such relationship or the price, it shounld be considered that the trad er acts
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(23)

In order to ensure the effective protection of consumers when engaging in intermediated
commercial transactions online, certain providers of hosting services, namely, online
platforms-that-aHow-eonsumersto-conchsde-distaneecontract-with-tradersmarket paces.
should not be able to benelit from the exemplion from hability for hosting service providers
eslablished in this Regulation, in so far as those ephine-platfermsmarket places present the
relevant information relating 1o the trangactions i issue in such a way that it leads
consumers to believe that the information was provided by those online platferms
marketplaces themselves or by reciprents of the service acting under their authority or
control, and that those online pletfersms-marketplaces thos have knowledge of or control
over the mformation, even if that may in reality not be the case, This is the case where the

FIRLNTTE B el e fhRatn e el B et LLEL ATy DR ey ol JoLLL [l I LLE,
Regulation. In that regard, 15 should be determined objectively, on the basis of all relevamt

circumstances, whether the presentation could lead to such a beliel on the side of an average

circums pectmnl reasonabbowell-iplomned consumer. In particular, it is relevant whether
online marke cewi % such iden or details v after
conclusion of the trader-consumer contract, or is marketing the produet or service in
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(24)

(23}

The exemptions from hability established i this Regulation should not affect the possiahity
of mjunctions of difTerent kinds against providers of mtermediary services, even where they
meel the conditions set oul as part of thoge exemplions, Such mjunctions could. in particular,
consisl of orders by courts or admimistrative authonities requnng the lermination or
prevention of any mirmgement, including the removal of illegal content specilied in such

orders, igmued in compliance with Union law, or the disabling ol access 1o it.

In order to create legal centainty and se-te-disesurageto encourage activitics aimed at
detecting, identifying and acting against illegal content that providers of all categories of
itermediary services mav undertake on a voluntary basis, it should be clarified that the
mere Fact that providers undertake such activities does not lead to the unavailability of the
exemplions from hability set out in thas Regulation, provided those activities are camed out
mn good Faith and in a diligent manner. In addition. it 1= appropriale to clanly thal the mere
fact that thoze providers take measures, in good faith, to complyv with the requirements of
Unon law, mcluding those set oul in this Regulation as regards the implementation of their
terms and conditions, should not lead 1o the unavailability of those exemptions from
liability. Therefore, any such activitics and measures that a given provider may have taken
should not be taken into account when determining whether the provider can relv on an
exemption from liability, in particular as regards whether the provider prevrderofers i1s
service neuwtrally and can therefore fall within the scope of the relevant provision. without

this rule however implying that the provider can necessarily rely thereon._Voluntary actions
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(26)

Whalst the rules m Chapter 11 of this Regulation concentrate on the exemphion from hability
of providers of intermediary services, it is important 1o recall that, despite the generally
mmportant role played by those providers, the problem ol illegal content and activities online
should not be dealt with by solely focusing on their Liability and responsibilities. Where
possible, third parties affected by illegal content transmitted or stored online should attempt
1o resolve conflicts relating to such content without involving the providers of intermediary
services in question. Recipients of the service should be held liable, where the applicable
rules of Unien and national law determining such liability so provide, for the illegal coment
that they provide and may disseminate through intermediary services. Where appropriate,
other actors, such as group moderators in closed online environments, in particular in the
case of large groups, should also help to avoid the spread of illegal content online,
accordance with the applicable law. Furthermore, where it is necessary to involve
nformation sociely services providers. including providers ol intermediary services, any
requests or orders for such involvement should, as a general rule, be direcied 1o the specific
provider aeter-that has the techmeal and operational abihty 1o act agamst specilic ilems of
illegal content. 80 a8 1o prevent and minimise any possible negative efTects for the

availability and accessibility of information that is not illegal content.
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(27)

Since 2000, new technologies have emerged that improve the svailability, efficiency, speed,
reliability, capacity and security of systems for the transmission and storage of data online,
leading to an mereasingly complex online ecosysiem. In this regard, it should be recalled
that providers of services establishing and facilitaimg the underlyving logical archileciure and
proper functioning of the intemet, including technical auxiliary functions, can also benefil
from the exemptions from liahility sel owl in this Regulation. to the extent that their services
qualify as ‘mere condunts®, ‘caching’ or hosting services. Such services include, as the case
may be, wireless local area networks, domain name system (DNS) services, top-level
domain name registrics, reglstrars, centificate authorities that 1ssue digital certificates, or
content delivery networks, that enable or improve the functions of other providers of
mbermediary services. Likewise, services used for commumcations purposes, and the
technical means of their delivery, have also evolved considerably, giving rise (o online
services such as Voice over [P, messaging services and web-based e-mail services, where
the commumcation is delivered via an mtemet access service. Those services, oo, can
beneflit from the exemplions from hability, to the extent that they qualil’y as *mere condwt’,

‘caching’ or hosting service.

1145921 L78, TM/ech 23
ANNEX ECOMP.3.A LIMITE EN



(27a) _Intermediary services span a wide range of economic activities which take place onling

and that develop continually to provide for trnsmission of information that is swift

safe and secure, and to ensure convenience of all participants of the online ecosvstem.

(1] Y ¥ i & i

services such as intermet exchange points, wircless access points, virtual private

networks, voice over [P and other interpersonal communication services, while generic

examples of *caching’ intermediary services include the sole provision of content

crucial to ensure smooth and efMicient transition of information delivered on the

infernel. Examples of “hosting services™ include catesories of services such as cloud

computing, web hosting, or services enabling shavine information and content online,

including file storage and sharine. Intermediary services mav he provided in isolation

as i part of another tvpe of infermediary service, or simultancously with other
g W 5 g

or hosting service depends solely on its technical functionalities, that might evelve in

time, and should be assessed on a case-by-case basis,
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(28)

Providers of imtermediary services should not be subject 1o a monitoring obligation with
respect to obligations of a general nature, This does not concern monitoring obligations i a

specilic case and, in particular. does nol afTect orders by national authorities in accordance

with national legislation, m accordance with the conditions established n this Regulation.

Such orders should not consist in requiring a service provider to introduce, exclusively

at its own ex &, 8 sebeenin stem which cntails eencral a crmmnncnt maonit
in order to prevent any future infringement. However, such orders may require a

is identical or equivalent to the content of information which was previously declared
fov b unlaw ful, or fo block access to that information, irres v o Wl nested the

information concerned is limited 1o information propedy identified in the injunction,

such as the name of the person concerned by the infringement determined viou

to that which was declared to be illegal, and does not require the provider of hosting

t. Nothing in this

Regulation should be construed as an imposition of a general monitoring obligation or a
general active fact-finding obligation, or as a general obligation for providers to take

proactive measures to relation to illegal content.
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(29)  Depending on the legal system of each Member State and the ficld of law at issue, national
Judicial or administrative authorities may order providers of intermediary services 1o act
against one or more eerin-specilic items of illegal content or to provide cerlain specific
#ame-alnlormation. The national laws on the bagsis of winch such orders are issued diller
considerably and the orders are increasmgly addressed in cross-border situations. In order to
ensure that those orders can be complied with in an etTective and elTicient mannergin
particular in a cross-border context. so that the public mthonties concerned can carry out
therr tasks and the providers are not subject to any disproportionate burdens, without unduly
affecting the rights and legitimate interests of any third parties, it is necessary 1o set certain
conditions that those orders should meet and certain complementary requirements relating to
the processimg of those orders, This Regulation harmonises only certain specific
minimum _requirements for such onders, without providing a legal basis for their

issuing. The applicable Union or national law on the basis of which those orders are

md-enforecment-olf-those-orders. In cosce of non-compliance with such orders, the

issuing Member State should be able to enforce them in accordance with its national

inclading the Charter and the Trea i Uhie reed om of

enforcement of the res ivie orders is withouw! prejudice to applicable Union lesal acis

in_civil and criminal matters. The reguirements relating to the obligation to inform on
the processing of those orders, which are laid down in this Regulation, should be

subject to the rules in Chapter IV, 8 shou

aflter executing the pested actions in compliance with the deadlines set owi in the

relevant Uniom or mmtional law.
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(301 : i ities should be able to issue such orders

Member State, Orders 1o act agmnst illegal content or (o provide miormation should be

izaned in compliance with Union law, in particular the

without udice to Union law in the ficld of judicial cooperation in civil or eriminal

orders for electronic evidence in criminal matters, and o national criminal or civil
procedural law. In ggﬂmlar, the n‘hEEtlun on the Hlﬂtﬂl services Coordinator from

Digital services Coondinators may not apply in the comtext of criminal procecdings or
¢ be adapted., where such an ob ion conflicts with the applicable national

imtermeliary services to inform the recipient of the serviee may be delaved in

ace ance with the applicable laws, in cular in the ext of criminal or civil

aulation
(EU) 2016679 and the prohibition of general obligations to monitor information or to
actively seck facts or circumstances indicating illegal activity laid down in this Regulation.
The conditions and requirements laid down in this Regulation which apply to orders to act
agamst illegal content are without prejudice to other Union acts providing for similar
svslems for acling against specilic tvpes of illegal contenl, such as Regulation (EL) .../
|proposed Regulation addressing the dissemination of terrorisi content online | -Regulation
(EL) 201941020, or = Regulation (EL) 2017/2394; sr-Resulation (dE15 204004020, (hal
confers specific powers 1o order the provision of information on Member State consumer
law enforcement authorities, whilat the conditions and requirements that apply to orders 1o
provide information are withowut prejudice to other Union acts providing for similar relevant
rules for specific sectors. Those conditions and requirements should be without prejudice 1o
retention and preservation rules under applicable national law, in eenfemsie-compliance
with Union law and confidentiality requests by law enforcement authoritics related to the

pon-dhsclosure of mformation, The conditions and irements for orders o acl acainst

illeeal content und er this Resulation shoald not affect the possibility for Member

States to require a provider of intermediary services to prevent an infringement, in
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compliance with this Resulation, in_particular the prohibition of gseneral monitoring

ishlisations, and with Union law as interpreted by ithe Conrd of Justice of the En n

Lnion. Such conditions and requirements should be fulfilled af the latest when the

official linpuages of the issuing authority of the Member State. Where this language is
different from the langnage declared by the provider of intermediary services or from

another official lan of the Union, hilaterally a between the authority issuin

should be accom el a translation of at least the main elements of the order
which are set out in this Regulation.
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(31} The termionial scope of such orders 1o act against illegal content should be clearly set out on
the basis of the applicable Union or national law enabling the issuance of the order and
should nol exceed what is siricily necessary 1o achieve ils objectives. In that regard, the
national judicial or admmistrative authonty ssuing the order should balance the objective
that the order seeks o achieve, m accordance with the legal basis enabling 11 1ssuance. with

the rights and legitimate interests of all third parties that may be afTected by the order, in

particular their fundamental rights under the Charter. In particular in a cross-border

| AITELSE ! e Ll 0 RLAE Ty Ll 1L B LT L [
State, unless thoe il of the content derdves dir from Union law or the
awih considers that the rieghis at stake wire a wider tervtorial scope, in

{32y  The orders to provide imformation regulated by this Regulation concern the production of
specilic information about individual recipients of the intermediary service concerned who
are identitied in those orders for the purposes of determining compliance by the recipients of
the services with applicable Union or national rules. Such orders could reguest
information aiming to cnable the identification of the recipients of the intermediary
service concerned. Therefore, orders about information on a group of recipients of the
aervice who are not specifically identified. including orders to provide aggregate
mformation required for statistical purposes or evidence-based policy-making, should

remain unallected by the rules of this Regulation on the provision of information.
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(33)

(34)

COvrders to act agamst illegal content and to provide mformation are subject to the rules
safeguarding the competence of the Member State where the service provider addressed is
established and laying down possible derogations from thal competence in cerlain cases, sel
out in Article 3 of Directive 20003 1/EC, only if the conditions of that Article are met,
CGliven that the onders in gquestion relate Lo specilic items of illegal content and information,
respectively, where they are addressed 1o providers of intermediary services established in
another Member State, they do not in principle restrict those providers’ freedom to provide
their services across borders. Therefore, the rules set out in Article 3 of Directive

2000/ 31/EC, including those regarding the need to justify measures derogating from the
competence of the Member State where the service provider is established on certain
specified grounds and regarding the notification of such measures, do not apply in respect of

thosse orders.

In order to achieve the ohjectives of this Regulation, and in particular to improve the
functioning of the internal market and ensure a sale and transparent online environment, it is
necessary 1o establish a clear and balanced st of harmonised due diligence obligations for
providers of intermediary services. Those obligations should aim in particular to guarantee
different public policy objectives such as the safety and trust of the recipients of the service,
mecluding minors and svebersbbe-users_at particular risk of being subject to hate speech,
sexual harassments or other discriminatory actions, protect the relevant fundamental
rights enghrined in the Charter, 10 ensure meaningful accountability of those providers and
Lo empower recipients and other afTected parties, whilst facilitating the necessary oversight

by competent authorities.
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(35)

(36)

In that regard, 1t 1s imporiant that the due diligence obligations are adapted to the type, size
and nature of the intermediary service concemed. This Regulation therefore sets out basic
obligations applicable to all providers ol intermediary services, as well as additional
aohligations for providers ol hosting services and, more specilically, providers of onhine
platforms and of very large online platforms. To the extent that providers of intermediary
gervices mav fall within those different categories in view of the nature of their services and
their size, they should comply with all of the corresponding obligations of this Regulation.
Those harmonised due diligence obligations, which should be reasonable and non-arbitrary,
are needed to achieve the identified public policy concerns, such as safeguarding the

legitimate interests of the recipients of the service, addressing illegal practices and
profecting fundamental nghts enshrined in the Charter online,

In order to facilitate smooth and eflicient communications relating to malters covered by this
Regulation, providers of intermediary services should be required to establizh a single
electronic point of contact and o publish relevant information relating to thates point of
contact, including the languages to be used in such communications. The electronie point of
contact can also be used by trusted flaggers and by professional entities which are under a
specific relationship with the provider of intermediary services. In contrast to the legal
representative, the electronic point of contact should serve operational purposes and should
ol be required weeessarty-have-lo have a physical location.
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(37)

(38)

(39}

Providers of mlermediary services that are established mn a third country that offer services
in the Union should designate a sufficiently mandated legal representative i the Union and
provide information relating to their legal representatives, so as to allow for the effective
oversight and, where necessary, enforcement of this Regulation in relation 1o those
providers. It should be possible for the legal representative to also function as electronic

point of contact, provided the relevant requirements of this Regulation are comphied with.

Whilst the freedom of contract of providers of imtermediary services should in principle be
respected, it is appropriate to set certain rules on the content, application and enforcement of
the terms and conditions of those providers in the interests of transparency. the protection of

recipients of the service and the avoidance of unfair or arbitrary oulcomes.

To ensure an adequate level of transparency and accountability, providers of intermediary
services should annually report, in accordance with the harmonised requirements contained
in thiz Regulation. on the content moderation they engage in, including the measures taken
a8 & result of the application and enforcement of their terms and conditions, However, so as
te avord disproporiionate burdens, those transparency reporting obligations should not apply
te providers that are micro- or small enterprises as defined in Commission Recommendation

2003/361/EC,

L

Commission Recommendation 2003361/EC of 6 Mav 2003 concerning the definition of
micro, small and medium-sized enterprises (O 1. 124, 20.5.2003, p. 36).
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(40)  Providers of hosting services play a particularly important role in tackling illegal content
online, as they store information provided by and at the request of the recipients of the
service and typically give other recipienis access therelo, somelimes on a large scale. It is
mportant that all providers of hosting services, regardless of their size, put in place user-
riendly notice and action mechamisms that facilinate the notification of specilic iems of
information that the notifving party considers to be illegal content to the provider of hosting
services concemned (‘notice'), pursuant to which that provider can decide whether or not it

agrees with that assessment and wishes 1o remove or disable access to that content ("action’),

Such mechanisms should be at least as easy to find and wse as notification mechanisms
for content that violates the terms and conditions of the hosting service provider,

Provided the requnements on notices are met, it should be possible for individuals or entities

te notify multiple specific items of allegedly illegal content through a single notice, The
obligation to put in place notice and action mechanisms should apply, for instance, o file
storage and sharing services, web hosting services, advertising servers and paste bins, in as

far as thev qualil’y as providers of hosting services covered by this Regulation.
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(413 The rules on such nodice and actvon mechamisms should be harmomsed at Umon level, so s
te provide for the timely, diligent and objective processing of notices on the basis of rules
thal are uniform, transparent and clear and that provide for robust safeguards to protect the
right and legitimate milerests of all affected parties, in particular their fundamental nghis
guaranieed by the Charter, imespective of the Member State in which those parties are
established or reside and of the field of law at issue. The fundamental rights include_but are
not limited to. as the case mav be., the nght to freedom of expression and information. the
right to respect for private and family hife, the nght to protection of personal data, the nght
te non-discrimination and the right to an effective remedy of the recipients of the service;
the freedom to conduct a business, including the freedom of contract, of service providers;
s well as the nght 1o human digmity, the nghts of the cald, the nght to protection of
property, including intellectual property. and the right to non-discrimination of parties

alTected by illegal content,

midified and the urpency of taking action. For instance, providers can be expected to

act without delay when allegedlv illegal content involving an imminent threat to life or
safety of persons is being notified. The provider of hosting services should inform the

decision whether to act upon the notice,
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{41a)

Those mechanisms should allow Tor the submission of notices which are solTiciently

recise and adeguaicly substantiated to enahle the hostine provider concermed fo take

an informed and dilisent decision in respect of the content to which the notice relates,

W ot 5t h 5 ity
removed or aceess thereto is to be disabled. Those mechanisms should be such as to

Facilitate the provision of notices that contain an explanation of the reasons why the

notice provider considers that content to be illegal content and a clear indication of the
Where

it i mot evident to a lavperson, without any substantive analysis, that the content is

illegal, such conteént should not be removed nor should access (o it be disabled. Fxcept

for the submission of notices relating to offences referred to in Articles 3 to 7 of

Directive 2001931, it is necessary to know the identity of the notice provider, for

instance to avoid misuses or to identify alleged infringements to personality rights or
intellectual property rights.
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(42)

Whiere o hosting service provider decides to remove or disable information provided by a
recipient of the service. for instance Following receipt of a notice or acting on ils own
mitiative, imcluding exclusively by through-the-tse-of-automated means. that provider
should inform in_a clear and easily comprehensible way the recipient of 115 decision, the
rensons [or its decision and the available redress possibilities 1o comtest the decision_, in
view of the negalive consequences that such decizions may have for the recipient, including
as regards the exercise of its fundamental right to freedom of expression. That obligation
should apply irrespective of the reasons for the decision, i particular whether the action has
been taken because the information notified is considered to be illegal content or

meompatible with the applicable terms and conditions. Hesting service providers should

also publish the same information_in a publicly available structured database

maintained by the Commission. The database shoald not include the allesedly illegal

content itself or the content in fringing the terms and conditions of the service provider,

content, and should excludeing personal data. Avalable recourses 1o challenge the

decision ol the hosting service provider should always include judicial redress_in

gecord ance with the laws of the Member State concerned.
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(42a) [previowus recital 480 A _provider of hosting services s-onbne-platformmay in some
instances become aware, such as through a notice by a notifyving party or through its own
voluntary measures, of information relating lo cerlain activity of a recipient of the service,
such as the provision of certain types of illegal content, thal reasonably justily, having
regard 1o all relevant aircumstimees of which the eshpe-plattermprovider of hosting
serviees iz aware, the suspicion that the recipient may have commitied, may be committing
or 15 likely to commit a sepeus-criminal offence involving a threat to the life or safety of
person_or persons. such as offences specified in Directive 201 1'93/EU of the European
Parliament and of the Council® _In such instances, the estiwepletfemmprovider of hosting
services should inform without delay the competent law enforcement authorities of such
suspicion, providing all relevant information avalable to i, including where relevant the
content in question and an explanation of its suspicion. This Regulation does not provide the
legal basis for profiling of recipients of the services with a view to the possible identification
ol criminal offences by providers of hosting servicesenbine-platforms. Froviders of

hosting servicesOnlne-platborns should also respect other applicable rules of Timon or
national law for the protection of the rights and freedoms of individuals when informing law

enforcement authoritics.

A Directive 201 1/93/ELT of the European Parliament and of the Council of 13 December 2011
on combating the sexual abuse and sexual exploitation of children and child pomography.
and replacmg Council Framework Decision 200468/ JHA (O 1. 335, 17.12.2011, p. 1},
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(43}  To avoid deproportionate burdens, the additional obligations imposed on providers of
online platforms under this Regulation should not apply to micro or small enterprises as
defined in Recommendation 2003361/ EC of the Commission,*® unless their reach and
mmpact is such that they meet the critena to guahfy as very large online platforms under this
Regulation. The consolidation rules land down in that Recommendation help ensure that any
circumvention of those additional obligations iz prevented. The exemption of micro- and
amall enterprises from those additional obligations should not be understood as affecting
their ability 1o set up, on a veluntary basis, a system that complies with one or more of thoss

obligations.

& Commission Recommendation 2003361/EC of 6 Mav 2003 concerning the definition of
micro, small and medium-sized enterprises (O 1. 124, 20.5.2003, p. 36).
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(44}

(43)

Recipients of the service and individuals and entities that have submitted a notice should

b able to casily and effectively contest certain decisions of providers of online platforms
thal negatively aftect them. Therefore, providers of online platforms should be required 1o
provide for ntemal complaimt-handhing svstems, which meet cerlain conditions aimed at
ensuring that the systems are easily accessible and lead to swifl and Tair oulcomes, and are

subject to human review, Such svstems should epable all users to lodge 3 complaint and

should not set up formal requirements such as referral to specific, relevant legal
provisions or elaborate legal explanations. In addimon, provizion should be made tor the

possibility of out-of-court dispute settlement of disputes, including those that could not be

resolved in satisfactory manner through the intemnal complaint-handling svstems, by
certthed-authorised bodies that have the requisite independence, means and expertise to
carry oul their activities in a Far, swift and cost-efTective manner. The fees charged by the
dispute settlement bodies should be reasonable and proportionate, and assessed on a

internal complaint mechanism, an out-of-court dispute seitlement or judicial red ress,

The possibilities 1o contest decisions of providers of online platforms thus created should
complement, vet leave unaffected in all respects, the possibility to seck judicial redress in

sccordance with the laws of the Member Siate concerned.

For contractual consumer-lo-business disputes over the purchase of goods or services,
Directive 2013 11/EL of the Euwropean Parliament and of the Council®® ensures that 1 nion
consumers and businesses in the Union have access 1o qualitv-certified allernative dispute
resolution entities. In this regard, it should be clarified that the rules of this Regulation on
out-of-court dispute settlement are without prejudice to that Directive, including the right of
consumers under that Directive to withdraw from the procedure at anv stage if thev are

dissatisfied with the performance or the operation of the procedure.

Directive 2013/11/ELY of the European Parliament and of the Council of 21 May 2013 on
alternative dispute resolution for consumer disputes and amending Regulation (EC) No
200672004 and Directive 20000 227EC (O 1. 165, 18.6.2013, p. 63).
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(46)

Action agamst illegal content can be taken more quickly and rehably where providers of
online platforms take the necessary measures Lo ensure that notices submitted by trusted
ilaggers through the notice and action mechanisms required by this Regulation are treated
with prionty, withoul prejudice to the requirement Lo process and decide upon all notices
submutled under those mechanisms in a tmely, diligent and objective manner. Such trusted
Magger status should be awarded by the Digital Services Coordinator of establishment

and should be recognised by all providers of online platforms within the scope of this
Regulation. Such trusted Hagger stams should only be awarded 1o entities, and not

individuals, that have demonstrated, among other things, that they have particular expertise
and competence in tackling illegal content—Ha-theyrepresent-eotoctiveinterests and that
they work i a diligent and objective manner. Such entities can be public in nature, such as,
for terrorist content, internet referral units of national law enforcement authorities or of the
European Union Agency for Law Enforcement Cooperation (*Europol™) or they ¢can be non-
governmental organisations and private or semi-public bodies—such a5 the organisations
part of the INHOPE network of hotlines for reportmg child sexual abuse maternial and

organisations committed to notifying illegal racist and xenophobic expressions online. daF

eenditons— The rules of this Regulation on trusted flaggers should not be understood to

prevent providers of online platforms from giving similar treatment to notices submitted by
entities or individuals that have not been awarded trusted Magger status under this
Regulation, from otherwise cooperating with other entities, in accordance with the
applicable law, including this Regulation and Regulation (ELT) 2016794 ol the Furopean

Parliament and of the Council 24

M Regulation (EL) 2016/794 of the European Parhiament and of the Council of 11 May 2016
on the European Union Agency for Law Enforcement Cooperation (Europol) and replacing
and repealing Council Decisions 200937 10HA, 2009934/ THA, 2000935/ TTTA.
2009936/ JHA and 2009968 THA, OJ 1. 133, 24.5.2016, p. 53.
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(47}

The misuse of seeviees—of online platforms by frequently providing mamifestly illegal
comntent or by frequently submitting manifestly unfounded notices or complaints under the
mechanisms and sysiems, respectively, established under this Regulation undermines trust
and harms the rights and legitimate intérests of the parties concemed. Therefore, there 15 a
need o pul in place appropriate and proportionate saleguards agmnst such misuse.
Information should be considered 1o be manifestly illegal content and notices or complainis
should be considered manifestlv unfounded where it is evident to a lavperson. withowt any
substantive analvsis, that the content is illegal respectively that the notices or complainis are
uifounded. Under certain conditions, providers of online platforms should temporanly
suspend their relevant activitics in respect of the person engaged in abusive behaviour, This
15 without prejudice to the freedom by providers of online platforms to determine their
terms and conditions and establish stricter measures in the case of manifestly illegal content
related 1o serious crimes, such as child sexual abuse material. For reasons of transparency,
this possibility should be set out, clearly and m sulTiciently detail, in the terms and
conditions of the onlme platforms. Redress should always be open to the decisions taken in
this regard by providers of online platforms and they should be subject 1o oversight by the
competent Digital Services Coordinator, Providers of online platforms should send a
Lk AL LRRIRES LR :l.'.:..'l' | I.--"'-:I-l L3 il SUIRARE RN RENL NLNLRE RA LU R,
the possible suspension and the means of redress against the decision of the providers
of the online platform. The rules of this Regulation on misuse should not prevent

providers of online platforms from taking other measures 1o address the provision of illegal

confent by recipients of their service or other misuse of their services. in accordance with the
applicable Union and national law. Those rules are withouwt prejudice to any possibilily 1o
hold the persons engaged in misuse hable, mcluding for damages, provided for in Umon or

national law.
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(49)

In order to contribute to a safe, trustworthy and transparent online environment for
consumers, as well as for other imterested parties such as competing traders and holders of
miellectual property rights, and to deter traders from selling producis or services in violation
ol the apphcable rules, onbine platformsatowsvonsseptocomclade-diitaneeconirmcls
with-dradersmarket places should ensure that such traders are traceahle. The trader should
theretore be required to provide certain essential information to the provider of online
platfermmarketplace, including for purposes of promoting messages on or offering
products. That requirement should alsa be apphicable to traders that promote messages on
products or services on behalf of brands, based on underlving agreements. These online

platferme-marketplaces should store all information in a secure manner for the duration of

their contraciual relationship with the trader and & months thereafter. This is

L T L L T R L e L R T S T SR IRV | [T
information can be accessed, mn accordance with the applicable law, including on the

profection of personal data, by public authorities and private parties with a legitimate

interesl, including through the orders to provide mformation referred to in this Regulation.

Without prejudice to the definition provided for in this Regulation, sny trad er
irrespective of whether it is a natural or legal person, identificd on the basis of Article

D2 EC shoald be traceable when ofTering a produoct or service throuwsh an online

platform. Similary, the traceability of holders of domain names for the purpose of

contributine to the security, stability and resilience of domain mame syvsi which in

turn contributes to a high common level of cvbersecurity within the Union, is ensured

‘b ; RA "miiy W 175 2016/ W

the ohligation for top-level domain registries and the entities providing d omain name

registration services for the top-level domain, so-called registrars, to collect, maintain

providers to render easily, directly and permanently accessible to the recipients of the

service and competent authorities certain informmation allowing the identifcation of all

providers.
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(50}

To ensure an efficient and adequate apphication of that obligation, without imposing any

disproporiionate burdens, the providers of the online pladfoms-eoversd market places
should make reasonable efTorts to verify the reliability of the imformation provided by the

traders concerned, in particular by using freelv available official online databases and onhne
interfaces, such as national trade registers and the VAT Information Exchange System™._ or
by requesting the traders concemed to provide trustworthy supporting documents, such as
copics of identity documents, certified bank-pavment accounts’ statements, company
certihicates and trade remster certificates. They mav also use other sources. avalable for use
at a distance, which ofter a similar degree of reliability for the purpose of complying with
this obligation. However, the providers of online platfermseovered marketplaces should
i be required to engage m excessivie or costly online fact-finding exercises or to carry out
verlications on the spol. Nor should such providers sebse-plattomms. which have made the
reasonable efforts required by this Regulation, be understood as guaranteeing the reliability
of the imformation towards consumer or other interested parties. Providers of sk online
platborms marketplaces should also design and orgamise their online interface m a wav that

enahbles traders 1o comply with their obligations under Union law, in particular the
requirements set out in Articles 6 and 8 of Directive 2011/83/EU of the Evropean Parliament
and of the Couneil®’, Anticle 7 of Directive 2005/ 29/EC of the European Parliament and of
the Council®® and Article 3 of Dircetive 98/6/EC of the European Parliament and of the

Council?®,

reserye certain content for loneer perods of time, on the basis of other Union law or

mational %, in compliance with 1 nion Ly

2§
37

kL

hitps: Vec.curopa. cw'taxation_customs! vies vieshome.doPselected L anguage—en

Directive 201 1/83/EL of the European Parlioment and of the Council of 25 October 2011 on
consumer rights, amending Council Directive 93/ 13/EEC and Directive 1990 44/EC of the
European Parliament and of the Coumcil and repealing Council Directive 85/577 ERC and
Directive 977EC of the Ewropean Parliament and of the Council.

Directivie 2005 29/EC of the Evwropean Parliament and of the Council of 11 May 2005
concerming unfair business-to-consumer commercial practices in the internal market and
amending Council Directive 84430/ EEC, Directives 977 EC, 98 ITEC and 2002/65/EC of
the European Parliament and of the Council and Regulation (EC) No 2006/ 2004 of the
Europcan Parliament and of the Council (*Unfair Commercial Practices Directive’).
Directive 986/ TC of the European Parliament and of the Council of 16 February 1998 on
consumer protection in the indication of the prices of products offered 1o consumers.
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(31} In view of the particular responsibilities and obhigations of providers of onhne platfonns,
they should be made subject to transparency reporiing obligations, which apply in addition
Lo the transparency reporting obligations applicable 1o all providers of intermediary services
under this Regulation. For the purposes of determining whether online platforms may be
very large online platforms that are subject 1o certain additional obligations under this
Regulation, the transparency reporting obligations for providers of online platforms should
include certain obligations relating to the publication and communication of information on

the average monthly active recipients of the service in the Union.
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(32)

Cnhine advertisingesent plavs an important role in the online environment, ncluding in

relation to the provision of the services of online platforms, when _the service provider

receives remuncration as economic consideration for the placement of the specific

increased sule commission. Towever, online advertising ement-can contribule 1o

significant risks, ranging from advertisements thal s-Hselare themselves illegal content, 1o

contributing to financial incentives for the publication or amplification of illegal or
otherwise harmiul comtent and activities onhine, or the discnmnatory display of advertising
with an impact on the equal treatment and opportunities of citizens. In addition o the
requirements resulting from Article 6 of Directive 2000031'EC, providers of onling
platforms should therefore be required 1o ensure that the recipients of the service have
certain individualised mformation necessary for them to understand when and on whose
behall the advertisement is displaved. They should ensure that the information is salient,

LASER MUGAE NN RO TR A

unambiguouns for the avernge user. In addition. reciprents of the service should have

information on the main parameters used for determining that specilic advertis mentine is &
be-displaved to them, providing meaningtul explanations of the logic used to that end,
mcluding when thas s based on profiling. Such explanations should include information
o (he method used for displaving the advertisement = for example whether it is

contextual, behavioural or other type of advertising — amd, where applicable, the main

profiling criteria used. The regquirements of this Regulation on the provision of information
relating to advertisement is withoul prejudice to the application of the relevant provisions of
Regulation (ELT) 2016/679, in particular those regarding the right 1o object, antomated
mdividual decision-making, imcluding profiling and specitically the need 1o oblam consent
of the data subject prior 1o the processing of personal data for targeted advertising.
Similarly, it is without prejudice to the provizsions laid down in Directive 2002/58FEC in
particular those regarding the storage of information in terminal equipment and the access to
information stored therein,_Finally, this Regnlation complements the application of the

Directive 200001 5/EL which imposes measures to enable users to declare audiovisual
commercial communications in user-penerated videos.
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(33)

(34)

Criven the importance of very large online platforms, due to ther reach, in particular as
expressed in number of recipients of the service, in facilitating public debate, economic
transactions and the dissemination of information. opinions and ideas and in imfluencing
how recipients obtain and commumicate mformation online, il 18 necessary 1o iImpose
specilic obligations on the providers of those platforms, in addition Lo the obligations
applicable to all online platforms, Those additional obligations on providers of very large
online platforms are necessary to address those public policy concems. there being no

alternative and less restrictive measures that would effectively achieve the same result.

Very large online platforms may cause societal nisks, different in scope and impact from

those cavused by smaller platforms. Providers of such very large onling platforms should

societal impact and means. Once the number of recipients of a plaiform reaches a

significant share of the Union population, the systemic risks the platform poses may have a
disproportiionaleb~segstve impact in the Umon. Such signilicant reach should be
considerad to exist where the number of recipients exceeds an operational threshold set at 45

million, that is, a number equivalent to 10 % of the Union population. Aecordingly, the

number of average monthly active recipients of the service should reflect the recipients

content disseminated on the platforms” interfiace in that_period of time, The operational

threshold and methodology to determine the active recipients of an online plat form

should he kept up 1o date through amendments enacted by delegated acts, where necessary,
and reflect the nature of the service and the wav recipients of the service interact with

i Suah el G g e
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(35)

(56}

In view of the network effects charactenising the platform cconomy, the user base of an
online platform may quickly expand and reach the dimension of a very large online
platform, with the relaied impact on the internal market. This may be the case in the event of
exponential growth expenenced in shorl periods ol time, or by a large global presence and
tumover allowing the online platform o fully exploit network effects and economies of
acale and of scope. A high annual tumover or market capitalisation can in particular be an
indication of fast scalability in terms of user reach. In those cases, the Digital Services
Coordinator should be able 1o request more frequent reporting from provider of the
platform on the user base to be able 1o timely identify the moment at which that platform

should be designated as a very large onling platform for the purposes of this Regulation.

Very large online platforms srecan be used in a way that strongly influences salety online,
the shaping of public opinion and discourse, as well as on online trade. ‘The way they design
their services is generally optimised to benefit their often advertising-driven business models
and can cause socielal concerns. Jatheabrancealal (Tective and fundamental rights
based regulation and entorcement is necessary in order to —theyv-ean-setthenlasofibe
game-wihes-cffoctively identifyise and mitigatesss the risks and the socictal and
economic harm that mav arisethev-eaesuse, Lnder this Regulation, providers of very

large online platforms should therefore assess the systenie nsks stemming from the

functioning and use of their service. as well as by potential misuses by the recipients of the

service, and take appropriate mitigating measures.

1145921 LS, TM/ ech 48
ANNEX ECOMP.3.A LIMITE EN



(57)

Three categories of sysiemic nsks should be assessed m-depth. A limst calegory concerns the
risks associated with the misuse of their service through the dissemination of illegal content,
such as the dissemination of child sexual abuse matenal or illegal hate speech, . and the
conduct of illegal activities, such as the sale of products or services prolibited by Lmon or
national law, mcluding counterfeil products. For example, and withoul prejudice 1o the
personal responsibility of the recipient of the service of verv large online platforms for
possible illegality of his or her activity under the applicable law, such dissemination or
activities may constiute a significant svstematic risk where access to such content may be
amplified through accounts with a particularly wide reach. A second category concems the
impact of the service on the exercise of fundamental rights, as protected by the Charter of
Fundamental Rights, meludmg the freedom of expression and information, the nght 1o
private life. the nght o non-discrimination and the rights of the child. Such risks may arise,
for example, in relation to the design of the algorithmic syvstems used by the very large
online platform or the misuse of their service through the submission of abusive nolices or
other méthods for silencing speech or hampenng competiion. A third category of nsks
concemns the intentional and. oflentimes, coordinated-manipulation of the platform’s service,
with a foreseeable impact on health, civie discourse, electoral processes, public security, and
protection of minors, having regard to the need to safeguard public order, protect privacy
and fight fraudulent and deceptive commercial practices. Such risks may arise, for example.
through the creation of fake accounts, the use of bots, and other automated or partially
automated behaviours, which may lead to the rapid and widespread dissemmation of
mformation that is illegal content or incompatible with an online platform’™s terms and

conditions,
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(38)

Providers of vAery large online platforms should deploy the necessary means to diligently
mitigate the systemic risks identified in the nsk assessment. Theyervtarge-online
phatforms should under such mitigating measures consider, for example, enhancing or
otherwise adapting the design and Nmctiomng ol their content moderation, algonthmc
recommender systems and online interfaces, so that they discourage and limit the
digszemination of illegal content, adapting their decizion-making processes, or adapting their
terms and conditions. They may also include corrective measures, such as discontinuing
advertising revenue for specific content, or ather actions, such as improving the visibility of
authoritative information sources. Providers of v¥erv large online platforms may reinforce
their internal processes or supervision of any of their activities, in particular as regards the
detecthion of systemic nsks. They may also imitiale or increase cooperation with trusted
Maggers, organise training sessions and exchanges with trusted Magger organisations, and
cooperale with other service providers. including by intialing or joining existing codes ol
conduct or other sell~regulatory measures. the a ) 1 i
measures, providers can consider, where appropriate. industiy best practices,
including as established through self re tory cooperation, codes of conduct, as well
as puidelines from the Commission. Any measures adopted should respect the due

diligence requirements of this Regulation and be effective and appropriate for nutigating the

specific risks identified, in the interest of safeguarding public order, protecting privacy and
fighting fraudulent and deceptive commercial practices. and should be proportionate in light
of the werstpse-srbre-pbabbamms cconomic capacity provider of the very large online
platform and the need o avoid unnecessary restrictions on the use of their service, taking
due account of polential negative elfecis on the fundamenial nghis of the recipients of the

SeTVICe,
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(39  Prowiders of v¥erv large online platforms should, where appropriate, conduet their nsk
assessments and design their nsk mitigation measures with the mvolvement of
representatives of the recipients of the service, representatives ol groups polentially

mpacted by their services, independent experts and cival society organisations._In the

ssessment on whether 8 measare is reasonahle, proportionate and efMective, special

consideration should be given to the right to frecdom of expression,

(60} Given the need to ensure venfication by independent experts, providers of very large online
platforms should be accountable, through independent auditing, for their compliance with
the obligations laid down by this Regulation and, where relevant, any complementary
commitments undertaking pursuant 1o codes of conduct and crises protocols. They should
give the auditor access o all relevant data necessary o perform the audit properly,
including, where appropriate, to data related to algorithmic systems. Auditors should
also be able to make use of other sources of ohjective information, including studies by
velled researchers. Audits should be performed according to best industry practices,
with due regard, as appropriate, to amliting standards and guidelines. Auditors should

guarantee the confidentiality, security and integnty of the information, such as trade secrets,

that they obtain when performing their tasks and have the necessary expertise in the arca of
risk management and techmcal competence o audit algorithms. Auditors should be
mdependent. so as to be able 1o perform their tasks in an adequate and trustworthy manner.

It their independence_ and fechnical competence 1= not bevond doubi, they should resign or

ahstain from the audit engagement
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(61} The audit report should be substantiated, so as to give a meanmglul account of the activilies
undertaken and the conclusions reached. It should help inform, and where appropnate
suggest improvemenis 1o the measures taken by the providers of the very large online
platform 1o comply with their obligations under this Regulation. "The report should be
transmitted 1o the Digital Services Coordinator of establishment and the Board witheut
delawithin 30 days following the adoption of the audit implementing report, together
with the risk assessment and the mitigation measures, as well as the platform_provider's
plans for addressing the audit’s recommendations. The repont should include an audn
opinion based on the conclusions drawn from the audit evidence obtained. A positive
opinion should be given where all evidence shows that the very large onling platform
complics with the ohligations laid down by this Regulation or, where applicable, any
commitments it has underiaken pursuant o a code of conduct or enisis protocol, in particular
by identifying, evaluating and mitigating the systemic risks posed by its system and services.
A positive opinion should be accompamed by comments where the auditor wishes o mclude
remarks that do nol have a substantial elfect on the outcome of the audit. A negative opimion
should be given where the auditor considers that the very large online platform does nol

comply with this Regulation or the commitments undertaken.
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(62) A core part of a very large online platform’s busimess s the manner m which mformation is
priortised and presented on its online interface 1o Tacihitate and optimise access (o
mformation for the recipients of the service. This is done, for example. by algorithmically
suggesting, ranking and priontising information, distingunshing through 1ext or other visual
representalions, or otherwise curating information provided by recipients. Such
recommender syslems can have a gignificant impact on the ability of recipienis to retrieve
and interact with information online. Thev also play an important role in the amplification of
certain messages, the viral dissemination of information and the stimulation of online
behaviour. Consequently, in addition to obligations on assessment and mitigation of
risks, providers of very large online platforms should ensure that recipients are
approprisely informed, and can influence the information presented 1o them. They should
clearly present the main parameters for such recommender sysiems in an easily
comprehensible manner to ensure that the recipients understand how information is
pricnitised for them. They should also ensure that the recipients enjoy allemative options for
the mun parameters. ncluding options that are nol based on profiling of the recipient

(63)  Advertising systems used by very large onling platforms pose particular risks and require
further public and regulatory supervision on account of their scale and ability to target and
reach recipients of the service based on their bebaviour within and outside that platform’s

online interface. Providers of vWery large online platforms should ensure public access o

repositories of advertisements displaved on their online interfaces to facilitate supervision
mnd research into emerging risks brought about by the distribution of advertising online, For
example in relation to illegal adverntisements or manipulative techniques and disinformation
with a real and foreseeahle negative impact on public health, public security, civigh
discourse, political participation, and equality. Repositories should include the content of
advertisements and related data on the advertiser and the delivery of the advertisement, in

particular where targeted advertising is concerned.
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(64}  In order to appropriately supersse-monitor amd assess the compliance of very large online
platforms with the obligations laid down by this Regulation, the Digital Services
Coordinator of establishment or the Commission may require access 1o or reporiing off
specilic data. Such a requirement may mclude, for example, the data necessary 1o assess the
risks and possible harms brought about by the platform’s systems, data on the accuracy,
functioning and testing of algorithmic systems for content moderation, recommender
svstems or advertising svstems, induding, where appropriate training data and
algorithms. or data on processes and outputs of content moaderation or of mtemal
complaint-handling systems within the meaning of this Regulation. Such data access

ecilic information about individual

wests o not inclode wests to prodoce s

recipients of the service for the purpose of determining compliance of the recipients

with other applicable U nion or national law. Investigations by researchers on the

evolution and severity ol online systemic risks are particularly important for bridging

mformation asymmeltries and establishing a resihent system of risk mitigation, informing
online platforms, Digial Services Coordinators, other competént authorities, the
Commission and the public. This Regulation therefore provides a framework for compelling

access to data from very large online platforms to vetted-rescarchers v 3

Commission. All requresrents-requests for access to data under that framework should be

proportionate and appropriately protect the nghts and legitimate iterests, including trade
secrels and other confidential information, of the platform and any other parties concemed,

ncluding the recipients of the service.

11459/21 LS, T™/ech 54
ANNEX ECOMP.3.A LIMITE EN



(65)

(66)

Criven the complexity of the functioning of the systems deploved and the systemic nisks they
present 1o society, providers of very large online platforms should appoint comphance
officers. which should have the necessary qualifications 1o operationalise measures and
monitor the comphance with this Regulation within the platform_provider s orgamisation.
Poowiders of v¥ery large online platforms should ensure that the complhance ofTicer 15

involved, properly and in a timely manner, in all issues which relate 1o this Regulation

including in the risk assessment and mitigation strategy and specific measures, as well

.
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very large online platform provider under the codes of conduct they subscribe to. In

view of the additional risks relating to their activitics and their additional obligations under

this Regulation, -
semplemeted-by-additional iransparency requirements spphesble-should apply specifically
Lo wery large onlime platiorms, notably to report comprehensively on the nsk assessments

performed and subsequent measures adopted as provided by this Regulation.

To facilitate the effective and consistent application of the obligations in this Regulation that
may require implementation through technological means. it is important to promaote
voluntary industry standards covering certam technical procedures, where the industry can
help develop standardised means to comply with this Regulation, such as allowimg the
submission of notices, including through application programming interfaces, or about the
interoperability of advertisement repositories. Such standards could in particular be useful
for relatively small providers of intermediary services. The standards could distinguish
between different tvpes of illegal content or different types of intermediary services, as

appropriate.
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(67)

(o5)

(69}

The Commussion and the Board should encourage the drawing-up of codes of conduct to
contribute to the application of this Regulation. While the implementation of codes of
conduct should be measurable and subject to public oversight. this should not impair the
voluntary nature of such codes and the freedom of inlerested parties o decide whether 1o
participate. In certam circumstances, it 15 mnporiant that providers of very large online
platforms cooperate in the drawing-up and adhere to specific codes of conduct, Nothing in
this Regulation prevents other service providers from adhenng to the same standards of due
diligence, adopting best practices and benefitting from the guidance provided by the
Commission and the Board, by participating in the same codes of conduet.

It 15 appropriate that this Regulation wdentily cerlam areas of consideration Tor such codes of
conduct. In particular, risk mitigation measures conceming specific types of illegal content
should be explored via self- and co-regulatory agreemenis. Another area for consideration is
the possible negative impacts of svatemic rnisks on zociety and democracy, such as
disinformation or manipulative and abusive activities. This includes coordinated operations
aimed at amplitying information, including disinformation, such as the use of bots or fake
accounts for the creation of fake-inaccurate or misleading information, sometimes with a
purpose of obaining cconomic gain, which are particularly harmful for vulnerable recipicnts
of the service, such as children. In relation Lo such areas, adherence to and compliance with
a given code of conduct by a very large online platform may be considered as an appropriale
risk mitigating measure. The refusal without proper explanations bv a provider of an online
platform of the Commission’s invitation to participate in the application of” such a code of
conduct could be taken into account, where relevant, when determuming whether the online

platform has infringed the obligations laid down by this Regulation.

The miles on codes of conduct under this Regulation could serve as a basis For already
established self-regulatory efforts al Union level. including the Product Safety Pledge, the
Memorandum of Understanding against counterfeit goods, the Code of Conduct against
illegal hate speech as well as the Code of practice on disinformation. In particular for the
latter, the Commission will issue guidance lor sirengthening the Code of practice on

disinformation as announced in the European Democracy Action Plan.
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(70}

(71}

The provision of online advertising generally mvolves several actors, meluding intermediary
services that conmect publishers of advertising with advertisers. Codes of conducts should
support and complement the transparency obligations refaling 1o advertisement for online
platforms and very large online platforms set oul in this Regulation in order to provide for
flexible and effective mechanisms to [acilitate and enhance the compliance with those
ohligations, notably as concems the modalities of the transmission of the relevant
information. The involvement of a wide range of stakeholders should ensure that those
codes of conduct are widely supporied, technically sound, effective and offer the highest
levels of user-friendliness to ensure that the transparency obligations achieve their

abjectives.

In case ol extraordinary circumstances alfecting public secunty or public health, the
Commission may initiate the drawing up of crisis prolecols 1o coordinale a rapid. collective
and cross-border response in the online environment. Extraordinary circumstances may
entail any unforeseeable event, such as earthgquakes, hurmicanes, pandemics and other serious
cross-border threats to public health, war and acts of terrorism, where, for example, online
platforms may be misused for the rapid spread of illegal content or disinformation or where
the need anses for rapid dissemination of reliable information. In light of the mportant role
of very large online platforms i disseminating information in cur societies and across
borders. such platform providers should be encouraged in drawing up and applving specilic
crisis protocols, Such crisis protocols should be activated only for a limited period of time
and the measures adopled should also be limited to what is strictly necessary 1o address the
extraordinary circumstance. Those measures should be consistent with this Regulation, and
shonld not amount to a general obligation for the panticipating providers of very large
online platforms to monitor the information which thev transmit or store, nor actively to

seck facts or circumstances indicating illegal content.
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(72)

(73}

The task of ensuring adequate oversight and enforcement of the obligations lud down m this
Regulation should in principle be attributed 1o the Member States. To this end, they should
appoint al least one authorily with the task to apply and enforce this Regulation, without
prejudice to the possibility to appoint an existing authority. Member States should
however be able to entrust more than one competent authonty, with specilic supervisory or
enforcement tasks and compelences conceming the application of this Regulation, for
example for specific sectors, such as electronic communications” regulators, media
regulators or consumer protection aunthormies, reflecting therr domestic constiutional,

orgamsational and administrative structure, where alse existing authorities may be
empowered with these tasks

Ciiven the cross-border nature of the services al stake and the horzontal rnge of obligations
miroduced by this Regulation, the-one authority appointed with the task of supervising the
application and, where neceszary, enforcing this Repulation should be identified as a Digital
Services Coordinator in each Member State. Where more than one competent authonty s
appounted 1o apply and enforce this Regulation, only one authority in that Member State
should be identified as a Digital Services Coordinator. The Digital Services Coordinator
should act as the single contact pomnt with regard to all matters related 1o the application of
this Regulation for the Commission, the Doard, the Digital Services Coordimators of other
Member States, as well as for other competent authorties of the Member State in question,
In particular, where several competent authorities are entrusted with tasks under this
Regulation in a given Member State, the Digital Services Coordinator should coordinate and

cooperate with those authorities in accordance with the national law setting their respective

authordties in the exervise of their tasks, the Digital Services Coordinator—asd should

ensure effective mmvolvement of all relevant competent authoritics and should timely

report their assessment n the_context of cooperation on supervision and enforcement al

Ui level,
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(74)  The Dhgital Services Coordinator, as well as other competent authonties designated under
this Regulation, play a crucial role in ensuning the effectiveness of the rights and obligations
laid down i this Regulation and the achievement of its objectives. Accordingly, il is
necessary Lo ensure thal those authonties act m complete independence from private and
public bodies, without the obligation or possibility to seek or receive instructions, including
from the government, and without prejudice 1o the specific duties 1o cooperate with other
competent authorities, the Digital Services Coordinators, the Board and the Commission. On
the other hand, the independence of these authorimies should not mean that they cannet be
subject, in accordance with national constitutions and withowt endangering the achievement
of the objectives of this Regulation, to-natensl-contrel-ar-menttorng-proportionate
accountability mechamsms regarding their linancial expendifure orte-judietal-review o
Heerthevshoutd-noi-have-tho-posstib-ta-sonssli-reporting to the national pardiaments.
It should also not prevent the exercise of judicial review, or the possibility to consult or
regularly exchange views with other national authorities, including law enforcement

authonties or crisis management authonties, where appropriate.

{75y Member States can designate an existing national authority with the function of the Digital
Services Coordinator, or with specific tasks to apply and enforee this Regulation, provided
that any such appointed authonity complies with the requirements laid down in this
Regulation, such as in relation o its independence. Moreover, Member States are in
principle not precluded from merging functions within an existing authority, in accordance
with Union law. The measures 1o that effect may include, imter alia, the preclusion to dismiss
the President or a board member of a collegiate body of an existing authority betore the
expiry of their terms of office, on the sole ground that an institutional reform has taken place
invelving the merger of different functions within one authority, in the absence of anv rules
guaranteeing that such dismissals do not jeopardise the independence and impartiality of

siich members.
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(76)

In the absence of a general regquirement for providers of mtermediary services Lo ensure a
physical presence within the territory of one of the Member States, there 15 a need 1o ensure
clanity under which Member State’s jurisdiction those providers fall for the purposes of
applving and enforcing the_ obligations set out in this Regpulation fbestad-dovaw

Ehapters-Hl-and - PEby the national competent authorties, including judicial remedies
against their decisions, in accordance with Chapter IV of this Regulation. This

jurisdiction is therefore without prejudice to the roles of intermational private law

applicable to obligations applicable to intermediary providers pursuant to other Union

law o mational law in complinnee with Union law, 1t alse applies only o the oblisations

placed by this Besulation upon intermediary services to inform the issuing authority of

the effect given to the orders to act against ilegal content and orders to provide

information adoepted in accordance with this Regulation, but not to the order itself, A

provider should be under the junsdiction of the Member Slate where itls main establishment

15 located, thal 15, where the provider has ils head office or registered oflice within which the
principal financial functions and operational control are exercised. In respect of providers
that do not have an establishment in the Union but that offer services in the Union and
therefore fall within the scope of this Regulation, the Member State where those providers
appointed their legal representative should have jurisdiction, considering the function of
legal representatives under this Regulation. In the imterest of the effective application of this
Regulation, all Member States should, however, have junsdiction in respect of providers thal
Failed to designate a legal representative, provided that the provider is not subject to
enforcement proceedings for the same facts by another Member State-Hhe-priseiple-of
e rdenp-respeeted. To that mim, each Member State that exercises jurisdiction in
respect of such providers should, without undue delay. inform all other Member States of
the measures they have taken in the exercise of that jurisdiction through the common
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pursuant to this Regulation.
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(77 Member States should provide the Dnigital Services Coordimator, and any other competent
authority designated under this Regulation, with sufTicient powers and means to ensure

elfective investigation and enforcement. This includes the power of competent authorities

given alleged infringement, should not go bevond what is necessary to ensure that

m._Digital Services Coordinators
should mn particular be able 1o search for and obtam information which 2 located mn its
territory, including in the context of joint investigations, with due regard to the fact that
oversight and enforcement measures concerning a provider under the jurisdiction of another
Member State should be adopted by the Dhgital Services Coordmator of that other Member

State, where relevant in accordance with the procedures relating to cross-border cooperation.

(T8)  Member States chould st out in their national law, in accordance with Union law and in
particular this Regulation mnd the Charter, the detailed conditions and limits for the exercise
of the investigatory and enforcement powers of their Digital Services Coordinators, and

other competent authorities where relevant, under this Regulation.
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(79)

(80)

In the course of the exercise of those powers, the competent authonties should comply with
the applicable national rules regarding procedures and matiers such as the need for a prior
Judicial authorisation Lo enter certain premises and legal professional privilege. Those
provisions should in particular ensure respect for the fundamental rights 1o an effective
remedy and 1o a far trial, including the rights of defence, and, the right to respect lor private
life. In this regard, the guarantees provided for in relation to the proceedings of the
Commission pursuant to this Regulation could serve as an appropriate point of reference. A
prior, fair and impartial procedure should be guaranieed before taking any final decision.
including the right to be heard of the persons concerned, and the right to have access to the
file, while respecting confidentiality and professional and business secrecy, as well as the
obligation to give meaningful reasons For the decisions. This should not preclude the wking
of measures, however, in duly subsiantiated cases of urgency and subject to appropriate
conditions and procedural arrangements. The exercise of powers should also be
proportionate Lo, inter alia the nature and the overall actual or potential harm caused by the
nlringement or suspected infnngement. The competent authoribies should m principle ake
all relevant facts and circumstances of the case into account, including information gathered

by competent authorities in other Member States.

Member States should ensure that violations of the obligations laid down in this Regulation
can be sanctioned in a manner that is efTective, proportionale and dissuasive, taking into
account the nature, gravity, recurrence and duration of the violation, in view of the public
intereést pursued, the scope and Kind of activities camied oul, as well as the economic
capacity of the infringer. In particular, penalties should take into account whether the
provider of intermediary services concermed svstematically or recurrently fails to comply
with itz obligations stomming from this Regulation, as well as, where relevant, whether the

provider is active in several Member States.
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(81)

(82}

In order to ensure effective enforcement of this Regulation, mdividuals or representative

organisations should be able to lodge any complaint related to compliance with this

Regulation with the Digital Services Coordinator in the territory where they received the
service, without prejudice to this Regulation’s rules on jurisdiction_and to the applicable

rles on handling of complaints in accordance with national principles of sood

administration. Complaints gehould provide a faithful overview of concerns related to a

particular intermediary service provider's compliance and could also inform the Digital
Services Coordinator of any more cross-cutting issues. The Digital Services Coordinator
should involve other national competent authorities as well as the Digital Services
Coordinator of another Member State, and in particular the one of the Member State where
the provider of intermediary services concemed 15 estabhished, 1f the ssue requires cross-

border cooperation.

Member States should ensure that Digital Services Coordinators can take measures that are
effective in addressing and proportionate 1o certain particularly serious and persistent
mfringements. Especially where those measures can affect the rights and interests of third

partics, as may be the case in particular where the access to online interfaces is restricted. it

1= appropriate to reguire that the measures be-erdered-bra-eampetenty

B e A L S E e BT S R BT '-.uhj:n.,t to additional safeguards. In particular,
third parties potentially affected should be afforded the opportunity to be heard and such
orders should only be issued when powers to take such measures as provided by other acts
of Union law or by national law, for instance 1o protect collective interesis ol consumers, Lo
ensure the prompt removal of web pages containing or disseminating child pormography, or
to disable access to services are being used by a third party to infringe an intellectual

property right, are not reasonably available.
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(83}  Such an order o restnet access should not go beyond what 1s necessary o achieve ils
objective. For that purpose, it should be temporary and be addressed in principle 1o a
provider of inlermediary services, such as the relevant hosting service provider. internel
service provider or domain registry or registrar, which 1 in a reasonable position Lo achieve

that objective without unduly restricting access 1o lawlul information.

(84} The Digital Services Coordinator should regularly publish, for example on its website, a

report on the activities carmied out under this Regulation. Given that the Digital Scrvices
Coordinator is also made aware of orders to take action against illegal content or 1o provide
mformation regulated by this Regulation through the common information sharing system,
the Digital Services Coordinator should melude m s annual report the number and
categories of these orders addressed to providers of miermediary services issued by judicial

and administrative authorities in its Member State.
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(83)

WhereaThe Dhgital Services Coordinator_ of destination, in_particular on the hasis of
complaints received or of the input of sther national competent authorities where
appropriate, or the Board in case of issues involving more than three Member States,
should be able to Fegquestask s apotherthe Digial Services Coordinalor of establishment

to lakhe investigatory or enforcement actions with regand (o a provider under its
jurisdiction, including with regard to alleged infringements of one of the provisions of

requesting Dhgral Services Coordinator, or the Baard m ease it msued a recommendation 1o
assess 1ssues invelving more than three Member States, should be able to refer the matter 1o
the Commission in case of anv disagreement as to the assessments or the measures taken or
proposced or a failure to adopt any measures_in accordance with this Repulation, The
Commission, on the basis of the information made available by the concerned authontics

ion. should

accordingly be able Lo request the competent Digntal Services Coordinator 1o re-assess the

matter and take the necessary measures 1o ensure compliance with this Regulation within a

defined time period. This possibility is without prejudice to the Commission’s general duty
to oversee the application of, and where necessary enforce, Union law under the control of
the Court of Justice of the Evropean Union in accordance with the Treaties. A failure by the
Digital Services Coordinator of establishment io take sss-the necessary measures pursuant
to such a request may also lead to the Commission’s intervention under Section 3 of Chapter
IV of this Regulation, where the suspected imfringer 15 a provider of very large online

platform.

11459/21 US, TM/ ech 63
ANNEX ECOMP.3.A LIMITE EN



(86)

(¥7)

(¥5)

In order to facilitate cross-border supervision and investigations of obligations laid down in
this Regulation involving several Member Staies, the Digital Services Coordinators should
be able o participate, on a permanent or lemporary basis, in joint oversight and investigalion

activities concermng matlers covered by this Regulation. Those activities may melude the

Digital Services Coordinators of establishment of the specific provider concerned, as

well as other competent authorities and may cover a variety ol issues, ranging from
coordinated data gathering exercises to requests for information or inspections of premises,
within the limits and scope of powers available 1o each participating authority. The Board
may be requested 1o provide advice in relation to those activities, for example by proposing
roadmaps and timelines for activitics or proposing ad-hoc task-forces with participation of

the authomnibies invalved,

In view of the particular challenges thal may emerge in relation o assessing and ensuring a
very large online platform’s compliance, for instance relating to the scale or complexity of a
suspected mirmgement or the need for particular expertise or capabilities at Union level.
Digital Services Coordinators should have the possibilny to request, on a voluntary basis,
the Commission to intervene and exercise its investigatory and enforcement powers under

this Regulation.

In order 1o ensure a consistent application of this Regulation, 1l s necessary o Sel up an
independent advisory group at Linion level, which should support the Commizsion and help
coordinate the actions of Dugital Services Coordinators. That European Board for Digital
Services should consist of the Digital Services Coordinators, without prejudice 1o the
possibility for Digital Services Coordinators to invite in its meetings or appoint ad hoe
delegates from other competent authorities entrusted with specific tasks under this
Regulation, where that 15 required pursuant to their national allocation of tasks and
competences. In case of multiple participants from one Member State, the voting right

should remain limited (o one representative per Member Stale.
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(89)

(20}

(21)

(92)

The Board should contnbute to achieving a common Union perspective on the consistent
application of this Regulation and to cooperation among competent authonties, mcluding by
advising the Commission and the Digital Services Coordinators about appropriate
mveshigation and enforcement measures, mn particular vis a vis the providers of very large
onling platforms. The Board should also contribute 1o the drafling of relevant tlemplates and
codes of conduct and analyze emerging general trends in the development of digital services

in the Union.

For that purpose, the Board should be able 1o adopt opinions, requests and recommendations
addressed to Digital Services Coordinators or other competent national authorities. While
not legally inding, the decision to deviale therefrom should be properly explamed and
could be taken into account by the Commission in assessing the complimce ol the Member

State concerned with this Regulation.

The Board should bring together the representatives of the Digital Services Coordinators and
possible other competent authoritics under the chammanship of the Commission, with a view
Lo ensuring an assessment of matters submitied to it in a fully Evropean dimension. In view
of possible cross-cutting elements that may be of relevance for other regulatory frameworks
al Union level, the Board should be allowed 1o cooperate with other Union bodies, offices,
agencies and advisory groups with responsibilities in fields such as equality, including
gender equality-hebwsenwamen-and-men, and non-discrimination, data proection,
clectronic communications, audiovisual services, detection and investigation of frauds
against the EU budget as regards custom duties, seconsumer protection,or competition

law, as necessary for the performance of its tasks,

The Commission, through the Chair, should pariicipate in the Board withoul voting rights.
Through the Chair, the Commssion should ensure that the agenda of the meetings is sel in
accordance with the requests of the members of the Board as laid down in the rules of

procedure and in compliance with the duties of the Board laid down in this Regulation.
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(93)

(94)

(95}

In view of the need o ensure support for the Board’s activities, the Board should be able 1o
rely on the expertise and human resources of the Commission and of the competent national
authorities. The specitic operational arrangements for the mtemnal functioning of the Board

should be furher specilied in the rules of procedure of the Board.

Given the imponance of very large online platforms, in view of their reach and impact, their
failure to comply with the specific obligations applicable to them may affact a substantial
number of recipients of the services across different Member States and may causc large

societal harms, while such failures may also be particularly complex to identify and address.

In order to address those public policy concems it is therefore necessary to provide for a
common svetem of enhanced supervizsion and enforcement at Union level. Once an
infringement of one of the provisions of this Repulation that solely apply 1o very large
online platforms has been identiftedasceriained and, where necessary, sanctioned, for

nstance prrstart-following te individual or joint investigations, audits’ reportsng oF

complaints,
recommendation of the Commilssion oF of the Board to investigate the matter, the

Digital Services Coordinator of establishmenl, upen-is-ows-rmtiative-orapon-the-Board-
sebvieeshould also request the provider of such platform to draw a detailed action plan

to remedy any effect of the infringement. It should also monitor any subsequent measure
laken by the provider of very large online platform concerned as sel oul in ils action plan.

That Dugital Services Coordinator should et e

p-cstablish whether those
measures are sufficient to address the infringement. At the end of that procedure, it should
inform the Board, the Commission and the platform concerned of its views on whether or
niod that platform addressed the mfrmgement, specifymg in particular the relevant conduct
and its assessment of any measures takens The Digital Services Coordinator should perform

its role under this common system in a imely manner, involving other competent

authorities where appropriate, and taking utmost account of any opinions and other advice

of the Board and of the Commission. when deciding and providing justification for any

i,

course of action in the context of the enhanced superyis
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(96)

Whiere the mfrimgement of the provision that solely apphies to very large online platfonns is
ol effectively addressed by the provider of such #het platform pursuant to the action plan,
anly-the Commission may, on ils own initiative or upon advice of the Board, decide 1o
further mvestigate the infrngement concerned and the measures thal the platbess provider
has subsequently taken. by taking over from te-the-exelusion-ofthe Digital Services
Coordinator ol establishment_the adoption of the additional measures necessary to
ensure compliance. After having conducted the necessary investigations, the Commission
should be able to issue decisions finding an infringement,_or a persisting infringement, and

inposing sanctions in respect of providers of very large online platforims where that 1s
Justified. It should also have such a possibility to intervene in cross-border situations where
the Dhgital Services Coordinator of estabhishment did not take the necessarvesy measures
despite the Commission™s request, or in situations where the Digital Services Coordinator of

establishment itsell requested lor the Commission to intervene, in respect of an infringement

of anv other provision of this Regulation semsstted concerning by a very large online
platiorm.
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(97 In_order to effectively perform its tasks, Fthe Commission should maintain g margin of
discretion as to the decision remamtresto-destdevhothesornei-Hvwashes-1o intervene

any of the situations where il is empowered to do so under this Regulation. Once the
Commission imbiated the proceedings, the Digital Services Coordinators of estabhshment
concemed should be precluded [rom exercising therr investigatory and enforcement powers

in respect of the relevant conduct of the provider of the very large online platform

concernaed, 50 as to avoid duplication, inconsistencies and nisks from the viewpoint of the
principle of we brs (n idem. However, in the interest of effectiveness, those Digital Services
Coordinators should not be precluded from exercising their powers either to assist the
Commission, at its request in the performance of its supervisory tasks, or in respect of other
conduct, mcluding conduct by the same provider of the very large online platform that 1s
suspected to constitule a new infringement. Those Digital Services Coordinators, as well as
the Board and other Digital Services Coordinators where relevant, should provide the
Commission with all necessary information and assistance to allow it to perform its tasks
ellectively, including information gathered in the context of formal investigations as
will as in the context of other data gathering or data access exercises, —whilsd

el onversely the Commission should keep them informed on the exercise of its powers as
appropriate. In that regard. the Commussion should, where appropriate, take account of any
relevant assessments carried out by the Board or by the Digital Services Coordinators
concemned, including fines already imposed, and of any relevant evidence and infermation
gathered by them, without prejudice (o the Commission’s powers and responsibality to camry

oul additional investigations as necessary.

(98) In view of both the particular challenges that may arise in secking to ensure compliance by
providers of verv large onling platforms and the importance of doing so effectively,
considering their size and impact and the harms that they may cause, the Commission should
have strong investigative and enforcement powers to allow it to investigate, enforce and
monitor certain of the rules laid down in this Regulation, in full respect of the principle of

proportionality and the rights and interests of the affected parties.
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(99} In particular, the Commission should have sceess to any relevant documenits, data and
mformation necessary to open and condual investigations and to monitor the compliance
with the relevant obligations laid down in this Regulation, irrespective ol who possesses the
documents, data or information in guestion, and regardless of their form or format, their
storage medium, or the precise place where they are stored. The Commuission should be able

1o directly require that the provider of the very large online platform concemed or relevand

third parties. or than individuals, provide anv relevant evidence, data and information. In
addmon, the Commission should be able to request any relevant information from any
public authority, body or agency within the Member State, or from any natural person or
legal person for the purpose of this Regulation. The Commission should be empowered to
require access o, and explanations relating to, data-bases and algonthms of relevant
persons, and Lo interview, with their consent. any persons who may be in possession of
wseful information and to record the statements made. The Commission should also be
empowered o undertake such mspections as are necessary Lo énforce the relevant provisions
of this Regulation. Those mvestigalory powers aim o complement the Commussion’s
possibility 1o ask Digital Services Coordinators and other Member States” authorities for

msistance, for instance by providing information or in the exercise of those powers.

{(99a)  Interim measures can be an important tool (o ensure that, while

ine. the infrineement being investipgated does not lead to sedous and irrepacahle

Commission at the end of the proceedings, The Commission should therefore have the
power to impose interim mepsures hy decision in the context of procegdings opened in

in cases where the Commission has made a prima Facie Nindine of infrineement of

obligations concerning very large online platforms and where there is a risk of serious

dama rreci of the service. A decision imposing interim measures should only

b valid For a s Nied period. eithe itil the conclusion of the W 5 by il

{Commission. or for a fixed time period which can be renewed insofar as i s necessary

and appropriate.
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(100 Comphance with the relevant obligations imposed under this Regulation should be
enforceable by means of fines md periodic penalty payments. To thal end, appropriate levels
of fines and periodic penalty payments should also be laid down for non-compliance wilh

the obhigations and breach ol the procedural rules, subject to appropriate hmitation pernods,

The Court of Justice should have unlimited jurisdiction in respect of fines and penalty

PavInenis,

(101} The provider of the verv large onling platforms concemed and other persons subject to the
exercise of the Commission’s powers whose interests may be affected by a decision should
be given the opportunity of submutting their observations beforehand. and the decisions
taken should be widely publicised. While ensuring the nghis of defence of the parties
concermed, i particular, the right of access (o the file, 1t 15 essential that confidential
information be protected. Furthermore, while respecting the confidentiality of the
information, the Commission should ensure that any information relied on for the purpose of
ils decision 15 disclosed 1o an extent that allows the addressee of the decision to understand

the facts and considerations that lead up to the decision.

{(101a) The effective enforcement and monitordng of this Repulation requires a seamless and

implementing act. The information sharing svstem may be hased on existing internal

market tools, to the extent that they can mect the ol ives of this Resulation in a cost-

effective manner.
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(101bh) Without prejudice to the rights of recipients of intermediary services to turm o a

representative in accordance with the Divective (EL) 202001828 of the Furopean

Parliament and of the Council of 25 November 2020 on representative actions for the

person or a public body to exercise their rights provided for in this Regulation.

(102} In the imerest of effectivencss and efficiency, in addition to the general evaluation of the
Regulation, to be performed within five years of entry into force, afier the mnitial start-up
phase and on the basis of the first three vears of application of this Regulation, the
Commission should also perform an evaluation of the activities of the Board and on its

slructure,

(103} In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission. Those powers should be
excreised i accordance with Regulation (EL) Mo 182/2011 of the European Parliament and

of the Council??.

" OF L 409, 4.12.2020, p. 1.

" Regulation (ELT) No 182/2011 of the Ewropean Parliament and of the Council of 16
February 2011 laving down the mules and general principles concemning mechanisms for
control by Member States of the Commission’s exercise of implementing powers (OJ 1. 55,
28.2.2011, p. 13}
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(104} In order to fulfil the obpectives of this Regulation, the power 1o adopt acts in accordance
with Article 290 of the Treaty should be delegated o the Commission to supplement this
Regulation. In particular, delegated acts should be adopted in respect of eniteria for
identification of very large online platforms and of tlechmical specifications Tor access
requests. It s of particular importance that the Commission carmies oul appropriate
consultations and that those consullations be conducted in accordance with the principles
laid down in the Interinstitutional Agreement on Better Law-Making of 13 Apnl 2016, In
particular, to ensure equal participation in the preparation of delegated acts, the European
Parliament and the Council receive all documents at the same time as Member States’
expens, and their experts systematically have access to meetings of Commission ¢xpert

groups deahng with the preparation of delegated acls,

(105) This Regulation respects the lindamental rights recognised by the Charter and the
fundamental rights constituting general principles of Union law. Accordingly, this
Regulation should be interpreted and applied in accordance with those fundamental nights,
mcluding the freedom of expression and information, as well as the freedom and pluralism
of the media, When exercising the powers set out in this Regulation. all public authorities
involved should achieve, in situations where the relevant fundamental nights conflict, a fair

balance between the nghts concemed. in accordance with the principle of proportionality.
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(106) Smce the objective of this Regulation, namely the proper functioning of the internal marke
and 1o ensure a safe. predictable and trusted online environment in which the fundamental
rights enghrined n the Charter are duly protected, cannot be sufficiently achieved by the
Member States becanse they camnol achieve the necessary harmomisation and cooperation by
acting alone, but can rather, by reason of 115 termtorial and personal scope, be better achieved
al the Union level, the Union may adopt measures, in accordance with the principle of
subsidiarity as set out in Article 5 of the Treaty on European Union. In accordance with the
principle of proportionality, as set out in that Article, this Regulation does not go bevond

what is necessary in order to achieve that objective,s

(107) _The European Data Protection Supervisor was consulted in accordance with

A ¥ of Kemnlation 1 20181725 of the European Parliament and

Council” and delivered an opinion on 10 February 2021",

HAVE ADOPTED THIS REGULATION:

11459/21 LIS, T™M/ech 75
AMNNEX ECOMP.3A LIMITE EN



Chapter I — General provisions

Article 1
Subrect manter_obiectives and scope

The amms of this Regulation are-te:is to
fap——coniribule 1o the proper functioning of the intemal market for intermediary services_by &

He——=ctting out vaferm-harmonised rules for a safe, predictable and trusted online

environment, where fundamental nights enshrined 1 the Charter are efTectively protected.

1. This R:gu]ntitm lays down harmonised rules on the provision of mlermediary services in

the intemal market. In particular, it establishes:

{a) aframework for the conditional exemption from hability of providers of

intermediary services:

{(h) rules on specific due diligence obligations tailored 1o certain specific categories of

providers of intermediary services;

{c) rules on the implementation and enforcement of this Begulation, meluding as regards

the cooperation of and coordination between the competent authorities.

23— TFhe-aime-atthis-Reslation-arete: [moved ro paragraph 1]

i This Regulation shall apply to intermediary services previdedofTered to _recipients of the
service that have their place of establishment or are locatedressdessein the Union,

irrespective of the place of establishment of the providers of those services.

4. This Regulation shall not apply to any service that is not an intermediary service or to anv

requirements imposad in respect of such a service, irrespective of whether the service is

provided through the use of an intermediary service.
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5. This Regulation s without prejudice to the rules laid down by other speeifie-lnion lepal
acts regulating other aspects of the provision of intermediary services in the intermal

i, in_particular, the following:

Directive 2010/ 13/ EUE;

Linion law on copyright and related rights;

Regulation (EL) .../.... on preventing the dissecmination of terronst content online
[TCO once adopted):

()

()

{h)

(i)

Regulation (EL) 2019/1 14%:
Regulation (ELT) 20191 150;

Union law on consumer protection and product salety, mcluding Regulation (ELT)

20172394,

Union law on the protection of personal data, in particular Regulation (EU) 2016679
and Directive 200258 EC;

Ui baw in the field of judicial cooperation in civil matters, in paricalar

Regulation (E17) ... ... on European Production and Preservation Crreders for

electronic evidence in eriminal matters;

(I Directive (E17) ... 0. laving down harmonised mles on the appointment of legal
representatives for the purpose of gathering evidence in eriminal proceedings.
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Article 2

Defininons
For the purpose of this Regulation, the following definitions shall apply:

fa) “information socigly services” meéans services within the meaning of Article 1(1)b) of

Directive (ELT) 2015/1535;

b} ‘recipient of the service” means any natural or legal person who for professional ends or

otherwise, uscs an i
information or making it accessiblethe-relovani-tniarmtadinm-servios,

{c) ‘consumer’ mean: any natural person who 15 acting for purposes which are outside his or

her trade, business, craft or profession;

(d}) “to offer services in the Union” means enabling patural or legal erpaterl-persons i one
or more Member States 1o use the services of the provider of whermatien
sectetvintermediary services which has a substantial connection to the Union;

{du) ‘seeh-subsianiial comnection” means a connection of ag provider of intermediary

services with the Undon resulting either from iis s-desmed-to-anisiondeorethe provides
hsprecstablishment i the Union or from —srthe-absenes-obsacb-nrrestarbhsbmre e

et a-abe Rt seRfreebors-based-aa-speci e factual enteria, such as:

a significant number of users-recipicnts of the service in one or more Member States_in
relation to its or their population; or

- the targeting of activities towards one or more Member States,

(3] “trader” means any natural person, or any legal person wrespective of whether privately or
publicly ovwned, who 15 acting, including through any person acting in his or her name or

omn his or her behalf, for purposes relating to his or her trade, business, craft or profession;
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i “intermediary service” means ong of the followmg information society services:

a ‘mere conduil” service that consists of the transmission n a communication network
of information provided by a recipient of the service, or the provision of access to a

communicaiion nelwork:

~  a‘caching’ service that consists of the transmission in a communication network of
information provided by a recipient of the service, involving the automatic, intermediale
and temporary storage of that imformation, for the sole purpose of making more efficient

the information's onward transmission o other recipients upon their request;

—  a‘hosting’ service that consists of the storage of information provided by, and at the

request of, a recipient of the service;

rehes of, in neiple, all wehsites, or all w in rticular

In the basis of a query on rauh form of & ke Yolee

information related to the requested content ean be I'm.m:l*,;‘_*

o [Nate: this defimition will not be discussed in the COMPCRO WP meeting on 9 September,
but later together with the amendmenis to Chapter 11}
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(g) “illegal content” means any information, which, m itsell or by 11s reference o an activity,
including the sale of products or provision of services is notl in compliance with Union law

or the Taw of' a Member State which is in compliance with the Union law. irrespective of

the precise subject matler or nature of that law;

() ‘online platform’ means aprasidessata hosting service which, at the request of a recipient
of the service, stores and disseminates to the public information, unless that activity is a
minor and purcly ancillary feature of another service and, for objective and technical
reasons cannot be used without that other service, and the integration of the feature into the

other service is not a means to circumvent the applicability of this Regulationg:

(i) *dissemination to the public’ means making information available, at the request of the
recipient of the service who provided the information, to a potentially unlimited number of

third parties;

(i) ‘online marketplace” means an online platform which allows consumers to conclude

i ‘distance contract” means a contract within the meaning of Article 2{7) of Directive
201183/ ELT,
(k) ‘online interface’ means any software, including a website or a part thereof, and

applications. including mobile apphications;

(1 ‘Digital Services Coordinator of establishment” means the Digital Services Coordinator of
the Member State where the provider of an intermediary service is established or its legal

representative resides or is established;

{m) ‘Digital Services Coordinator of destination” means the Digital Services Coordinator of a

Member State where the intermediary service is provided;
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(n} “advertisement” means mformation designed lo promole the message of a legal or natural
person, imespective of whether to achieve commercial or non-commercial purposes. and

drplavedsepved-presented by an online platform on iis online inerface against

remuneralion specilically For promoting that mlormation;

(o) ‘recommender system” means a fully or partially automated system used by an online
platform to suggest in its online interface specific information to recipients of the service,
including as a result of a scarch initiated by the recipient or otherwise determining the

relative order or prominence of information displaved,

(n) “contenl moderation” means the aclivities, automated or not, undertaken by providers of
intermadiary services aimed, in particular a1 detecting, identifving and addressing illegal

content or information incompatible with their terms and conditions, provided by recipients

of the service, including measures taken that affect the availability, visibility, and
accessibility of that illegal content or that information, such as demotion, demonetisation,
disabling of access o, or removal thereof, or the recipients” ability 1o provide that

information, such as the termination or suspension of a recipient’s account:

(q) “terms and conditions” means all terms and conditions or spestestansclanses,
imespective of their name or form, which govern the contractual relationship between the

provider of intermediary services and the recipients of the servicess;

(r) “turnover” means the amount derived by an undertaking as defined in Article 5{1) of
Regulation (E1) No 1392004,
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Chapter Il — Liability of providers of intermediary services

Article 3

Mere conduit”

1. Where an information sociely service 15 provided thal consists of the transmission in a
communication network of mformation provided by a recipient of the service, or the
provision of access 1o a communication network, the service provider shall not be liable for

the mlormation transmitted, on condition that the provider:

{a) does not indtiate the transmission;

(b} does nol select the receiver of the transmission; and

{¢) does not select or modify the information contained in the transmission.

2. The acts of transmission and of provision of access referred to in paragraph 1 include the
automatic, intermediate and transient storage of the information transmitted in so far as this
takes place for the sole purpose of carrving out the transmission in the communication
network, and provided that the mformation 18 not stored For any period longer than s

reasonably necessary for the transmission.

3 This Article shall not affect the possibility for a court or administrative authority, in
accordance with Member States’ legal syvstems, of requinng the service provider to

terminate or prevent an infringement.
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Article 4

‘Caching’

1. Where an information society service is provided that consists of the transmission in a

commumication nelwork of mformation provided by a recipient of the service, the service

provider shall not be liable for the automatic, intermediate and temporary storage of that

information, performed for the sole purpose of making more eflicient the information's

onward transmission te other recipients of the service upon their request, on condition that;

{a) the provider does not modify the information;

{b) the provider complies with conditions on access (o the information:

{¢) the provider complies with rales regarding the updating of the information, specified
in a manner widely recognised and used by industry,

{d) ihe provider does not interfere with the lawful use of technology, widely recognised
and used by industry, 1o oblain data on the use ol the information; and

{2) the provider acts expeditiously to remove or to disable access to the information it
has stored upon obtaining actual knowledge of the fact that the information al the
initial source of the transmission has been removed from the network, or access Lo il
has been disabled, or that a court or an admimstrative authonty has ordered such
removal or disablement.

2. This Article shall not alTect the possibility for a courl or administrative suthority, in

accordance with Member States' legal svstems, of requinng the service provider to

terminate or prevent an infringement.
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Article 3

Hosting

1. Where an information society service is provided that consists of the storage of
information provided by a recipient of the service the service provider shall not be hable
For the mformation stored at the request of a recipient of the service on condition that the

provider:

{a) does not have actual knowledge of illegal activity or 1llegal content and, as regards
claims for damages, is not aware of facts or circumstances from which the illegal

activity or illegal content is apparent; or

{b)  upon obtaiming such knowledge or swareness, acts expeditiously 1o remove or to

disable access 1o the illegal content.

2. Paragraph 1 shall not apply where the recipient of the service is acting under the authority
or the control of the provider.

3 Paragraph 1 shall not apply with respect Lo hability under consumer protection law

sfwhere an online marketpla coplatbormms bl e consimers to-conchide distance
SR e bbb e beepresents the specilic item ol

information or otherwise enables the specific transaction at issue in a way that would lead

an averago-snd-ressensbbewellinfosmed-consumer 1o believe that the information, or the
product or service that is the object of the transaction, is provided either by the online
platferm-marketplace itsclf or by a recipient of the service who 15 acting under s

authority or control,

4. This Article shall not affect the possibility for a court or administrative autherity, in
accordance with Member States' legal systems, of requining the service provider to

terminate or prevent an infringement.
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Article 6

Voluntary own-intilative investigations and legal compliance

Providers of imtermediary services shall not be deemed incligible for the exemptions from liability
referred 10 n Articles 3, 4 and 3 solely because they cury oul_in gowd faith and in a dilipent
manner voluntary own-initiative investigations or other activities aimed at detecting. identifving
and removing, or disabling of access 1o, illegal content, or take the necessary measures to comply

with the requirements of Union law, including those set out in this Regulation,

Article 7

No general monitoring or active fact-finding obligations

No general obligation to monitor the information which providers of intermediary services transmit
or store, nor actively to seek facts or circumstances indicating illegal activity shall be imposed on

those providers.
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F, Er{?f‘-llé" |li'l.

CArders o act agamst illeeal content

Providers of intermediary services shall, upon the receipt of an order to act against one or
more specific items of illegal content, 1ssued by the relevant national judicial or
admimstrative authorities, on the basis of the applicable Union or national law, in

complianceeentormity with Umon law, inform the authority issuing the orderof the effect
given to the orders, without undue delay. specifving the-setion-tabenand-the-momentil
and when the aorder action-was applicd exeeutediaken.

2. Member States shall ensure that the orders referred 1o in paragraph 1 meet at least the

following conditions, when transmitted to the provider:
{a) the onders contains the followmg elements:

{iy= astatement of reasons explaining why the information is illegal content. by

reference to the specific provision of Union or national law mfringed;

mformation énabling the provider of intermediary services to identify and
locate identibieaton-atlhe illegal content concerned such as one or more exact
mniform resource loeators (URLY,

(i~ mformmation about redress available to the provider of the service and to the

recipient ol the service who provided the content,

{b) the termtorial scope of the order. on the basis of the applhicable rules of Union and
national law, including the Charter, and. where relevant, general principles of

iternational law, does not exceed what is strictly necessary to achieve its objective;
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() the order s drafed-transmitted i the lamguage declared by the provider pursaant

it Article 1003% or in another ofTicial lansuase of the Union, hiladerally asreed

by the authority issuing the order and the provider. and is sent o the glectronic

point of contacl, sppeinted-estahlished-desipnated by the provider, m accordance

with Article 10._Where the order is not drafted in the lainguage declared by the
rovider or in another langua terally agreed, the order mav b

transmitted in the language of the authority issuing the order, provided that it is

Drigital Services Coordinator the Member State of the issuing anth !

3 After receiving the order from the competent anthority, tFhe Digital Services

Coordinator from the Member State of the judicial or admimistrative authonty issuing the
order shall, without undue delay, transimil a copy of the orders referred to in paragraph 1 to
all other Digital Services Coordinators through the system established in accordance with

Article 67.

¥ r
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gl'roviders of intermediary services shall inform the recipient of the service who
provided the content, at the atest at the fime of the remoyval or disabling of access, of

the order received and the effect given to il, or, w applicable, at the i
the issuing authority in its order in accordance with 1. Such information

to the recipient of the service shall, at least, include the statement of reasons, and-ihe

JLY

the territorial scope of the order, as included in the order pursuant to paragraph 2.
4. This Article shall be without préjudice to national civil and criminal procedural laws,
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Article @

Chrders o provide information

1. Providers of intermediary services shall, upon receipt of an order to provide sspecific #em
afinformation aboul one or more specific mdividual recipients of the service, 1ssued by the
relevant national judicial or admimistrative authorities on the basis of the applicable Union
or national law, in eentermib-compliance with Union law, mform without undue delay
the authority of issuing the order of its receipl, and-of the effed given lo the ordery

specifyving if and when the onder was o pplicd -ssd-themomentahon-He s was
exeeuied-

2. Member States shall ensure that orders referred to in paragraph 1 meet the following

conditions, when transmitted to the provider;

{a) ihe order conlains the following elements:

{iy- astatement of reasons explaining the objective for which the information is
required and why the requirement to provide the information 15 necessary and
proportionate to determine compliance by the reciprents of the intermediary
services with applicable Union or national rules, unless such a statement cannol be
provided For reasons related (o the prevention, investigation, detection and

prosecution of criminal offences:

{ii}= information about redress available to the provider and to the recipients of the

service concemed;

(b} the order only requires the provider to provide information already collected Tor the

purposes of providing the service and which lies within its control;
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(c) the order s transmitted in the language declared by the provider_purssant

it Article 1003% or in another ofTicial lansuase of the Union, hiladerally asreed

hv the authority issuing the order and the provider, and i= sent 1o the electronic
point of contact designated establishedsppointed by thal provider, i accordance
with Article 10, Where the order is not drafted in the lainguage declared by the

rovider or B another lanea terally agrecd., the omder mav b
transmitted in the language of the authority issuing the order, provided that it is
AL LRRNIgRaRTREE] By o all] RN RRN) ROT Tkl 1 Chedine 1) +L°0 LFRAL HER ENAMIFER - Lot § ol HEA] |

Drigital Services Coordinator the Member State of the issuing anth !

3 After receiving the order from the competent anthority, tFhe Digital Services

Coordinator from the Member State of the national judicial or admmistrative authority
issuing the order shall, without undue delay, transmil a copy of the order referred to in

paragraph 1 1o all Digital Services Coordinators through the system established in

aceordance with Article 67.

3 1 r
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gllroviders of intermediary services shall inform the recipient of the service

concerned, al the latest at the time when the order is exeestedapplied. of the order

received and the effect

4. This Article shall be withowt prejudice to national civil and codminal procedoral laws,
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Chapter 111
Due diligence obligations for a transparent and safe online

environment

SECTION 1
PROVISIONS APPLICABLE TO ALL PROVIDERS OF INTERMEDILARY SERVICES

Article 10

Electronic pRoints of contact

1. Providers of intermediary services shall establish a single point of contact allowing for
direct communication, by electronic means, with Member States” authorities, the

Commussion and the Board referred to in Article 47 tor the applhication of thus Regulation.

o Providers ol intermediary services shall make public the information necessary 10 easily

identily and commumcate with their single electromic pomis of contact,_This information

shall be easilv accessible.
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3. Providers of intermediary serviees shall specily in the mformation referred to in paragraph
2, the ofTicial language or languages ol the Union_ which. in addition to a language
broadiv understood by the largest possible number of Union citizens, which-can be
used to commumicate with therr glectronic points of contact, and which shall include at
least ome of the oflicial languages of the Member State m which the provider of

infermediary services has its main establishment or where it legal representative resides or

is established.
Artigle 11
Legal representalives
1. Providers of intermediary services which do not have an establishment in the Union bt

which offer services in the Umon shall designate, m writing, a legal or natural person as
their legal representative i one of the Member Staies where the provider offers its

services.

2. Providers of intermediary services shall mandate their legal representatives to be addressed
in addition to or nstead of the provider by the Member States” competent authorimies, the
Commission and the Board on all issues necessary for the receipt of, compliance with and
enforcement of decizions 1ssued 1n relation o this Regulation, Providers of intermediary
services shall provide their legal representative with the necessary powers and resource to
cooperate with the Member Stales” authorities, the Commission and the Board and comply

with those decisions.

i The designated legal representative can be held hable for non-compliance with obligations
under this Regulation, without prejudice to the liability and legal actions that could be

initiated against the provider of imermediary services.

4. Providers of intermediary services shall notily the name, address, the electronic mail
address and telephone number of their legal representative to the Digital Service
Coordinator in the Member State where that legal representative resides or is established.

They shall ensure that that information is up to date.
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5,

The designation of a legal representative within the Union pursuant o paragraph 1 shall

nod amount 1o an establishment i the Union.

Article 12

Terms and conditions

Providers of intermediary services shall include information on any restrictions that they
impose in relation to the use of their service in respect of information provided by the
recipients of the service, in their terms and conditions. That information shall include
information on any policies, procedures, measures and tools used for the purpose of
content moderation, including algorithmic decision-making and human review. It shall be
set out in cleary plain, intelligible and unambiguous language and shall be publicly

available in an casily accessible format.

Providers of intermediary services shall act in a diligent, objective and proportionate
manner in applyving and enforcing the restrictions referred 1o in paragraph 1, with due
regard 1o the Aghts and legitimate interests of all parties mvolved, including the applicable

fundamental rights of the recipients of the service as enshrined in the Charter.

Artrcle 13

Transparency reporting obligations for providers of intermediary services

Providers of intermediary services shall publish_in a specific section in their online
interface. al least once a year, clear, easilv comprehensible and detailed reports on any
content moderation they engaged in during the relevant period. Those reports shall include,

in particular, information on the following, as applicable:

{a) for providers of intermediary services, the number of orders received from
Member States” authorities. categornised by the tvpe of illegal content concemmed,
meluding orders issued in accordance with Articles 8 and 9, and the average time

needed lor taking the action specilied in those orders:
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{b)

(c)

{d)

for providers of hosti the number of notices submitted 1 accordance

with Article 14, categorised by the type of alleged illegal content concerned, any
action taken pursuant io the notices by dilferentiating whether the action was taken

on the basis of the law or the terms and conditions of the provider, the number of

notices submitted by frosted fla the number of notices processed

exclusively by antomated means and the average time needed for taking the action;

for providers of internmediary services, as applicable, the content moderation
engaged in at the providers” own initiative, including the number and-pe-of
measures laken thet-affeetto restrict the availability, visibility and accessibility of
information provided by the recipients of the serviee and the recipients” ability 1o
provide information_and other related restrictions of the service, categonised by
the method of detection of the infringement, the tvpe of measure taken, and the
type of alleged illegal content or infringement of the terms and conditions of the
service providerbs - e e '

for providers of intermediary services, as applicable, the number of complaints

received through the mternal complaint-handling systems in accordance with the

accordance with relerred-toan-Article 17, the basis for those complaints, decisions

taken in respect of those complaints, the average time needed for taking those

decisions and the number of instances where those decisions were reversed.

Z. Paragraph 1 shall not apply to providers of mtermediary services that gqualify as micro or

small enterprises within the meaning of the Annex to Recommendation 2003 361/EC and

which are pot verv large online platforms in accordance with Article 25
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3. The Commission may adopt implementing acts to lav down templates concerning the

form, content and other details of reports pursuant to paragraph 1. Those
implementing acts shall be adopted in accordance with the advisory procedure
referved fo in A rticle 70,

SECTION 2
ADDITIONAL PROVISIONS APPLIC ABLE TO PROVIDERS OF HOSTING SERVICES,

INCLUDING ONLINE PLATFORMS

Article 14

Natiee and aclion mechanising

1. Providers of hosting services shall put mechanisms in place 1o allow any individual or
entity to notify them of the presence on their service of specific items of information that
the mdividual or entity considers to be illegal content. Those mechamsms shall be ensv to
access, user-friendly, and allow for the submission of notices exclusively by electronic

TS,

2. The mechanisms referred to in paragraph 1 shall be such as to facilitate the submission of
sufficiently precize and adequately substantiated notices -on-the-basis-oEvwdnal-a-didigent
e e L e L T WU H R I HE R T

providers shall take the necessary measures to enable and facilitate the submission of

notices containing all of the following clements:

{a) an sufficiently substantiated explanation of the reasons why the individual or entity

considers the information in question to be illegal content;

{b) aclear indication of the electronic location of that mformation, w-pesteshssuch as
the exact URL or URLs, and, where necessary, additional information enabling the

wentification of the illegal content:
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fa.

{c)  the name and an electronic mail address of the mdividual or entity submitting the
notice, except in the case of information considered to involve one of the offences

referred 1o in Articles 3 to 7 of Directive 201193/EL;

{d} astatement conlirming the good Fath beliel of the imdividual or entity submitting the
notice that the information and allegations contained therein are accurate and

complite.

Notices-thatmeludetheelements referred to in paragraph 2 on the basis of which a

diligent provider of hosting services can identify the illegality of the content in

question shall be considered o give rise Lo actual knowledge or awareness for the

purposes of Article 5 in respect of the specific item of information concerned.

Where the notice contmins the-pame-and-an clectrome contact information mataddress of
the individual or entity that submitted i, the provider of hosting services shall, prempis
without undue delay, send a confirmation of receipt of the notice to that individual or

enlily.

The provader shall alzo, without undue delay, notify that individual or entiry of s decision
in respect of the information o which the notice relates, providing information on the

redress possibiliies in respect ol that decision.

Froviders of hosting services shall process any notices that they receive under the
mechanizsms referred to in paragraph 1, and 1ake their decisions in rezpect of the
information to which the notices relate, in a timelv, diligent and objective manner. Where
they use automated means for that processing or decision-making, they shall include

information on such use in the notification referred o in paragraph 54
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Article 15

Statement of reasons

1. Where a provider of hosting services decides to remove or disable access to or otherwise
restrict the visibility of specific items of information provided by the recipients of the
service, or to suspend or terminate monetary pavments related to those items,

irrespective of the means used for detecting, identifying or removing or disabling access to

or for restricting the visibility or monetisation of that information and of the reason For

15 decision, il shall inform the recipient where the dlectronic contact details are known
to the provider, prior to oret-the-tatest al the time of the removal or disabling of access or

| riction of visibility isation taking effect, of the-decisi I

peasadawith a clear and specific statement of reasons for that decision.

2, The statemeni of reasons referred 1o in paragraph 1 shall at least contain the following

information:

{w)  whether the decision entails either the removal of. & the disabling ol access 1o, the
restrletion of the visibilitv of- the intormation o the suspension or (ernldaation of
monetary payvments related to that informationssd—whererelevant—teterrormt

{b) the facts and circumstances relied on in taking the decision, including where relevant
whether the decizsion was taken pursuant 1o a nolice submitled in accordance with

Article 14;

{c)  where applicable, information on the use made of automated means in taking the
decision, including where the decision was taken in respect of content detected or

identified using aulomated means:
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{d) where the decrsion concerns allegedly illegal content, a reference to the legal ground
relied on and explanations as to why the information is considered 1o be illegal

content on that ground;

{e¢) wherethe decision 15 hased on the alleged mcompatibality of the mlormation with the
terms and conditions of the provider. a reference to the contractual ground relied on
and explanations as to why the information is considered to be incompatible with that

ground;

(I mlormanon on the redress possibilines availabhle 1o the recipient of the service
respect of the decision, in particular through inlermal complaini-handling

mechanisms, out-of-court dispute settlement and judicial redress

3. The nformation provided by the providers of hosting services in accordance with this
Article shall be clear and easily comprehensible and as precise and specific as reasonably
possible under the given circumstances. The information shall, in particular, be such as to
reasonably allow the recipient of the service concemed Lo ellectively exercise the redress

possibilities referred 1o in point (1) of paragraph 2.

4. Providers of hosting services shall publish the decisions and the statements of reasons,
referred 1o in paragraph 1 in a publicly accessible database managed by the Commission,

That information shall not contain personal data.
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Ariicle 1502t

Notification of suspicions of criminal offences

1. Where as provider of hosting services eatwe-platfemm-becomes aware of any information
giving nse lo a suspicion that a-serous cnminal offence involving a threat (o the Life or
salety of a_person or persons has taken place, 15 taking place or is likely 1o take place, it
shall prompily inform the law enforcement or judicial authorities of the Member State or

Member States concemed of ils suspicion and provide all relevant mfermation available.

2. Where the provider of hosting serviceseslinepladams-cannol identify with reasonable

centanty the Member State concerned, it shall inform the law enforcement authorities of
the Member State in which it is established or has its legal representative or inform
Europal.

For the purpose of this Article, the Member State concerned shall be the Member State
where the offence is suspected to have taken place, be taking place and likelv to take place,
or the Member Stale where the suspected offender resides or 15 located, or the Member

State where the vietim of the suspected offence resides or 18 located.

1145921 US, TM/ech g%
ANNEX ECOMP.3.A LIMITE EN



SECTION 3
ADDITIONAL PROVISIONS APPLIC ABLE TO PROVIDERS OF ONLINE PLATFORMS

Article 16

Freinston for micro and small enferprises

This Section and Section 3a shall not apply to providers of online platforms that qualify as micro
or small enterprises within the meaning of the Annex 1o Recommendation 2003361/'EC_and which

a ot very la online platfo i iy e with . Ccle 25,

Artiele 17

faternal complaint-handling system

1 Providers of oBnline platforms shall provide recipients of the service and individuals or

entitics that have snbmitted a notice, for a period of at least six months following the

decision referred to in this paragraph, the access to an effective internal complaini-handling

svstem, which enables the complaints to be lodged electromically and free of charge, against

the decision taken by the provider of the online platform not fo act opon the receipt of @

notice or against the following decisions taken by the provider of the online platform on the
ground that the information provided by the recipients iz illegal conteni or incompatible with

its lerms and condilions:

{a) decisions whether or not to remove or disable access to or restrict visibility of the

inforiation:

{b) decsions whether or not 1o suspend or terminate the provision of the service,

whaole or in part, 1o the recipienis;

{¢) decisions whether or not to suspend or terminate the recipients” accounty
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() decision whether or not_to restrict the ability to monetize content provided by

the recipients.

Providers of oBnline platforms shall ensure that their intermal complamni-handling svstems
are easy 1o access, user-fnendly and enable and Facilitate the submussion of suflciently

precise and adequately substantioted complants.

Providers of Online platforms shall handle complaints submitied through their mtermnal
complaint-handling system n a timely, diligent and objective manner, Where a complaint
contains sulTicient grounds for the provider of the online platform to consider that the
information to which the complaint relates is not illegal and i not incompatible with s
terms and conditions, or contains information indicating that the complainant’s conduct
does not warrant the suspension or termination of the service or the account, 1t shall reverse

its decision referred 1o in paragraph 1 without undue dalay.

Providers of o&nline platforms shall inform-complainanis without undue delay of the
decision they have taken in respect of the information to which the complaint relates,

cleady justify their decision and shallantomm E(-!I#Iﬁi-llil—'ﬂ-u—'bﬁi-—urﬂk: p-::lr::-i.'l'hi]ily ol oul-o1=

court dispute settlement provided for in Article 18 and other available redress possibilities,

Providers of oBnline platforms shall ensure that the decisions, referred o in paragraph 4,

are not solely taken on the basis of automated means,
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Article 18

Cui-exf-court dispute setilement

1. Fecipients of the service and individuals or entities that have submitied notices,
addressed by the decisions referred 1o in Article 17(1). shall be entitled to sclect any oul-
of-court dispute settlement body that has been eestsfied-authorised in accordance with
paragraph 2 in order to resolve disputes relating to those decisions, including complainis
that could not be resolved by means of the intermal complaint-handling svstem referred Lo
in that Article. Providers of oOnline platforms shall engage, i good foath, with the body
selected with a view to resolving the dispute and shall be bound by the decision taken by
the body.

The first subparagraph 15 without prejudice to the nght of the recipient or the individoal

or entity concerned 1o redress againsi the decision before a court in accordance with the

applicable law.

2. The Digital Services Coordinator of the Member State where the oul-of-court dispute
settlement body 15 establizshed shall, at the request of that body, eestib-authorise the body.

where the body has demonstrated that it meets all of the following conditions:

(a) it iz separtaband-independent of providers of online platforms_of ssd-recipients of
the service provided by the online platforms and of individuals or entities that

hmittod notices:

{b) 1t has the necessary expertise in relation to the 1ssues ansing in one or more particular
areas of illegal content, or in relation to the application and enforcement of terms and
conditions of one or more types of online platforms, allowing the body to conribute

effectively 1o the zettlememt of a dispute:;

{c) the dispute settlement 1s easilv accessible through electronic communication

technology,
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{d) s capable of settling dispute in a swill, efMcient and cosi-effective mammer and in

al least one official language of the Union;

(&) the dispute settlement takes place in accordance with clear and fair rules of

procedure, in compliance with applicable legislation

The Digital Services Coordinator shall. where applicable, specify in the eestdieate
authorisation the particular issues to which the body’s expertize relates and the official
language or languages of the Union im which the body is capable of settling disputes, as
relerred 1o in points (b) and {d) of the lirst subparagraph, respectively.

3. If the bodv decides the dispute in favour of the recipient of the service_or of the individual
or entity that have submitied a notice, the provider of the online platform shall
reimburse the recipient or the individual or entity for anv [ees and other reasonable
expenses that the reespren-hasthey have paid or aress to pay in relation io the dispute

settlement. If the body decides the dispute in favour of the online platform. the recipient_or
the individual or body shall not be required 1o reimburse any fees or other expenses thal

the provider of the online platform paid or 15 1o pay i relation 1o the d‘i.!i.r.llJ'h: selllement

The fees charged by the body for the dispute settlement shall be reasonable and shall in any

event niol exceed the costs thereof.

Eertified-Authorised oul-ol-court dispute settlement bodies shall make the [ees, or the

mechanisms used to determine the lees, known 1o the recipient of the services_or to the

individuals or entitics that have submitted a notice and the provider of the online

platform concerned before engaging in the dispune settlement.
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Member States may establish out-of-count dispute settlement bodies for the purposes of
paragraph 1 or support the activities of some or all out-of-court dispute settlement bodies

that they-have been eeritied-authorised in accordance with paragraph 2.

Member States shall ensure that anvy of ther activities undertaken under the first
subparagraph do not affect the ability of their Digital Services Coordinators 1o ety

anthorise the bodies concerned in accordance with paragraph 2.

The Digital Services Coordinator that awarded the status of out-of-court dispute

i

settlement hody to an entity shall revolie that stotos if it determines, following an

investigation cither on its own initiative or on the basis information received by third
parties, that the hody no longer meets the conditions set out in paragraph 2. Before

opportumty o react (o the findings of its investigation and its intention to revoke the
bl v 5 aui horisation,

Dhgnal Services Coordinators shall notify 1o the Commission the out-of-court dispute
settlement bodies that they have eestified-authorised in accordance with paragraph 2,

including where applicable the specifications referred to in the second subparagraph of that

paragraplh, a
they have revoked. The Commission shall publish a list of those bodies, ncluding those

specifications, on a dedicated website that is easily accessible, and keep it updated.

This Article is without prejudice to Directive 2013/1 1/EL and altemative dispute

resolution procedures and entities for consumers established under that Directive.
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Article 19

Trusted flageers

1. Providers of oBnline platforms shall take the necessary technical and organisational
measures 1o ¢nsure that notices subnitted by trusted Aaggers through the mechanisms
referred to in Article 14, are processed and decided upon with priority and without delay.

2. The status of trusted Naggers under thiz Regulation shall be awarded. upon application by
any entities, by the Digital Services Coordinator of the Member State in which the
applicant is established, where the applicant has demonstrated 1o meet all of the following

conditions:

{a) it has particular expertise and competence Tor the purposes of detecting, identifying

and notifying illegal content;

(b} srepresenis-calleotive-nteresie-and-it is independent from any provider of online

platforms;

() il carmes oul its activilies for the purposes of submilting notices in a timely, diligent

and ohjective manner.

3. Digital Services Coordinators shall communicate 1o the Commission and the Board the
names, addresses and electronic mail addresses of the entities 1o which they have awarded
the status of the trusted Nagger in accordance with paragraph 2 or revokled it in
accordance with paragraph 6.

4 The Commussion shall publish the information referred to in paragraph 3 in a publicly
available and easily accessible database and keep the database updated.
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5.

Where a provider of s» online platfonms has mformation indicating that a trusted Magger
submitted a significant number of insulTiciently precise or inadeguately substantiated
notices through the mechanisms relerred to in Article 14, including information gathered in
connection 1o the processing of complaints through the intemal complaint-handling
syslems relermed o i Article 17(3), # shall communicate that information to the Digital
Services Coordinator that awarded the status of trusted Nageer 1o the entily concemned,

providing the necessary explanations and supporting documents,

The Digital Services Coordinator that awarded the status of trusted flagger to an entity
shall revoke that status if’ it determines, following an investigation either on its own
miliative or on the basis information received by third parties, including the mlormation
provided by a_provider of as online platforms pursuant to paragraph 5, that the entity no
longer meets the conditions sei oul in paragraph 2. Before revoking that status, the Digital
Services Coordinator shall atford the entity an opporiunity to react 1o the findings of its

investigation and its intention 1o revoke the entity’s stalus as trusted [lagger,

The Commuission, aller consulting the Board, may issue guidance 1o assist providers of
online platforms and Digital Services Coordinators in the application of paragraphs 2, 5
and 6.

Arirele 20

Measwres and protection against misuse

Providers of o©nline platforms shall suspend. for a reasonable period of time and after
having issued a prior warning, the provision of their services 1o recipients of the service

that frequently provide manifestly illegal content.
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Providers of Enlime platforms shall suspend, for a reasonable period of time and afler
having issued a prior waming, the processing of notices and complaints submitied through
the notice and action mechanisms and internal complainis-handling systems referred Lo in
Atticles 14 and 17, respectively, by individuals or entities or by complainants that

requently submil notices or complaints that are manifestly unfounded.

When deciding on the suspension, providers of o8nline platforms shall assess, on a

case-by-case basis and in a timely, diligent and objective manner, whether a recipient.
individual, entity or complainant engages in the misuse referred to in paragraphs 1 and 2,
taking into account all relevant facts and circumstances apparent from the information

available to the provider of the onling platform, Those circumstances shall include ot least

the followimg:

{a) the absolute numbers of items of manifestly illegal content or manifestly unfounded

notices or complaints, submitted in a given time framethe-past-year,

{b) the relative proportion thereofl m relation to the total number of items of information
provided or notices sibmitted n the past-vesra given time frame;

{c)  the gravity of the misuses, induding the nature of illegal content, and of its

CHIECUCTICNS,

{d) where it is possible to infer it, the intention of the recipient. individual, entity or

complainant.

Providers of oBnline platforms shall set out, in a clear and detailed manner, ther policy in
respect of the misuse referred 1o m paragraphs 1 and 2 i their terms and conditions,
including as regards the facts and circumstances that they take into account when assessing

whether certain behaviour constitutes misuse @and the duration of the suspension,
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Article 23

Transparency reporiing obiigations for providers of onling platforms

1. In addition to the information referred to i Article 13, providers of online platforms shall

mclude i the reports referred to in that Article information on the following:

{a) the number of disputes submitted to the out-of-count dispute settlement bodies
referred to in Article 18, the outcomes of the dispute settlement and the average time

needed for completing the dispute settlement procedures;

{b)  the number of suspensions imposed pursuant o Article 20, distinguishing between
suspensiong enacted for the provision of manifestly illegal content, the submission of
manifestly unfounded notices and the submission of manifestly unfounded

complaints;

{€) any use made of automatic means for the purpose of content moderation, mcluding a
specification of the precise purposes, indicators of the accuracy of the automated

meins in fullilling those purposes and any safeguards applied

2. Providers of oBaline platforms shall publish in a publiclv available section of their
onling interface, at least once every six months, information on the average monthly
active recipients of the service in each Member State. calculated as an average over the
period of the past six months, in accordance with the methodology lad down m the
delegated acts adopled pursuant to Article 25(2).
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£ Providers of oBnline platforms shall commumicate 1o the Digital Services Coordinator of
establishment. upon its request, the information relerred 1o in paragraph 2, updated 1o the
moment ol such request. That Digital Services Coordinator may require the provider of
the online platform Lo provide addibional mformation as regards the caleulation referred Lo
in that paragraph, including explanations and substantiation in respect of the data used.

That information ghall not include personal data

4. The Commission may adopt implementing acts to lay down templates concerming the form,
comtent and other details of reports pursuant to paragraph 1. Those implementing acts

shall be adopted in accordance with the advisory procedure referred to in Aricle 70,

Article 24

{2nline advertising transparency

Providers of oBnline platforms that display advertising on their online interfaces shall ensure that

the recipients of the service can identify, for each specific advertisement displayed to each

individual recipient, in a clear, salient and unambiguous manner and in real time:
(a) that the mformation displaved 15 an advertisement;

ih) the natural or legal person on whose behalf the advertisement is displayed;

(c) meamnglul information about the mamm parameters used 1o determine the recipient 1o
whom the advertisement 15 displayed, presented in an easily accessible manner .
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SECTION 34
PrROVISIONS APPLICABLE TO PREOVIDERS OF OSLINE MARKETPLACES

Article 2240

Traceabiltty of traders

Providers of online marketplaces shall ensure that traders can only use #s-their services

to promote messages on or to offer products or services to consumers located in the Union

if, prior 10 the use of #s-their services, the providers of online platfes-marketplaces
hayes oblamed the following information, where applicable:

(a)

(b)

(c)

{d)

the name, address, telephone nnmber and electronic mail address of the trader,

a copy of the identification document of the trader or any other electronic
identification as defined by Article 3 of Regulation (ELT) Ko 9102014 of the

European Parliament and of the Council”;

the basbpavment accoum details of the trader—shere-the-tradert-ahattra-person,

the name, address, lelephone number and electronic mail address of the economic
operator, within the meaning of Article 3(13) and Article 4 of Regulation (ELT)
20191020 of the European Parliament and the Council®™ or any relevant act of Union

law:

i Regulation (ELT) No 210:2014 of the Evwropean Parliament and of the Council of 23 July
2004 on electromc identhcation and trust services for électromc transacions i the intemnal
markel and repealing Directive 1999/93°EC.

- Regulation (ELD 201% 1020 of the European Parliament and of the Council of 200 June 2019
on market surveillance and compliance of products and amending Directive 2004/42FC and
Regulations (EC) No 765/ 2008 and (EL’) No 3052011 (OJ L. 169, 25.6.2019, p. 1)
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{e) where the trader is registered in a trade register or similar public register, the trade
register in which the trader 1 registered and its registration number or equivalent

means of identification in that register:

(I} asell-cerufication by the trader commulling 1o only ofler products or services that

comply with the applicable rules of Umion law.

2 The provider of the online platterm-marketplace shall, upon receiving that information,
make reasenatle-best efforts to assess whether the information referred 1o in poimts (a), (d)
and (e) of paragraph 1 1% rehable through the use of any freely accessible official online
database or online interface made available by a Member States or the Union or through

requests to the trader to provide supporting documents from reliable sources,

i Where the provider of the online pletferm-marketplace obtains sufficient indications-that

any ttem of information referred to in paragraph 1 obtained from the trader concerned is
inaccurate or incomplete, thal marketplace platferm-shall request the trader 1o correct the
information in so far as necessary Lo énsure that all mformation s accurate and complete,

wilhotl delay or within the ime penod set by Ulnmion and mational Taw.

Where the trader fails to correct or complete that information. the online platform shall

suspend the provision of its service o the trader until the request is complied with,

4. The provider of the online marketplace platform-shall store the information obtained
pursuant to paragraph 1 and 2 in a secure manner for the duration of’ 6 months after the

end of the thetr-contractual relationship with the trader concerned. They shall subsequently

delete the information.

5. Without prejudice to paragraph 2, the providers of online marketplaces platfomsn-shall

omly disclose the information to third parties where zo required in accordance with the
apphicable law, including the orders referred to in Article 9 and any orders 1ssued by
Member States” competent authorities or the Commission for the performance of their

lasks under this Regulation.
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i, The provider of online marketplace platform-shall make the mfommation referred 1o i
points (a). {d). () and () of paragraph 1 available to the recipients of the service, na

clear. easily accessible and comprehensible manner.

et Rt app el bediestwe fHitis provision is moved to Article 24b]

Article 245

1. Providers of online marketplaces shall design and organise #s their onling interface in
a wayv that enables traders to comply with their obligations regarding pre-contractual

Z. The online interface shall allow traders (o provide at least the information necessary

wivocal identilication of the products or the services ofTered, and, where

applicable, the information concerning the labelling in compliance with rules of

1145921 LS, T™/ech 114
ANNEX ECOMP.3.A LIMITE EN



Arricle 24e

gl ro i formiaiion

Where a provider of an onling marketplace hecomes aware, irrespective ol the means

used to, of the illegal nature of a product or service offered through its services, it
shall inform those recipients of the service that had acguired such product or

contracted such service during the last six months about the illegality, the identity of

the trader and any means of redress,

ra e g ] i

recipients of the service referred to in paragraph 1, the provider shall make publicly

available and easily accessible on their onling interface the information concermin

the illesal products or services removed, the identity of the trader and any means of

red riess.
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SECTION 4
ADDITIONAL OBLIGATIONS FOR PROVIDERS OF VERY LARGE ONLINE PLATFORMS TO
MANAGE SYSTEMIC RISKS

Article 25

Very large online platforms

L. This Section shall apply to online platforms which peevidetheirssrciessreach #a-a number
of average monthly active recipients of the service in the Union equal to or higher than 45

million, calculated in accordance with the methodology set out in the delegated acts

relermed 1o in paragraph 3, and w I atfi
pursuant to paragraph 4.
2. The Commission shall adopt delegated acts in accordance with Article 69 to adjust the

number of average monthly recipients of the service in the Unuon referred to in paragraph
1. where the Union’s population increases or decreases at least with 5 % in relation to its
population in 2020 or, after adjustment by means of a delegated act, of its population in the
vear in which the latest delegated act was adopted. In that case, 1l shall adjust the number
a0 that it cormmesponds to 10% of the Umion’s population in the year in which it adopis the

delegated act, rounded up or down 1o allow the number to be expressed in millions.

1 The Commission shall adopt delegated acts in accordance with Article 69, after consulting
the Board, to lay down a speaific methodology for calculating the number of average
monthly active recipients of the service in the Union, for the purposes of paragraph 1. The
methodology shall specily, in particular. how to determine the Union’s population and
criteria 1o determine the average monthly active recipients of the service in the Union,

taking into account different accessibility Features.
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) The Digial Services Coordinator of establishment shall adopt a decision designating s a

viery laree online platform for ithe purposes of this Besulation the online platform under

their jurisdiction which have a veriyat-legst-every-stmonths—whether-the-number of
average monthly active recipients ol the service s-theHran-obonbine-plattomi-undertheir
frrsdietionas-equal 1o or lngher than the number referred 1o m paragraph 1. The Digital
Services Coordinator of establishiment shall take its decision on the basis of data
reported by the provider of the online platform pursuant to Article 23(2), additional

in paragraph 1. I the service has a lower number of average monthly active recipients
during one vear, the Digital Services Coordinater of establishment shall terminate the

designation.

. The tal Services Coordinator shall communicate its decisions pursuant fo

arasraphs 4 amd 5 without unduoe delay, to the provider of the online platformm

3 Akl o s Copuni

The Commission shall ensure that the list of designated very large online platforms is
published in the Cfficial Jowrnal of the Enropean {'mon and keep that list updated, The
obligations of this Section shall apply, or cease 1o apply, 1o the very large online platforms

concernéd from four months after thar publication.
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Article 26

Risk assessment

1. Providers of v¥ery large online platforms shall identify, analvse and assess. from the date

of application referred 1o in the second subparagraph of Article 23(4). ot least once a vear
thereafler, any-stsndbenst svslemic risks stemming from the functioning and use made of
their services in the Umion. This risk assessment shall be specific to their services and shall

mclude the following systemic nsks:
{a) the dissemination of illegal content through their services:

{b) any negative effects for the exercise of the fundamental rights 1o respect for private
and family life, freedom of expression and information, the prohibition of
discrimination and the rights of the child, as enshnined m Articles 7, 11, 21 and 24 of
the Charter respectively;

{¢) intentional manipulation of their service, including by means of inauthentic use or
automated exploitation of the service, with an actual or foresecable negative effect on
the protection of public health, minors, civic discourse, or actual or foreseeable

eflects related to electoral processes and public security.

2. When conducting risk assessments, providers of very large online platforms shall take into
aceount. in particular. how their content moderation systems, recommender systems and
systems for selecting and displaving advertisement influence any of the systemic risks
referred to in paragraph 1, including the potentiallv rapid and wide dissemination of illegal

content and of information that 1s meompatible with their terms and condilions.
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Article 7

Mingation of risks

1. Providers of v¥ery large online platforms shall put in place reasonable, proportionate and

effective mitigation measures, tallored to the specific svstemic nsks identified pursuant to

Article 26. Such measures may include, where applicable:

{a) adapting content moderation or recommender systems, their decizion-making

processes, the features or functioning of their services. or their terms and conditions;

(b} targeted measures aimed at limiting the display of advertisements in association with

the service they provide;

{¢) reinforcing the internal processes or supervision of any of their activities in particular

as regards detection of systemic risk:

(d) initiating or adjusting cooperation with trusted Maggers in accordance with Article
19,

{2)  imtiating or adjusting cooperation with other providers of online platforms through
the codes of conduct and the crisis protocols referred to in Article 35 and 37

respeclively.
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2 The Board, m cooperation with the Commssion, shall publish comprehensive reports, once

a year, which shall include the following:

(a) identification and assessment of the most prominent and recurrent systemic risks
reported by providers of very large online platforms or identified through other
information sources, in particular those provided in compliance with Article 31 and
3%

{b)  best practices for providers of very large online platforms 1o mitigate the systemic
risks identified.

3. The Commission, in cooperation with the Digital Services Coordinators, may issue general
guidelines on the application of paragraph 1 in relation to specific risks, in particular to
present best practices and recommend possible measures, having due regard 1o the possible
consequences of the measures on fundamental rights enshrined in the Charter of all parties

involved. When preparing those guidelines the Commission shall organise public

consultations.
Aritele 28
Fndependent andit
1. Providers of vMery large online platforms shall be subject, at their own expense and at

least once a year, to audits to assess compliance with the following;
{a) the obligations sel oul in Chapter I11;

{b) any commitments undertaken pursuant to the codes of conduct referred to in Articles
35 and 36 and the crisis protocols referred 1o in Aricle 37,
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7. Audits performed pursuant to paragraph 1 shall be performed according to_best industry

practices by orgamisations which:

{a) are independent from the provider of very large online platformsg concemed;
{b) have proven expertise in the area of nsk management, technical competence and
capabilitics,
{(¢) have proven ohjectivity and professional ethics, based in particular on adherence 1o
codes of practice or appropriate standards.
3. The organisations that perform the audits shall establizh an audit repornt for cach andit. The

report shall be substantiatead in writing and include at least the Tollowing:

{a) the name, address and the point of contact of the very large online platform subject 10
the audit and the period covered:

{b) ihe name and address of the organisation performing the audit:

{¢) adescription of the specific elements audited. and the methodology applied;

{d) adeseniption of the mam findings drawn From the audit:

{&) an andit opinion on whether the provider of the very large online platform subject 1o
the audit complied with the obligations and with the commitments referred Lo in
paragraph 1, cither positive, positive with commants or negative;

{1 where the audit opimion is not positive, operational recommendations on specific
measures o achieve compliance_and the expected timeframe to achieve
compliance.
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4. Providers of vAery lurge online platforms receiving an audit report that 18 not positive
shall take due account of any operational recommendations addressed 1o them with a view
Lo take the necessary measures o implement them. They shall. within one month from
receiving those recommendations, adopt an andit implementation report setling oul those
measures. Where they do not implement the operational recommendations, they shall
justify in the audit implementation report the reasons for not doing so and sel ow any

alternative measures thev may-have taken to address any instances of non-compliance

identified.
Article 29
Recommender sysfems
1. Providers of vYery large online platforms that use recommender systems shall set out in

their terms and conditions, in a clear, accessible and easily comprehensible manner, the
main parameters used in their recommender systems, as well as any oplions for the
recipients of the service o modify or influence those mam parameters that they sas-have
made available, ncluding at least one oplion which iz not based on pruﬁling, within the
meaning of Article 4 (4) of Regulation (EL) 2016:679. Providers of very large online
platforms shall also make this information directly and easily accessible on a specilic

2. Where several oplions are available pursuant Lo paragraph 1, providers of very large
online platforms shall provide_a directly and s easily accessible functionality on their
onling nterfnce where the information is recommended. allowing the recipient of the
service to select and to modifv at any time their preterred option for each of the

recommender svstems that determines the relative order of information presented to them.
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Article 30

Additional online advertising iransparency

1. Providers of v¥ery large online platforms that displav advertising on their onlineg
interfaces shall compile and make publicly available in a specific section of their online

interface and through application programming interfaces a repository containing the

information referred to m paragraph 2, until one year afler the advertisement was displayed
For the last ime on their online mterfaces. They shall ensure that the repository does not
contain any personal data of the recipients of the service to whom the advertisement was or

could have been displaved.

2. The repository shall include at least all of the following information:

{a)  the content of the advertisement_induding the name of the product, service or
brand and the subject matter of the advertisement:

{b) the natural or legal person on whose behalf the advertisement is displaved:
{c)  the period dunng which the advertisement was displaved;

{d)y whether the advertisement was intended to be displaved specifically to one or more
particular groups of recipients of the service and if so. the main parameters used for

that purpose;

{¢) the tofal number of recipients of the service reached and, where applicable, aggregate
numbers in each Member Staie for the group or groups of recipients 1o whom the

advertisement was targeted specifically.
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Article 31

Lata access and scruding

Providers of v¥ery large online platforms shall provide the Dagital Services Coordinator

of establishment or the Commission, upon their reasoned request and within a reasonable

period, specified in the request, access to data that are necessary (o monitor and assess
compliance with this Regulation. That Digital Services Coordinator and the Commission

shall only use that data for those purposes.

Upon a reasoned request from the Dimital Services Coordinator of establishment or the
Conumission, providers of very large online platforms shall, within a reasonable period, as
specified in the request, provide access to data 1o vetted rescarchers who meet the
requirements in paragraphs 4 of this Article, for the sole purpose of conducting rescarch
that contributes to the identification and understanding of systemic rmsks as set out in

Article 26(1).

Providers of vA2ery Large online platforms shall facilitate and provide access to data
pursuant to paragraphs 1 and 2 through appropriate interfaces, inclnding online
databases or application programming inlerfaces, as specified in the requestappropraste.

In order 1o be vetted, researchers shall be alfiliated with academic institutions, be
independent from commercial interests, have proven records of expertise in the Nelds
related 1o the risks investigated or relmed research methodologies, and shall commit and be
in a capacity to preserve the specific data security and confidentiality requirements

corresponding o each request.
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5,

The Commussion shall, after consulting the Board, adopt delegated acts laving down the
technical conditions under which providers of very large online platforms are to share data
pursuant to paragraphs 1 and 2 and the purposes for which the data may be used. Those
delegated acts shall lay down the specilic conditions and procedures under which such
sharing of data with vetted researchers can take place n compliance with Regulation (ELT)
2016/679, 1aking into account the rights and interests of the providers of very large online
platforms and the recipients of the service concerned, including the protection of
confidential information, in particular trade secrets, and maintaining the security of their

service.

Within 13 davs following receipt of a request as referred 1o in paragraph 1 and 2,
providers of & very large online platforms may request the Digital Services Coordinator of
establishment or the Commission, as applicable, to amend the request, where il considers

that it is unable to give access to the data requested because one of following two reasons:
{a) it does not have access o the data;

(b} gmiving access Lo the data will lead to significant vulnerabilities for the security of its

service or the protection of confidential information, in parficular trade secrets,

Fequests for amendment pursuant to point (b) of paragraph & shall contain proposals for
ome or more allemative means through which access may be provided to the requested data

or other data which are appropriale and sulficient for the purpose of the request.

The Digital Services Coordinator of establishment or the Commission shall decide upon
the request for amendment within 13 days and communicate to the provider of very large
online platforms its decision and, where relevant, the amended regquest and the new time

period to comply with the requaest.
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Article 32

Compilance officers

1. Providers of v¥ery large online platforms shall appomt one or more compliance officers

responsible for momtonng their comphiance with this Regulation.

73 Providers of v¥ery large online platforms shall only designate as comphance oflicers
perzons who have the professional qualilications, knowledge, experience and ability
necessary to fulfil the tasks referred to in paragraph 3. Compliance officers may either be
stafl members of, or fulfil those tasks on the hasis of a contract with, the provider of the

very large online platform concemed.
3 Compliance officers shall have the following tasks:

{a) cooperating with the Dagital Services Coordinator of establishment and the

Commission for the purpose of this Regulation;

{(b) organising and supervising the very large online platform’s activities relating to the

independent audit pursuant 1o Article 28;

{¢) informing and advising the management and employvees of the provider of the very

large online platform about relevant obligations under this Regulation:,

{(d)  monitoring the complinnee of the provider of the very large online platform=s
eomplianee with its obligations under this Regulationg:

) where applicable, monitorine compliance of the provider of the very laree

pnline platform with commiimenis made onder the cod es of conduct pursoani

to Articles 35 and 36 or the crisis protocols porsoant to Article 37.
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Providers of vdery large online platforms shall take the necessary measures to ensure that

the compliance officers-san perform their tasks in an independent manner,

Providers of vdery large online platforms shall communicate the name and contact details
of the compliance olTicer 1o the Dhgital Services Coordinator of establishment and the

Commission.

Providers of vWery large online platforms shall support the compliance officer n the
performance of his or her tasks and provide him or her with the resources necessary (o
adequately carry oul those tasks. The complionce olTicer shall directly report 1o the highest

management level of the platform.

Article 35

Yransparency reporting obligalions for very large online platforims

Providers of viery large online platforms shall publish the reports referred to in Anicle
13, including the information referred to in Article 23 within six months from the date
of application referred 1o in Article 254). and therealler every six months.

In addimion 1o the reports provided for m Amicle 13 including the information referred

toin Article 23, providers of very large online platforms shall make publicly available

and transmit to the Digital Services Coordinator of establishment and the Commission, at

least once a vear and within 30 days following the adoption of the audit implementing

report provided for in Article 28(4):
{a)  areport setting out the results of the risk assessment pursuant to Aricle 26;

{b) the related risk mitigation measures identified and implemented pursuant 1o Anicle

7
{¢) ihe audit report provided for in Article 28(3);

{d) the andit immplementation report provided for in Article 28(4).
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3. Where a provider of very large online platforms considers that the publication of
information pursuant to paragraph 2 may result in the disclosure of confidential
information of that platform or of the recipients of the service, may cause signilicant
vilneratlities lor the secunty of ils service, may undermine public security or may harm
recipients, the platberm provider may remove such information from the reports. In that
case, thakplatiorm the provider shall transmil the complete reporis to the [Digital Services
Coordinator of establishment and the Commission. accompanied by a statement of the

reasons for removing the infarmation from the public reports.

SECTIONS
OTHER PROVISIONS CONCERNING DUE ILIGENCE OBLIGATIONS

Article 34

Standards

1. The Commussion shall support and promote the development and implementation of
voluniary sdustey-standards set by relevant European and imtermational standardization

badies at least tor the following:
(@) electronic submission of notices under Article 14;

{b) electrome submission of nolices by trusted (laggers under Article 19, ncluding

through application programming interfaces;

{¢) specific interfaces. including application programming interfaces, 1o facilitate

compliance with the obligations set out in Articles 30 and 31
(d) auditing of very large online platforms pursuant to Article 28;
{¢) nteroperability of the advertisement repositones referred to in Article 30(2)

(1 transmission of data between advertising intermedianies in support of transparency

obligations pursuant o points (b) and (¢) of’ Article 24
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2.

The Commussion shall support the update of the standards in the hight of technological
developments and the behaviour of the recipients of the services in guestion._The relevant

information rding the update of the standards shall be publicly available and

Ariicle 35

Codes of conduct

The Commission and the Board shall encourage and facilitate the drawing up of codes of
conduct at Union level to contribute to the proper application of this Regulation, taking
into account in particular the specific challenges of tackling different types of illegal
content and systemic risks, in accordance with Union law, in particular on competition and

the protection of personal data.

Where significant systemic risk within the meaning of Article 26(1) emerge and concern
several very large online platforms. the Commission may invite the providers of the very
large online platforms concemed, other providers of very large online platforms, et of
online platforms and stheepeasaidars of intermediary services, as approprate. as well as
civil sociely orgamsations and other interested parties, 1o participate in the drawing up of
codes of conduct, mcluding by setting out commitments o take specific nsk mitigation
measures, as well as a regular reporting framework on any measures taken and their

OIS,

When giving effect to paragraphs 1 and 2. the Commuission and the Board shall aim to
ensure that the codes of conduet clearly sét out their objectives, contain kev performance
indicators to measure the achievement of those objectives and take due account of the
needs and interests of all interested parties, including citizens, at Union level. The
Commssion and the Board shall also wim o ensure that participants report regularly to the
Commission and their respective Digital Service Coordinators of establishment on any
measures taken and their oulcomes, as measured against the key performance indicators

that they contain.
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4,

The Commussion and the Board shall assess whether the codes of conduct meet the ams
specified in paragraphs 1 and 3, and shall regularly monitor and evaluate the achievement

of their objectives. They shall publish their conclusions.

The Board shall regularly momitor and evaluate the achievement of the objectives of the

codes of conduct, having regard to the key performance indicators that they may contain,

Article 36

Codes of conduct for online advertising

The Commission shall encourage and facilitate the drawing up of codes of conduct at
Umon level between, providers of online platforms and other relevant service providers,
such as providers of online advertizing inlermediary services or organisations representing
recipients of the service and cvil sociely orgamisations or relevant authorities to coninbute
Lo further transparency in online advertising beyond the requirements of” Articles 24 and
30,

The Commussion shall aim o ensure that the codes of conduct pursue an e¢ffective
transmission of information, i full respect for the rights and mterests of all parties
involved, and a competitive, transparent and fair environment in online advertising. in
accordance with Union and national law, in particular on competition and the protection of
personal data. The Commission shall aim 1o ensure that the codes of conduct address at

least:

{a) the transmission of information held by providers of online advertising
mntermedianes to recipients of the service with regand 1o requirements sel in points
(b} and () of Aricle 24;

{(b)  the transmission of information held by providers of anline advertising

intermedianes to the repositonies pursuant to Article 30,
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3.

The Commussion shall encourage the development of the codes of conduct within one year
following the date of application of this Regulation and their application noe later than six
months afler that date.

Article 37
Crisis protocols

The Board mayv recommend the Commission o iniliate the drawing up, in accordance with

paragraphs 2. 3 and 4, of cnisis protocols for addressing cnisis situations strictly limited to
extraordinary circumsiances affecting public security or public healih.

The Commission shall encourage and Tacilitate very large online platforms and, where
appropriate, other onling platforms, with the involvement of the Commission, 1o participate
in the drawing up, testing and application of those cnsis protocols, which melude one or

more of the following measures:

{a) displaving prominent information on the ¢nisis situation provided by Member States”

authoritics or at Union level;

(b} ensuring that the eleetronic point of contact referred 1o in Article 10 15 responsihle

for crisis management;

{c)  where applicable, adapt the resources dedicated 1o compliance with the obligations
sel out in Articles 14, 17, 19, 20 and 27 to the needs oreated by the cnsis situation.

The Commission may imvolve, as appropriate, Member States” authorities and Union
bodies. offices and agencics in drawing up. testing and supervising the application of the
crisis protocols. The Commission may, where necessary and appropriate, also involve civil

society organisations or other relevant organisations in drawing up the crisis protocols,
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4. The Commussion shall aim to ensure that the enisis prolocols set out elearly all of the
Following:

(a) the specific parameters to determine what constitutes the specific extraordinary
circumslance the cnsis protocol seeks 1o address and the objectives it pursues;

{b) the role of each participant and the measures they are 1o put in place in preparation
and once the ¢risis protocol has been activated,

{c)  aclear procedure for detenmining when the crisis protocol is to be activated;

{d) aclear procedure for determining the period during which the measures to be taken
once the crisis protocol has been activated are 1o be taken, which is strictly limited to
what 15 necessary for addressing the specific extraordinary circumstances concemed;

{¢) safeguards to address any negative effects on the exercise of the fundamental rights
enshrined in the Charter, in particular the freedom of expression and information and
the right to non-discrimination;

{I) aprocess o publicly report on any measures Laken, their duration and therr outcomes,
upon the termination of the ¢risis siuation.

5. If the Commission considers that a cnisis protocol fals to effectively address the crisis
sitwation, or to safeguard the exercise of fundamental nights as referred 1o in pont (¢) of
paragraph 4, it may request the participants 1o revise the cnisis protocol, mcluding by
laking additional measures.
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Chapter 1V

Implementation, cooperation, sanctions and enforcement

SECTION 1
COMPETENT AUTHORITIES AND NATIONAL DIGITAL SERVICES COORDINATORS

Article 38

Competent authorities and Digital Services Coordinators

L. Member States shall designate one or more competent authorities as responsible for the

application and enforcement of this Regulation (*competent authorities™).

2. Member States shall designate one of the competent authorities as their Digital Services
Coordinator. The Digital Services Coordinator shall be responsible for all matters relating
to application and enforcement of this Regulation in that Member State, unless the Member
State concerned has assigned certain specific tasks or sectors to other competent
authorities. The Digital Services Coordinator shall in any event be responsible for ensuring
coordimation al national level in respect of those matlers and for contributing to the
elfective and consistent application and enforcement ol this Regulation throughow the

Ulnvio,

For that purpose, Digital Services Coordinators shall cooperate with each other, other
national competent authorities, the Board and the Commission, without prejudice to the
possibility for Member States to provide for regular exchanges of views_of the Digital
Services Coordinator with other authonties where relevant for the performance ol their

resprectiv e Lk od Hiveessthor e e b e Pl et e s dppsoa.
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Where a Member State designates more than one competent authonty m addition to the
Digital Services Coordimator, it shall ensure that the respective tasks of those authorities
and of the Digital Services Coordinator are clearly defined and that they cooperate closely
and elTectively when performing their tasks. The Member State concemned shall
commumnicate the name of the other competent authorities as well as their respective tasks

to the Commission and the Board.

3. Member States shall designate the Digital Services Coordinators within swe-ten months

from the date of entry into force of this Regulation.

Member States shall make publicly available, and commumicate to the Commission and the
Board. the name of their competent authority designated as Digital Services Coordinator

and information on how it can be contacted.

4, The requirements applicable to Digital Services Coordimators set out in Articles 39, 40 and
41 shall also apply to any other competent authorities that the Member States designate
pursuant to paragraph 1.

Aritcle 39

Reguirements for Digital Services Coordinators

1. Member States shall ensure that their Digital Services Coordinators perform their tasks
under this Regulation in an impartial, transparent and timely manner. Member States shall
ensure that their Digital Services Coordinators have adequate technical. financial and

human resources to carrv out their tasks.

7, When carrying oul their tasks and exercising their powers in accordance with this
Regulation, the Digital Services Coordinators shall act with complete independence. They
shall remain free from any external influence, whether direct or indirect, and shall neither

seck nor take instructions from any other public authority or any private party,
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Paragraph 2 15 without prejudice 1o the tasks of Dhgial Services Coordinators within the
syslem of supervision and enforcement provided for in this Regulation and the cooperation
with other competent authorities in accordance with Article 38(2). Paragraph 2 shall not

icial

prevent the exercise of j

accountahility wirements recarding financial expenditure or reporting to national

pariaments, withont endangering the achievement of the objectives of this

Regulati st ol il cuingit ¥ ; i o
ok i atismal-las

Arirele 4}

Jurisdiction

The Member State in which the main establishment of the provider of mtermediary
services is located shall have jurisdiction for the purposes of application and enforcement
of the obligations placed on intermediaries by this Regulation by the national

Chustor-tHmd ok i

A provider of imlermediary services which does not bave an establishment in the Union but
which offers services in the U'mion shall, for the purposes of this ArticleChapterstH-and
P, be deemed to be under the jumisdiction of the Member State where its legal

representative resides or is established.

Where a provider of intermediary services fails to appoint a legal representative in
accordance with Article 11, all Member States shall have jurisdiction for the purposes of
Chapters-H-and-Pthis Article. Where a Member State decides to exercise junisdiction
under this paragraph. it shall inform all other Member States and ensure that the
applicable safeguards afforded by the Charter are respected. tie-prnsiple-ofsebis e
e e It
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4. Paragraphs 1, 2 and 3 are withoul prejudice 1o the second subparagraph of Article 50(4)
and the second subparagraph of Article 51(2) and the tasks and powers of the Commission
under Section 3.

Article 41
Powers of Digital Services Coordinators

1. Where needed For carrving outl their tasks, Digital Services Coordinators shall have at least
the following powers of investigation, in respect of conduct by providers of intermediary

services under the jurisdiction of their Member State:

{a) the power to require those providers, as well as any other persons acting for purposes
related to their trade, business, crafll or profession that may reasonably be aware of
information relating to a suspected infringement of this Regulation, mcluding.
organisations performing the audits referred (o in Articles 28 and 50(3), to provide

such information within a reazonable time period;

(b)  the power to carry oul_or request a_judicial authority to order, on-sile inspeclions
of any premises that those providers or those persons use lor purposes related Lo their
trade, business, crafl or profession, or o request other public authorities to do so. in
order lo examine, seize, take or obtain copies of information relating 1o a suspected

infringement in any form, imespective of the storage medium:

{¢) the power to ask any member of staff or representative of those providers or those
persons to give ¢xplanations in respect of any information relating to a suspected

infringement and to record the answers.
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2. Where needed For camying oul their tasks, Digital Services Coordinators shall have at least
the following enforcement powers, in respect of providers of inlermediary services under

the jurizdiction of their Member State:

{a) the power to accepl the commilments oflered by those providens in relation to ther

compliance with this Regulation and to make those commitments binding,

{b) ihe power to order the cessation of infnngements and, where appropriate, to impose
remedies proportionate W the infmngement and necessary to bring the mfringement

elfectivelv 1o an end;

(¢)  the power to impose fines, or request a judicial authordty to do so, in accordance
with Article 42 for failure to comply with this Regulation, including with anv of the

investigatory orders issued pursuant to paragraph 1;

{d) ihe power to impose a pericdic penalty pavmeni_or request a_judicial authority to
do so, in accordance with Article 42 to ensure that an infringement is terminated in

compliance with an order issued pursuant 1o point () of this paragraph or For Failure

to comply with any of the investigatory orders issued pursuam to paragraph 1,
{e) the power to adopt interim measures 1o avoid the risk of serious harm.

As regards points (¢} and (d) of the first subparagraph. Digital Services Coordinators shall
also have the enforcement powers set out in those points in respect of the other persons
referred to in paragraph 1 for failure to comply with any of the orders 1ssued to them
pursuant to that paragraph. They shall only exercise those enforcement powers after having
provided those others persons m good time with all relevant infonnation relating to such
orders. ncluding the applicable time period, the fines or periodic pavments that may be
imposed for failure to comply and redress possibilities,
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3. Where needed For camying oul their tasks, Digital Services Coordimators shall also have, m
respect of providers of intermediary services under the junsdiction of their Member State,
where all other powers pursuani o this Article o bring about the cessation of an
mfringement have been exhausted, the mfringement persists and causes senous harm
which cannol be avoaded through the exercise of other powers available under Tfnion or

national law, the power 1o take the following measures:

{a) require the management body of the providers, within a reasonable time period., to
examine the situation. adopt and submit an action plan setting oul the necessary
measires o terminate the infmingement, ensure that the provider takes those

measures, and reporl on the measures laken;

(b} where the Digital Services Coordinator considers that the provider has not
sufficiently complied with the requirements of the first indent, that the infringement
persists and causes serious harm, and that the infringement entails a serious criminal
offence involving a threat to the lile or safety of persons, request the competemt
Judicial authority of that Member State to order the temporary restriction of access of
recipients of the service concerned by the infringement or. only where that is not
tlechnically feasible, 1o the online interface of the provider of intermediary services

on which the infringement takes place.

The Digital Services Coordinator shall, except where it acts upon the Commission’s
request referred to in Article 635, prior to submitting the request referred to in point (b) of
the first subparagraph, invite mterested parties 1o submit writien observations within a time
period that shall not be less than two weeks, deseribing the measures that if intends to
request and identifying the iniended addressee or addressees thereof. The provider, the
miended addressee or addressees and any other third panty demonstrating a legitimate
interast shall be entitled to participate in the proceadings before the competent judicial
authority. Any measure ordered shall be proportionate to the nature, gravily, recurrence
and duration of the infringement. without unduly restricting access to lawful information

by recipients of the service concerned.
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The restniction shall be for a penod of Tour weeks, subject to the possibihty Tor the
competent judicial authonty, in its order, to allow the Digital Services Coordinator to
extend thal penod For further peniods of the same lengihs, subject 1o a maximum number of’
extensions sel by that judicial authonty, The Digital Services Coordimator shall only extend
the period where il considers, having regard Lo the rights and interests of all parties alTected
by the restriction and all relevant circumstances, including anv information that the
provider, the addressee or addressees and anv other third partv that demonstrated a

legitimate interest may provide to it, that both of the following conditions have been met:
{a) the provider has failed 1o take the necessary measures (o lerminate the mfnngement:

{(b) the temporary restriction does not unduly restrict access to lawful information by
recipients of the service, having regard to the number of recipients affected and

whether any adequate and readily accessible alternatives exist.

Where the Dhgital Services Coordinator considers that those two conditions have been mel
but it cannod further extend the pernod pursuant to the third subparagraph, it shall submil a
new request to the competent judicial authority, as referred 1o in point (b) of the first

subparagraph.
4. The powers histed in paragraphs 1, 2 and 3 are without prejudice to Section 3.
o The measures taken by the Digital Services Coordinators in the exercise of their powers

listed in paragraphs 1, 2 and 3 shall be elTective, dissuasive and proportionale, having
regard. in particular, to the nature, gravitv, recurrence and duration of the infringement or
suspected infringement to which those measures relate, as well as the econonue, technical
and operational capacity of the provider of the intermediary services concerned where

relevant.
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Member States shall ensure that any exercise of the powers pursuant to paragraphs 1, 2 and
3 is subject to adequate safeguards laid down in the applicable national law in conformity
with the Charter and with the general principles of Union law. In particular, those measures
shall only be taken in accordance with the nght to respect for private life and the nghts of
delence. including the rights (o be heard mnd of access 1o the file. and subject to the right 1o

an efTective judicial remedy of all affected parties.

Aritcle 42

Penalties

Member States shall lav down the rules on penaltics applicable to infringements of this
Regulation by providers of intermediary services under their jurisdiction and shall take all

the necessary measures to ensure that they are implemented in accordance with Article 41,

Penaliies shall be efTective, proportionate and dissuasive. Member States shall notily the
Commission of those rules and of those measures and shall notify it, withowt delay, of anv

subsequent amendments alfecting them.

Member States shall ensure that the maximum amount of penalties imposed For a fmlure to
comply with the obligations laid down in this Regulation shall not exceed 6 o of the
annual income or tumover of the provider of intermediary services concemed in the
preceding financial year. Penalties for the supply of incommecl. incomplete or misleading
information, Tailure to reply or rectilfy incomect, incomplete or misleading information and
to submit to an on-site inspection shall not excead 1% of the annual income or turnover of

the provider or person concernad in the preceding financial vear.

Member States shall ensure that the maximum amount of a periodic penalty payment shall
not exceed 5 %o ol the average daily tumover_or income of the provider of intermediary
services concemed in the preceding linancial year per day, caleulated from the date

specified in the decision concerned.
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Article 43

Right i lodge a complaint

Both #recipients of the service and their representative organisations shall have the right 1o

lodge a complaimt agmnst providers of inlermediary services alleging an infnngement of this

Regulation with the Digital Services Coordinator of the Member Stale where the recipient resides or

is extabli

transmit

shed. The Digital Services Coordinator shall assess the complaint and, where appropriate,
it 1o the Digital Services Coordinator of establishment. Where the complaint falls under the

responsibility of another competent authonty in ils Member State. the Digital Service Coordinator

receiving the complaint shall transmit it to that authonty.

Article 44

Aclivity reporis

1. Digital Services Coordinators shall draw up an annual report on theiris activities under this
Regulation. They shall make the annual reporis available to the public, and shall
commumeate them to the Commussion and to the Board.

2. The annual report ghall also include at-least-the following imformation:

{a) the number and subject matier of orders 1o act against illegal content and orders Lo
provide information issued in accordance with Articles ¥ and 9 by any national
Judicial or admimistrative authority of the Member State of the Digital Services
Coordinator concerned,
{b) the offects given to those orders, as communicated to the Digital Services
Coordinator pursuant 1o Armicles 8 and 9.
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3. Where a Member State has designated several competent authorifies pursuant to Article 3%,
it shall ensure that the Digital Services Coordinator draws up a single report covering the
activities ol all competent authorities and that the Digital Services Coordinator receives all
relevant imformation and support needed 1o that ¢fTect from the other compelent authorities

concemed,

Article 45

Cross-horder cooperation among Digital Services Coordinators

i Where a Digital Services Coordinator of destination has reasons to suspect that a provider
of an imermediany service: nebonder-thetorsdrotton-of- e dember Stite-vomermed:
infringed this Regulation, it may shalb-request the Digital Services Coordinator of
establishment 1o assess the matter and take the necessary investigatory and enforcement

measures to ensure compliance with this Regulation.

Where the Board has reasons to suspect that a provider of intermediary services infringed
this Regulation in a manner imvolving al least three Member States, it may recommend the
Digital Services Coordinator of establishment to assess the matter and take the necessary

investigatory and enforcement measures 1o ensure compliance with this Regulation.
2. A request or recommendation pursuant to paragraph 1 shall at least indicate:

{a) the electronic point of contact of the provider of the intermediary services concemed
as provided for in Article 10;

{b) adescription of the relevant facts, the provisions of this Regulation concerned and
the reasons why the Digital Services Coordinator that sent the request. or the Board,

suspects that the provider infringed this Regulation;

{c) any other information that the Digital Services Coordinator that sent the request, or
the Board, considers relevant, including, where appropriate, mformation gathered on
its own initiative or suggestions for specilic investigatory or enforcement measures

to be taken, mncluding interim measures,
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3.

The Dhgital Services Coordinator of estabhishment shall take into utmost account the
request or recommendation pursuant to paragraph 1. Where it considers that it has
msufticient information to act upon the request or recommendation and has reasons o
consider that the Digital Services Coordinator that sent the request, or the Board, could
provide additional information, it may reguest such information. The time period laid down

in paragraph 4 shall be suspended until that additional information ig provided.

The Digital Services Coordinator of establishment shall, without undue delay and in any
event not later than two months following receipt of the request or recommendation,
commumnicate 1o the Dgital Services Coordinator that sent the request. or the Board, its
assessment of the suspected infrmgement, or that of any other competent authonity
pursuant to national law where relevant, and an explanation of any investigalory or
enforcement measures taken or envisaged in relation thereto 1o ensure compliance with this

Regulation,

Where the Dhgital Services Coordinator that sent the request, or, where appropnate, the
Board, did nol receive a reply within the time period laid down in paragraph 4 or where it
does not agree with the assessment of the Digital Services Coordinator of establishment, it
may refer the matter to the Commiszsion, providing all relevant information, That
information shall include at least the request or recommendation sent 1o the Digital
Services Coordinator of establishment, any additional information provided pursuant 1o

paragraph 3 and the communication referred 1o in paragraph 4.

The Commission shall assess the matter within three months followmg the referral of the
maltter pursuant to paragraph 3, aller having consulied the Digital Services Coordinator of

estahlishment and, unless it referred the matter izelfl, the Board.
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7. Where, pursuant to paragraph 6, the Commission concludes that the assessment or the
investigatory or enforcement measures taken or envisaged pursuant to paragraph 4 are
mcompalible with this Regulation, it shall request the Digital Service Coordinator of
eslablishment to further assess the matter and take the necessary investigalory or
enforcement measures 1o ensure compliance with this Regulation, and to inform it about

thoze measures taken within two months from that reguest.

Aritcle 46

Joint frvestigations and reguesis for Commission inlerveniion

L. Any dBigital Services Coordinators may participate in joint investigations, which may be
coordinated with the support of the Board, with regard to matters coverad by this
Regulation, concerming providers of miermediary services operating in several Membser

mlates.

Such joint investigations are without prejudice to the tasks and powers of the participating
Digital Coordinators and the requirements applicable 1o the performance of those lasks and
exercise of those powers provided in this Regulatnion. The participating Digital Services
Coordinators shall make the results of the joint investigations available o other Digital
Services Coordinators, the Commission and the Board through the system provided for in
Article 67 for the fulfilment of their respective tasks under this Regulation.

2. Where a Digital Services Coordinator of establishment has reasons to suspect that a very
large online platform infringed this Regulation, it may request the Commuission to take the
necessary investigatory and enforcement measures to ensure compliance with this

Regulation in accordance with Scection 3. Such a request shall contain all information listed

in Article 45(2) and set out the reasons for requesting the Commission fo intervene, Ifthe

Commission intends to initiate proceedings pursuant to Article 51, it shall

manths mpon the receipt of the Feguest.

11459/21 LS, T™/ech 144
ANNEX ECOMP.3.A LIMITE EN



SECTION 2
EUROPEAN BOARD FOR DIGITAL SERVICES

Article 47

Furopean Board for Digital Services

1. An independent advisory group ol Dhgital Services Coordinators on the supervision of
providers of intermediary services named “European Board for Digital Services’ (the
‘Board ™) 15 established.

2. The Board shall advise the Digital Services Coordinators and the Commission in

accordance with this Regulation to achieve the following objectives:

{a) Contributing to the consistent application of this Regulation and effective
cooperation of the Digital Services Coordinators and the Commission with regard 1o

matiers covered by this Regulation:

(k)  coordmating and contnbuting o guidance and analyvsis of the Commission and
Drigital Services Coordinators and other competent authorilies on emerging issues

across the interal market with regard to matters covered by this Regulation:

{c) assisting the Digital Services Coordinators and the Commission in the supervision of

very large online platforms.
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Article 48

Struciure of the Hoard

1. The Board shall be composed of the Digital Services Coordinators, who shall be
represented by high-level officials, Where provided for by national law, other competent
authorities entrusted with specilic operational responsibilities [or the application and
enforcement of this Regulation alongside the Digital Services Coordinator shall participate
n the Board. Other national authorities may be invited to the meetings, where the issues
discussed are of relevance lor them.

2. Each Member State shall have one vote. The Commission shall not have voting rights.

The Board shall adopt its acts by simple majority.

3. The Board shall be chaired by the Commission. The Commission shall convene the
meetings and prepare the agenda in accordance the tasks of the Board pursuant to this
Regulation and with s rules of procedure.

4. The Commission shall provide admimistrative and analytical support for the activities off
the Board pursuant to this Regulation.

5. The Board may invite experts and observers 1o attend its meetings, and may cooperate with
other Union bodies, offices, agencies and advisory groups, as well a5 external experts as
appropriate. The Board shall make the results of this cooperation publicly available.

fa. The Board shall adopt its rules of procedure, following the conzent ol the Commission,
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Article 49

Tasts of the Board

1. Where necessary to meet the objectives seét out in Article 47(2). the Board shall in
particular:

(a) suppor the coordination of joinl investigations,

{b) support the competent authorities in the analysig of reports and results of audits of
very large online platforms to be transmitted pursuant to this Regulation;

() ssue opinions, recommendations or advice 1o Diginal Services Coordinators in

accordance with this Regulation;

(d) advise the Commission to take the measures referred to in Article 51 and, where
reguested-bythe- Commisston—adopl opmions on drall Commission measures

concerming very large online platforms m accordance with this Regulation:

() =upport and promote the development and implementation of European standards,
puidelines, reports, templates and code of conducts as provided for in this
Regulation, as well as the dentification of emerging issues, with regard 1o matters

covered by this Regulation.

2. Digital Services Coordinators and other national competent authorities that do not follow
the opinions, requests or recommendations addressed to them adopted by the Board shall
provide the reasons for this choice when reporting pursuant (o this Regulation or when

adopting their relevant decisions, as appropriate.
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SECTION 3
SUPERVISION, INVESTIGATION, ENFORCEMENT AND MONITORING IN RESPECT OF
VERY LARGE OXNLINE PLATFORMS

Arircle 50

Enhanced supervision for very large onlineg platforms

1. Where the Dhgital Services Coordinator of establishment adopis a decision linding that a
provider of very large online platform has infnnged any of the provisions of Section 4 of
Chapter I1I, it shall make use of the enhanced supervision system laid down in this Article.
It shall take utmost account of any opmion and recommendation of the Commission and

the Board pursuant to this Aricle.

The Commission acting on its own initiative, or the Board acting on its own initiative or
upon request of at least three Dhgital Services Coordmators of destination, may, where it
has reasons 1o suspect that a provider of very large online platform infringed any of those
provisgions, recommend the Digital Services Coordinator of establishment to investigale the
suspected infringement with a view to that Digital Services Coordinator adopting such a
decision-within-a-reasonable-tinre-period within a time period predefined in the

recommendation.

Where other competent authorities in that Member State are empowered to establish

a given provider of a verv large online platform, the Digital Services Coordinator of

establishment shall involve them in accordance with the applicable national law.

11459/21 US, TM/ ech 148
ANNEX ECOMP.3.A LIMITE EN



2 When communicating the decision referred to in the first subparagraph of paragraph 1 1o
the provider of the very large online platform concemned, the Digital Services Coordinator
of establishment shall request it to draw up and communicate to the Digital Services
Coordinator of establishment, the Commussion and the Board, withim one month from that
decision, an action plan, specilving how that platform intends to terminate or remedy the
infringement. The measures zet out in the action plan may include, where appropriate,

participation in a code of conduct as provided for in Article 35,

3. Within one month following receipt of the action plan, the Board shall communicate its
opinion on the action plan to the Digital Services Coordinalor of establishment. Within one

month followmg receipt of that opimion, that Digital Services Coordinator shall decide

whether the action plan 15 approprate (o terminate or remedy the infringement.
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4. The Digital Services Coordinator of establishment shall commumicate 1o the Commuission,
the Board and the provider of the very large online platform concerned its views as to
whether the provider of very large online platform has terminated or remedied the
mlringement and the reasons thereof, It shall do g0 within the following ime periods, as

applicahle:

not consider the action plan appropriate to terminate or remedy the
infringement;

(b} within three months from the decision on the action plan referred to m the first

subparagraph of paragraph 3, where the action plan was considered appropriate
te terminate or remedy the infringement . where-no-such-nuditwas-performed;

{c) mmmediately upon the expiry of the ime period set oul in paragraph 2, where that

plattorm tailed to commumcate the action plan withun that time period.
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Article 51

frtervention by the Commission and opening of proceedings

1. The Commission, acting ¢ither upon the Board s recommendation or on its own initiative
after consulting the Board, may initiate proceedings in view of the possible adoption of
decisions pursuant to Articles 58 and 39 in respect of the relevant conduct by the provider
of the very large online platform that:

{a) 15 suspected of having infringed any of the provisions of this Regulation and the
Dngital Services Coordinator of establishment did not take the necessaryany
investigatory or enforcement measures, pursuant to the request of the Commission

referred to in Article 45(7), upon the expiry of the time period set in that request;

{b) 15 suspected ol having infringed anv of the provisions of this Regulation and the
Digital Services Coordinator of establishment requested the Commission lo intervene

in accordance with Article 46(2), upon the receplion of thal request;

{c)  has been found 1o have infringed any of the provisions of Section 4 of Chapter 111
upon the expiry of the relevant time periods for the communication referred to in

Article 50{4).

2. Where the Commission decides to iniliste proceedings pursuant to paragraph 1, it shall
notify all Digital Services Coordinators, the Board and the provider of the very large

online platform concerned.
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As-regards-possts-ta-and -l paragraph—p Pursuant to that notification, the [gital

Services Coordinator of establishment concemed shall no longer be entitled to take any
investigalory or enforcement measures in respect of the relevant conduct by the provider
of the very large online platform concemed, withoutl prejudice to Article 66 or any other
measures that 11, mav take ol the request of the Commission._The Commission shall

inform the Digital Services Coordinator of establishment of its preliminary findings

pursuant to Article 63(1)

3 The Digital Services Coordinator referred to in Articles 43(7), 46(2) and 30{ 1), as

applicable, shall, without undue delay upon being informed, transmit 1o the Commission:

{a) any information that that Digital Services Coordinator exchanged relating to the
infringement or the suspected infringement, as applicable, with the Board and with

the provider of the very large online platform concerned;

{b) ihe case file of that Digital Services Coordinator relating o the infringement or the
suspected infringement, as apphicable;

{¢) anyother mformation in the possession of that Digital Services Coordmator that may

be relevant to the proceedings mitiated by the Commission.

4 The Board, and the Digital Services Coordinators making the request referred 1o in Article
45(1). shall. without undue delay upon being informed. transmit o the Commission any
information in their possesgion thal may be relevant 1o the proceedings initiated by the

Commission.
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Article 32

Requests for informaiion

1. In order to carry out the tasks assigned to it under this Section, the Commission mav by
simple request or by decision regquire the provider of the very large online platforms
concerned, as well as any other natural or legal persons acting for purpeses related o
their trade, business, crafl or profession that may be reasonably be aware of information
relating 1o the suspected infringement or the infringement, as applicable, ncluding
organisalions performing the andits referred to in Articles 28 and 303}, 1o provide such

information within a reasonable time period.

2. When sending a simple request for information to the provider of the very large online
platform concerned or other person referred Lo in paragraph Artele32¢1 _of this Article},
the Commission shall siate the legal basis and the purpose of the request, specily what
information is required and sel the time period within which the iformation is 1o be
provided, and the penalties provided for i Article 39 for supplving mcomect or misleading

il ormation.

3. Where the Commission requires the provider of the very large online platform concermed
or other person referred to in paragraph Arrele32¢1_of this Articles Lo supply
information by decision, 1t shall state the legal basis and the purpose of the request, specly
what information is required and set the time period within which it is 1o be provided. It
shall also indicate the penalties provided for in Article 59 and indicate or impose the
periodic penalty pavmenis provided for in Article 60. It shall further indicate the rnight 1o

have the decision reviewed by the Court of Justice of the European Union.
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4. The owners of the very large online platform concemed or other person referred to in
Arbrete-S2tparngraph 14 or their representatives and, in the case of legal persons,
companies or firms, or where they have no legal personality, the persons authorised 1o
represent them by law or by their constitution shall supply the information requested on
behall of the provider of the very large online platform concemed or other person referred
to in Astbele-Sdiparagraph 13, Lawyers duly authorised to act may supply the information
on behalf of their clients. The latter shall remain fully responsible if the information

supplied is incomplete, incorrect or misleading,

5. Al the request of the Commission, the Digital Services Coordinators and other competent
authorities shall provide the Commission with all necessary information to carry out the

lasks assigned to 11 under this Section.

Aritele 53

Power to fake inferviews and stalements

In order o carry oul the tasks assigned 1o 1t under this Section, the Commission may inlerview any
natural or legal person which congents 1o baing interviewed for the purpose of coallecting
information. relating to the subject-matter of an investigation, in relation 1o the suspected

infringement or mfringement, as applicable,

1145921 L78, TM/ech 154
ANNEX ECOMP.3.A LIMITE EN



Article 54

Power to conduct on-sile inspeciions

In order to carry out the tasks assigned 1o it under this Section, the Commission may
conduct on-s1te mspections ol the premases of the provider of the very large online

platform concerned or other persen referred to in Article 32(1).

On-=site inspections may also be carried outl with the assistance of audilors or experts

appointed by the Commission pursuant to Article 57(2)_as well as with the competent

NGB LIERENA] ARRLINAH | L J"II‘ L ¥y RN RE T | I L ANES PP LTUREE 5 TAr B

comducted,

During on-site imspections the Commission, asd-auditors andes experts appointed by the
Commissiond, as well as the competent national authority of the Member State in
whose territory the inspection is to be conducted may require the provider of the very

large online platform concerned or other person referred to in Article 52(1) to provide

explanations on ils organisation, functioning, IT system, algorithms, data-handling and
busimess conducts. The Commussion and suditors or experts appointed by it mav address
questions 1o key personnel of the provider of the very large online platform concerned or
other person refemred 1o in Article 32(1).
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4,

The provider of the very large onlme platform concemed or other natural or | STRON
referred to m Article 52(1) 15 required to submit to an on-site inspection ordered by
decision of the Commission. The decision shall specily the subject matter and purpose of
the wisit, set the date on which 11 is 1o begin and mdicate the penalties provided for
Articles 59 ind 60 and the right 1o have the decision reviewed by the Court of Justice of

the European Llnion.

Ariicle 35

Trilevim measures

In the context of proceedings which mayv lead to the adoption of a decision of non-
compliance pursuant to Article S8(1), where there is an urgency due to the risk of serious
damage for the recipients of the service, the Commission may, by decision, order intenm
measures againsi the provider of the very large online platform concemed on the basis of

a prima facie finding of an infringement.

A decision under paragraph 1 shall apply for a specified period of time and may be

renewed in so far thas 15 necessary and appropriate.

Artrcle 56

Ll tment s

If, during proceedings under this Section, the provider of the very large online platform
concerned offers commitmenis 1o ensure comphiance with the relevant provisions of this
Regulation, the Commission may by decision make those commitments binding on the
provider of the very large online platform concerned and declare that there are no lurther
grounds for action.
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2.

The Commission may, upon reguest or on 1% own imtiative, reopen the procecdings:

{a) where there has been a material change in any of the Facts on which the decision was

based;

{b)  where the provider of the very large online platform concerned acts contrary to iis

commuilments; or

{¢)  where the decision was baged on incomplete, incorrect or misleading information
provided by the provider of the very large online platform concemed or other

person reterred 1o Arficle 32(1).

Where the Commission considers that the commitments offered by the provider of the
very large online platform concemed are unable to ensure effective compliance with the
relevant provisions of this Regulation, it shall reject those commitments in a reasoned

decision when concluding the proceedings.

Article 57

Monitoring actions

For the purposes of carrving out the tasks assigned to it under this Section, the Commission
may take the necessary actions o monitor the effective implementation and compliance
with thiz Regulation by the provider of the very large online platform concemed, The
Commission may also order that phetberst provider 1o provide access to, and explanations
relating to, its databases and algorithms,

The actions pursuant to paragraph 1 may include the appointment of independent ¢xiernal
experts and anditors,incuding from competent national authorities, 1o aszist the

Conumission in monitoring compliance with the relevant provisions of this Regulation and

to provide specific expertise or knowledge to the Commission.
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Article 38

Non-compliance

1. The Commuission shall adopt a non-compliance decision where it finds that the provider of
the very large onling platform concemed does not comply with one or more of the

Following:

{a) the relevant provigions of this Regulation;

{b) interim measures ordered pursuant to Article 55;
{¢) commilments made binding pursuant o Article 56,

2 Before adopting the decision pursuant to paragraph 1. the Commission shall communicate
its preliminary findings to the provider of the very large online platform concemned, In the
prelmimary findings, the Commission shall explam the measures that 1t considers taking,
or that i considers that the provider of the very large onlime platform concemned should

take. in order to efTectively address the preliminary findings.

3 In the decision adopted pursuant to paragraph 1 the Commission shall order the provider
of the very large online platform concerned to take the necessary measures 1o ensure
compliance with the decision pursuant 1o paragraph 1 within a reasonable time period and
o provide mformation on the measures that that platform intends to take 1o comply with
the decision.

4, The provider of the very large online platform concemed shall provide the Commission
with a description of the measures it has taken to ensure compliance with the decision

pursuant to paragraph 1 upon their implementation.

5. Where the Commission finds that the conditions ol paragraph 1 are not met, it shall close

the investigalion by a decision.
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Article 539

Fines

In the decision pursuant to Article 58, the Comnussion may impose on the provider of the
viery large onhing platform concemed lines not exceedmg 6% of ils total worldwide
turnover m the preceding linancial vear where it finds that that pledfesss-provider.

intentionally or negligently:
{a) infringes the relevant provisions of this Regulation:
(b} fails to comply with a decision ordering interim measures under Article 55, or

{¢) fails to comply with a voluntary measure made binding by a decizion pursuant 1o

Articles 56,

The Commission may by decision impose on the provider of the very large omline
platform concerned or other natural or legal person referred to in Article 32(1) fines not
exceeding 1 %o of the total lumover in the preceding (inancial year, where they

mientionally or neghgently:

{a) fail to supply or supply incorrect, incomplete or misleading information in response
1o a request pursuant 1o Article 52 or. when the information is requested by decision,

fail to reply to the request within the set ime period;

{b) fail to rectily within the time period set by the Commission, incomrect, incomplete or
misleading information given by a member of s1afl, or Il or refise 1o provide

complete information;
{c) reluse to submit to an on-sile mspection pursuant Lo Article 54,

Betore adopting the decision pursuant 1o paragraph 2, the Comnussion shall communicate
its preliminary findings to the provider of the very large online platform concerned or
other person referred to in Article 52(1).
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4. In lixing the amount of the fine, the Commuission shall have regard 1o the nature, gravity,
duration and recurrence of the infringement and, for lines imposed pursuant to paragraph

2, the delay caused to the proceedings.

Ariicle 60
Periodic penalty payinents

1. The Commission may, by decision, impose on the provider of the very large online
platform concerned or other person referred to in Article 52(1), as applicable. periodic
penalty pavments nol exceading 3 %o of the average dmly income or worldwide urnover
in the preceding financial vear per day, calculated from the date appointed by the decision,

in order to compel them to:

{a) supply correct and complete mformation in response 1o a decision requiring

information pursuant (o Article 52;

{b) submit to an on-site inspection which it has ordered by decision pursuant to Aricle
34;

() complywith a décision ordering interim measures pursuant to Article 5517

{d) comply with commitments made legally binding by a decision pursuant to Article

36(1)
{e¢) comply with a decision pursuant to Article 58(1).

3 Where the provider of the very large online platform concerned or other person referred to
in Article 52(1) has satisficd the obligation which the periodic penalty payment was
mtended to enforce, the Commission may fix the definitive amount of the periodic penally

payment at a figure lower than that which would anise under the original decision,
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Article 6]

Limitation period for the imposition of penalties

The powers conferred on the Commission by Anticles 52 and 60 shall be subject to a

hmitation penod of five vears.

Time shall begin to run on the day on which the inlringement s commilted. However, in
the caze of continuing or repeated infringements, time shall begin 1o run on the dav on

which the infringement ceases.

Any action taken by the Commission or by the Digital Services Coordinator for the
purpose of the investigation or proceedings in respect of an infringement shall interrupt the
limitation period for the imposition of fines or periodic penalty payments. Actions which

interrupt the limitation period shall imclude, n particular, the following:

{a) requests for information by the Commission or by a Digital Services Coordinator;
{(b) on-site inspection;

{c) the opening of a proceeding by the Commission pursuant to Article S1(2).

Each interruption shall start ime running afresh. However, the limitation period for the
imposition of fines or periodic penalty payments shall expire at the latest on the day on
which a period equal to twice the limitation period has elapzed without the Commission
having imposed a fine or a periodic penalty payment. That period shall be extended by the

time duning which the limitation period is suspended pursuant to paragraph 5.

The limitation period for the imposition of fines or penodic penalty payments shall be
suspended for & long as the decision of the Commission is the subject of proceedings

pending before the Court of Justice of the European Union.
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Article 62

Limitation period for the enforcement of penaliies

1. The power of the Commission to enforce decisions taken pursuant to Articles 39 and 60
shall be subject to a lomitation penod of five years,
73 Time shall begin to run on the day on which the decision becomes linal.
i The limitation period for the enforcement of penaltics shall be interrupted:
{a) by notification of a decision varving the onginal amount of the fine or periodic
penally pavment or refusing an application for variation;
{b) by any action of the Commission, or of a Member State acting at the request of the
Commission, designed to enforce payvment of the fine or periodic penalty pavment.
4. Each inferruption shall start time nmning afresh.
5. The limitation period for the enforcement of penalties shall be suspended for so long as:
{a) time o pay iz allowed,
{b) enforcement of payment 15 suspended pursuant 1o a decision of the Court of Justice
of the European Union_or to a decision by the national eourd.
Arircle 63
Right to be heard and access 1o the file
1 Before adopting a decision pursuant to Articles 38(1), 59 or 60, the Commission shall give
the provider of the very large online platform concerned or other person referred 1o in
Article 52(1) the opportunity of being heard on:
{a) prehimimary findings of the Commission, including any matter to which the
Commission has taken objections: and
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{b) measures that the Commission may miend 1o take m view of the prehmimary fimdings

referred to pont {a).

The provider of the very large online platform concemed or other person referred 1o in
Aricle 32(1) and any natural or legal person who applies to be heard and shows a

legitimate Interest may submit their observations on the Commission’s preliminary
findings within a reasonable time period set by the Commissgion in its preliminary findings,

which mav not be less than 14 days.

The Commussion shall base its decisions onlv on objections on which the parties concemned

have been able 1o comment.

The rights of defence of the parties concerned shall be fully respected in the proceedings.
They shall be entitled to have access to the Commission's file under the terms of a
negotiated disclosure, subject to the legitimaie interest of the provider of the very large
online platform concerned or other person referred Lo in Article 52(1) in the protection of
their business secrets. The nght of access to the file shall not extend 1o conlidential
information and intemal documents of the Commission or Member States’ authorities. In
particular, the right of access shall not extend 1o correspondence between the Commission
and those authorities. Mothing in this paragraph shall prevent the Commission from

disclosing and using information necessary to prove an infringement.

The information collected pursuant to Aricles 52, 53 and 54 shall be used only for the

purpose of this Regulation,

Without prejudice to the exchange and to the use of information referred 1o in Articles
5103) and 32(5). the Commussion, the Board, Member States” authorities and their
respective officials, servants and other persons working under their supervision.: and any
other natural or legal person mvolved, meluding auditors and experts appomted pursuant o
Anticle 5702 shall not disclose information acquired or exchanged by them pursuant to this

Section and of the kind covered by the obligation of professional secrecy.
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Article 64

Publication of decisions

1. The Commission shall publish the decisions it adopts pursuant to Articles 55(1), 56(1), 58,
59 and 60. Such publication shall state the names of the parties and the main content of the

decision, mcluding any penalties imposed.

2. The publication shall have regard to the rights and legitimate interests of the provider of
the very large onling platform concemned. any other person referred to in Article 52(1) and

any third parties m the protection of therr confidential information.

Argicle G4a

Heview by the Court of Justice of the European Union

Conrt of Justice of the Enropean Union has unlimited jurisdiction to review decisions by

w hich the Commission haz imposed fines or perdodic penaliy pavmenis, It may cancel, reduce

or increase the fine or periodic penaliv pavment imposed.
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Article 63

Reguesis for access restrictions and cooperation with national courts

1. Where all powers pursuant to this Article to bring about the cessation of an infringement of
this Regulation have been exhausted, the mfringement persists and causes senous hanm
which cannot be avoided through the exercise of other powers available under Union or
national law, the Commission may request the Digital Services Coordinator of
establishment of the provider of the very large online platform concemed to act pursuant
Lo Acrticle 41(3)%

Prior to making such request to the Digital Services Coordinator, the Commission shall
invite inferested partics to submit written observations within a time period that shall not
be less than two weeks, desenbing the measures it miends lo request and identifying the

intended addressee or addressees thereol,

2. Where the coherent application of this Regulation so requires, the Commission, acting on
ils own iniliative, may submil written observations to the competent judicial authority
referred to Article 41(3). With the permission of the judicial authority in question, it may

also make oral observations.

For the purpose of the preparation of its observations only, the Commission may request
that judicial authonty to transmil or ensure the transmission o il of any documents

necessary for the azsessment of the case,
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Article 66

Implementing acts relating to Commission intervention

1. In relation to the Commission intervention coverad by this Section, the Commission may

adopl mplementing acts concerming the practical ammangements for:

(c)  the proceedings pursuant 1o Articles 54 and 57,

{a) the hearings provided for in Article 63;

{b)  the negotiated disclosure of mformation provided for in Article 63,

2. Those implementing acts shall be adopted in accordance with the advisoary procedure
referred to in Article 70, Before the adoption of any measures pursuant to parageaph 1, the
Commission shall publish a draft thereof and invite all interested parties to submit their

comments within the time peniod set oul therein, which shall not be less than one month.
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SECTION 4
COMMON PROVISIONS ON ENFORCEMENT

Article 67

Information shartng system

L. The Commission shall establish and maintain a reliable and secure information sharing
syslem supporting communications between Digital Services Coordinators, the
Commission and the Board,

2. The Digital Services Coordinators, the Commission and the Board shall use the

information shanng system for all communications pursuant to this Regulation.

3. The Commussion shall adopt implementing acts laving down the practical and operational
arrangements for the functioning of the information sharng svstem and its interoperahility
with other relevant gystems. Those implementing acts shall be adopted in accordance with

the advisory procedure referred to in Article 70.
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Article 68

Hepresentation

Without prejudice to Directive 2020 X X/EU of the European Parliament and of the Council®®,
recipients of mtermediary services shall have the nght to mandate a body, orgamsation or
association to exercise the nghts conferved by this Regulationsefessed-bo-tntialestd—liand-10

on their behalf, provided the body, orgamsation or association meets all of the following conditions:
{a) it operates on a not-for-profit basis:
(b it has been properly constituted in accordance with the law of a Member State:

{c) ils stalutory ohjectives include a legitimate interest in ensuring that this Regulation 1=

complied with,

SECTIONS
DELEGATED ACTS

Article 69

Exercise of the delegation

L The power to adopt delegated acts is conlerred on the Commission subject to the

conditions laid down in this Article.

2. The delegation of power referred to in Articles 23, 25, and 31 shall be conferred on the
Conumission for an indeterminate period of time from [date of expected adoption of the

Regulation].
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3.

The delegation of power referred to in Articles 23, 25 and 31 may be revoked al any time
by the Furopean Parliament or by the Council. A decision of revocation shall put an end to
the delegation of power specified in that decision. It shall take efTect the day following thal
of its publication in the OfTicial Joumal of the European Union or al a later date specified
therein. It shall not affect the validity of any delegated acts already in lorce.

As goon as it adopts a delegated act, the Commission shall notify it simultancously to the

European Parliament and to the Council.

A delegated act adopled pursuant 1o Articles 23, 25 and 31 shall enter into Force only if no
ohjection has been expressed by either the European Parliament or the Council within a
period of three months of notification of that act to the European Parligment and the
Council or if, before the expiry of that period, the European Parliament and the Council
have both informed the Commission that they will not object. That period shall be

extended by three months at the initiative of the Evropean Parliament or of the Council.
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Article 70

Commitiee

1. The Commission shall be assisted by the Digital Services Committee, That Committee
shall be a Commutice within the meanmg of Regulation (EU) No 182°2011.

7l Where reference is made 1o this Anticle, Article 4 of Regulation (E1) No 1822011 shall
apply.

Chapter V

Final provisions

Ariticle 71

Deletion of certain provisions of Directive 200003 1V EC
1. Ariicles 12 1o 15 of Directive 200003 1/TC shall be deleted.
2. Relerences to Articles 12 1o 15 of Directive 200003 1/EC shall be construed as references o

Anticles 3, 4, 5 and 7 of this Regulation, respectively,

Artiele 72
Amendments to Divective 2020XXEC on Representative Actlons for the Protection of the

Collective Imterests of Consumers
3 The following 15 added to Annex I:

“{X) Regulation of the European Parliament and of the Council on a Single Market for Digital
Services (Digntal Services Act) and amending Directive 2000031/ECT

1145921 US, TM/ech 171
ANNEX ECOMP.3.A LIMITE EN



Article T3

Fvaluation

1. Bv five vears after the entry into force of this Regulation at the latest, and every five vears
thereafler, the Commussion shall evaluate this Regulation and report to the European
Parliament, the Council and the European Economic and Social Committee.

2. For the purpose of paragraph 1, Member States and the Board ghall send information on

the request of the Commission.

3. In carrving out the evaluations referred to in paragraph 1, the Commission shall take into
account the positions and findings of the European Parliament, the Council, and other

relevant bodies or sources,

4. By three yvears from the date of application of this Regulation at the latest, the
Commission, after consulting the Board, shall carry out an assessment of the functioning of
the Board and shall report it to the European Parliament, the Council and the European
Economic and Social Committee, laking mio account the first vears of application of the
Regulation. On the basis of the lindings and taking mto utmost account the opinion of the
Board, that repont shall. where appropriate. be accompanied by a proposal for amendment

of this Regulation with regard to the structure of the Board.
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Ariicle T4
Eniry into force and application

1. This Regulation shall enter into force on the twentieth dav following that of its publication
in the OfTicial Joumal of the European Lnion,

73 It shall apply from [date - Ywee-twelve months afier its entry into force].

This Regulation shall be binding in its entirety and directly applicable in all Member States.

Done at Brussels,
Far the Furopean Parlianent Fewr the Counenl
The President The Presidem
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