DO YOU AGREE WITH
THE RECORDS OF EVENTS?




| REALLY WASN'T
EXPECTING THAT!
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| GOT BACK FROM THE US } nry ANYWAY, ['LL HAVE SOME
LESS THAN 24 HOURS AGO; THE Y GREAT SHOTS TO SHOW TO SOFIA,
WHOLE THING WITH IMMIGRATION WAS A et / FOR THEIR ISSUE ON THE NEW
BIGGER DRAG THAN IN PAKISTAN!!! i . BROOKLYN.
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GEEZ, HOW LONG HAS IT BEEN
SINCE | LAST SAW SOFIA?
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WHEN DID YOU GET BACK? = 11_3"' -
Cile, W -_sf'
& I
AV (S

WHAT IS...

AHA, HAVE YOU
SEEN MY NEW

= YET ANOTHER §
=SS  GEEKY GADGET THAT

~ MY BROTHER WOULD
Lovelll

/
TELEPHONE, INTERNET, WITH THAT YOU'LL BE TRACKED
E-MAILS, BLUETOOTH, DOWN ANYWHERE!

GPS

HuH! TIME TO
GO. SHALL WE?




OK, LET's DO IT!
Do YOU HAVE THE PHOTOS?

YOUR LATEST TRIPS TO PAKISTAN
DIDN'T GO UNNOTICED.

THAT, AND MY
WONDERFUL TAN!
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| HAD PROBLEMS AGAIN
BECAUSE OF MY PASSPORT.

GOT THEM ALL
RIGHT HERE...

OK, LET'S GO AND SHOW
THE EDITORIAL TEAM YOUR
LATEST FINDINGS...

THE SERIES ON THE MOSQUES
IN BROOKLYN SHOULD BE A HIT!




A FEW HOURS LATER...

GREAT PHOTOS! HERE,
HERE ARE YOUR SD CARDS.
THANK YoU!

SHALL WE HAVE A DRINK
AFTER THE SKULTON CONCERT
TONIGHT?

GREAT IDEA! MY BROTHER

WILL BE THERE WITH MARIE.

YOU CAN SHOW OFF WITH
YOUR NEW GADGET!

THE WEATHER WAS
TERRIFIC, THE LIGHT
WAS BRILLIANT.

| HAD TO HURRY ALEX TO MAKE
HIM UPDATE THE LATEST VERSION
OF THE FORUM AND THE NEXT SET
OF CONCERT DATES...

GREAT! AND WE CAN ALSO
ADD THE PHOTOS I'LL BE
TAKING THIS EVENING!
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IT'S A WRAP!
STILL AS MILITANT AS EVER...!

THOR? IS THAT
HIS NAME?
HEY, LOOK, THERE'S
GABRIEL AND THOR FROM e
THE FORUM. g TELL ME, IS THE NEW
VERSION ONLINE?

IT'S THEIR
TRADEMARK.

No, IT'S HIS ALIAS.
NOBODY IN THE FORUM
KNOWS HIS REAL NAME.

SOFIA PUT A LOT
OF PRESSURE ON ME, BUT
IT IS NOT DONE! | DIDN'T
HAVE TIME!




AFTER THE

CONCERT...
—— | HOPE YOU WON'T ASK ME

— TO UPLOAD THE PHOTOS THIS
EVENING...

| DON'T HAVE THEM
YET. | AM UPLOADING
MY 'ON THE SPOT'
COMMENTS, NOW...

AND YOU ARE A STUDENT OF
COMPUTER SCIENCE! HAVEN'T YOU EVER
LEARNED THAT IT IS NECESSARY TO GET
ONTO A SECURE «HTTPS» CONNECTION
FOR ONLINE PAYMENTS?

. . ' YES, BUT, | WAS A BIT
RUSHED! DAMN! I'VE ALREADY

1= HAD SOME UNIDENTIFIABLE

TRANSACTIONS!

AN

GEEZ, | CAN'T BELIEVE THIS!!!
SOMEONE HAS BEEN USING
MY CREDIT CARD! THERE
ARE WEIRD DEBITS FROM
MY ACCOUNT!

OH, PURCHASES ON A COMPUTER
HARDWARE SITE AND A 300-DOLLAR
WITHDRAWAL IN NEW ZEALAND!

LET ME GET ONTO MY
BANK WEBSITE TO BLOCK
THESE TRANSACTIONS. AND,
NOT A WORD TO MUM AND
DAD, OK!




ARE YOU TWO NOT
\  GETTING ANYWHERE?

WHAT ARE YOU
TALKING ABOUT?!

YOU ARE THE ONE WE
SHOULD BE ASKING...

OH NO, THAT CAN'T
BE TRUE!
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HE'S BEEN ARRESTED!

YOU WON'T BELIEVE THIS: FOR
CYBERTERRORISM!!!

HE SEEMED TO BE
QUITE FREAKED oUT!

YOU ARE JOKING,
RIGHT?

HE MENTIONED SOMETHING ABOUT
WHEN HE WAS LEAVING THE STATES, AND HIS
PHOTOS OF MOSQUES, AND OF PAKISTAN,
IT WAS ALL CONFUSED!
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¥ YOU GO OFF FOR

,l, ) YOUR CLASSES, AND I'LL
SEE WHAT | CAN DO...

DO YOU THINK HE WAS
SPOTTED BY ECHELON? WHAT
ARE WE GOING TO DO?

[



[ ,A FEW HOURS LATER... OH COME ON, SOFIA,

IT'S ALWAYS A PLEASURE
TO SEE YOU!

THANK YOU, SIR, FOR
AGREEING TO SEE ME SO
QUICKLY.

AND, FOR GOD'S SAKE,
CALL ME MAX!

IT'S BEEN AGES
SINCE YOU LAST CAME
TO SEE ME! WHAT'S
GOING ON?
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DANIEL IS BEING ACCUSED OF
CYBERTERRORISM!

AHA! HIS I.T. SKILLS MIGHT
HAVE IMPROVED, THEN?

S0 WHAT EXACTLY
ARE THEY ACCUSING

IT'S UNCLEAR. HE'S AT THE POLICE
STATION AND WE NEED TO GET HIM
OUT OF THERE!

OK, LET ME CALL
THE POLICE STATION... WE'LL
SEE IF HE ACCEPTS ME AS
HIS LAWYER...




HELLO, I'D LIKE TO SPEAK
WITH THE OFFICER IN CHARGE OF THE ']

AUGER CASE PLEASE. lli
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! HELLO! | AM MAX DOUMERC,
DANIEL AUGER'S LAWYER, AND I'M
- ’ 1
HERE TO SEE HIM. FoLLow Me =
_.-:',I-'
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BAD LUCK! HE MAY BE
IN THERE FOR A WHILE!!!

No! THIS 1S TOTAL
MADNESS!!!

APPARENTLY, AT THE AIRPORT,
THEY SCAN ALL DIGITAL DATA.
MAX IS AT THE POLICE STATION;
WE'LL GET NEWS SOON...

WHAT COULD THEY FIND?
PHoTOS?

HELLO DANIEL!
WHAT NEWS?




SOFIA CAME TO SEE ME
AND SHE'S SURE YOU ARE INNOCENT.
WELL, | MUST SAY, | TEND TO AGREE
WITH HER...

| DON'T UNDERSTAND! THEY
SAY THEY HAVE EVIDENCE.
BUT OF WHAT? | DIDN'T DO

ANYTHING!!!

| NEED TO HEAR
YOUR VERSION.
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THERE IS NO 'MY VERSION'!
| WENT OFF TO THE STATES TO

WORK, THAT'S ALL! o
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OK, LET'S TAKE IT
FROM THERE...
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S A | AFTER A MILLION QUESTIONS,
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AND HAVING GONE THROUGH
MY BELONGINGS, THEY FINALLY
LET ME GO...



| CAN SEE YOU'VE BEEN TO
PAKISTAN SEVERAL TIMES...

YES, TO PHOTOGRAPH
RELIGIOUS ARCHITECTURE.

' HIM? HE ASKED ME WHAT
TIME IT WAS! THAT ISN'T A CRIME,
1S IT? THEY CAN SEND US THE
ENTIRE VIDEO, YOU WILL SEE |
AM CHECKING MY WATCH... /

HM.... THEY'VE GOT THIS
PICTURE OF YOU WITH THAT
GUY AT JFK...

THEY HAVE YOUR
FINGERPRINTS, YOU HAVE
A POLICE RECORD.

BuT...! | WAS BURGLED
TWO YEARS AGO. THE COPS GOT
THE FINGERPRINTS BACK THEN!




THE US LAUNCHED AN
INTERNATIONAL WARRANT AGAINST ME?
THIS 1S RIDICULOUS!I

YOU ACTUALLY GOT A FEW
EXTRA DAYS BECAUSE OF THE TIME
IT TOOK THEM TO CONTACT OUR
AUTHORITIES...
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...THEY HAD NO PROBLEMS
TRACKING YOU DOWN THANKS TO
YOUR RFID CHIPS, YOUR METRO PASS,
YOUR CREDIT CARD PAYMENTS...

BuT | WORK ON
THE WEB.

THAT'S MY WINDOW
TO THE WORLD!

.NOT TO MENTION YOUR
ACTIVITY ON THE WEB.

WORKING ON POLITICAL,
ETHNIC AND MILITARY ISSUES
MAKES YOU A SUSPECT...




THAT'S TOTAL RUBBISH;
AND SINCE WHEN DOES 'SUSPECT
MEAN 'GUILTY'?

WHAT DO THEY REALLY
HAVE AGAINST ME?
NOTHING!!

T

WHAT ARE YOU
EXACTLY TRYING
TO SAY?

LET'S JUST SAY THAT
THE INFORMATION THEY HAVE,
DOESN'T WORK FOR You!

.EVERYTHING ABOUT YOU
AS YOU APPEAR IN THEIR FILES,
WHERE YOU'VE BEEN, YOUR
PERSONAL DATA ON THE WEB...




How po THEY HAVE
ACCESS TO ALL THIS?

VIA THE WEB — YOUR
BLOG, FORUMS, SOCIAL
NETWORKS...

BUT THEY HAVE
NOTHING CONCRETE AGAINST ME!
YOU THINK THEY HACKED INTO
MY COMPUTER? IS ALL
THIS LEGAL?

| HAVE DISCUSSIONS ONLY WITH
PROFESSIONALS!

YOU USE THE SAME
USER NAME FOR ALL THE FORUMS,
AND ON YOUR BLOG IT'S EVEN
UNDER ‘MY PROFILE'

OK, LET ME RECAP... M

N
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| DON'T KNOW YET.
| couLp GET THESE

5 : LISTINGS...




GOsH, SPYDAN! WHAT
KIND OF AN ALIAS IS THAT?

I'VE BEEN USING IT
EVER SINCE HIGH SCHOOL.
EVERYBODY KNOWS IT.

YOU THINK THAT AN ALIAS WILL
PROTECT YOU! YOU NEED TO BE
A LOT MORE CAREFUL WITH THE INFO
YOU PASS AROUND.

SOME OF YOUR CONTACTS
HAVE A POLICE RECORD, AND
ECHELON DIDN'T MISS ANY
OF YOUR CHATS.

ECHELON? BUT
| ONLY TALK ABOUT
PHOTOS...

AND WHAT ABOUT
SKULTON's POLITICAL
STANDS,

No?! THEY ARE ALSO
HOLDING THAT AGAINST ME?

4
= \
SIR, TIME'S UP! W 27 I'LL COME BACK TOMORROW.
il 7 L DO MY BEST... | ALREADY
% - . - HAVE A FEW IDEAS...
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THE VERY SAME SOFIA, ALEX TOLD ME
EVENING... ABOUT DANIEL! HOW CAN MAX HAS JUST CALLED.

THIS BE POSSIBLE? HE HAD SOME NEWS...

FOR THE MOMENT THEY
ONLY HAVE A STRING OF
SUSPICIONS THAT MAKE HIM
A SUSPECT.

His TRIPS TO PAKISTAN, HIS

COVERAGE ON GUERRILLAS, AND ALSO

HIS PHOTOGRAPHS ON MOSQUES AROUND
THE WORLD, AND HIS EXCHANGES

ON THE NET WITH SOME

DUBIOUS CHARACTERS...




AND THAT'S ENOUGH TO GET HIM
ARRESTED? THAT'S CRAZY!

IT SEEMS S0 EASY TO
BIAS FACTS SO AS TO INCRIMINATE
SOMEBODY...

| HADN'T UPDATED MY SERVER.
| NEVER THOUGHT IT WAS THAT
IMPORTANT BUT DANIEL'S SITUATION

HAS MADE ME QUITE PARANOID.

50, | CHECKED ALL THE VISITS IN
THE FORUM, AND | FOUND A FEW
WEIRD THINGS!

SOMEONE HACKED
INTO MY SERVER!!!

..ON DANIEL'S
PROFILE.

| DIDN'T HAVE A
SECURITY LOCK ANYMORE
AND A NEW SUBSCRIBER HAS
HAD ACCESS TO DANIEL'S
PERSONAL DATA.

THIS IS GOING TOO FAR!
WE HAVE OUR RIGHTS, YOU
KNow! WE MUST REACT!




LET'S GET IN TOUCH WITH
ORGANISATIONS, CHECK OUT THE
LAWS, AND THE CASE LAW...

IS THERE A SPECIFIC AUTHORITY
IN CHARGE OF DATA PROTECTION
WE CAN GO TO?

YES. ACCESS TO PERSONAL DATA IS
SUBJECTED TO AUTHORIZATION, AND
THERE ARE ORGANISATIONS THAT
STRUGGLE TO DEFEND OUR RIGHTS.

OK, LET ME CHECK
THEM OUT...

| CAN'T BELIEVE IT!

A GUY GOT FIRED BECAUSE

HIS BOSS HAD ACCESS TO HIS
PROFILE ON THE NET...

| HAVE FRIENDS WHO
WORK IN THAT FIELD AND IT'S
A TOPICAL ISSUE.




...AND THE WEB
LEAVES NO ROOM FOR
THIS IS SHEER OBLIVION!

DISCRIMINATION!

THIS CONCERNS ALL OF US.
WE HAVE TO FIGHT FOR OUR RIGHTS.
THERE ARE S0 MANY WAYS OF
INTERPRETING A FACT...

OBVIOUSLY, WE NEED
TO BE VERY CAREFUL ABOUT
WHAT WE POST ON THE WEB...
PERSONAL DATA PROTECTION
REALLY ISN'T WHAT WE THINK

DID YOU KNOW THAT
THERE'S A CONVENTION
BY THE COUNCIL OF EUROPE
ON CYBER-CRIMINALITY?

AND THAT THE USA 1S
PART OF IT!

AND DID THEY FINALLY
SIGN THE ONE ON PERSONAL
DATA PROTECTION?

NOT TO FORGET THOSE
WHO PASS OUR PERSONAL DATA
AROUND FOR COMMERCIAL PURPOSES,
WITHOUT OUR AGREEMENT!!!




| DID A WEB SEARCH ON
DANIEL, AND LOOK AT THIS
PHOTO | FOUND ONLINE!

DANIEL WAS PLAYING AT BEING
AN ANARCHIST AT UNIVERSITY,
AND THAT OBVIOUSLY HASN'T
HELPED...

GOSH, THESE TWO
HAVE BEEN AFTER EACH
OTHER FOR EVER!!!

| HAVE AN APPOINTMENT
WITH MAX IN THE MORNING.
I'M GOING TO BED.
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YES, OK, | UNDERSTAND...
I'LL CALL YOU BACK...
THANKS A LOT.

BUT HE ASKED ME TO SHOW
YOU TO HIS OFFICE.

SOFIA | THANKS
TO MY BEING A MEMBER OF
THE INTERNATIONAL ASSOCIATION
FOR THE DEFENSE OF PRIVATE
LIBERTIES, AND OUR CONTACTS
IN THE STATES...

)

...| HAVE
GOOD NEWS!

...AND ACCORDING TO THEIR SOFTWARE,
DANIEL'S PROFILE MATCHES THAT OF A

CYBER-TERRORIST.

BIG BROTHER'S
WATCHING You!

\_/

THEY GOT IN TOUCH WITH
AN INVESTIGATOR IN THE US...




THAT MAKES DANIEL A
'COLLATERAL DAMAGE', OF THE
'SAFETY-FIRST PRINCIPLE! BUT, THEY
HAVE ADMITTED THAT HE ISN'T GUILTY OF
ANYTHING. AND THAT THE BEARDED GUY
AT THE AIRPORT WORKS
FOR THE UN!

GEEZ! THEY MESS AROUND
WITH EVERYTHING!

THIS HAPPENS FREQUENTLY:
CCTV, EVERY COMING AND GOING
BEING TRACED, CONFUSIONS OF

ALL KINDS... DANIEL SHOULD
BE OUT SOON!

o JUST FOR AVOIDING
YOU ARE INCREDIBLE, : ; REPETITIONS! HAVE YOU SEEN
MAx! AND, THAT ASSOCIATION e HIS WATCH? HE IS EVEN

OF YOURS, 1S IT ONLY - ' "RADIOLOCALISED"
FOR LAWYERS? j - _ CONSTANTLY!

OF COURSE NOT!
THE MORE WE ARE... AND THE
BETTER WE'LL GET! DANIEL SHOULD
BECOME A MEMBER!




TRACKS LEFT BY TRANSPORTATION
PASSES, VIDEO RECORDINGS, AND DANIEL'S
PERSONAL DATA WERE THOROUGHLY
MONITORED FOR OVER 3 YEARS, BUT, ONLY
THOSE WHICH SUBSTANTIATED THEIR

SUSPICIONS WERE RETAINED...
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AND YET, DANIEL REALLY
THOUGHT HE WAS ABOVE REPROACH...




THERE ARE ASSOCIATIONS THAT FIGHT AGAINST SUCH ABUSES...
HARMLESS FACTS, CONVERSATIONS, PHOTOS CAN BE COLLECTED |
AND THEN BIASED TO BE USED AGAINST YOU...

IT 1S OFTEN THE GEEKIEST ONES WHO CAN'T
EVEN TAKE THE BASIC PRECAUTIONS TO PROTECT
THEIR PERSONAL DATA!

| NEED TO CHECK THAT YOU ARE
NOT ON THE 'NO FLY LIST.

YOU SHOULD WRITE THIS STORY
DOWN. IT'LL BE A TOTAL CHANGE
FROM PHOTOGRAPHY!

AND THEN YOU CAN GIVE

SOME ADVICE TO ALL THOSE NAIVE ="
ONES LIKE YOU, OUT THERE... A%

AND WHY NOT A
COMIC STRIP? SHALL WE
CHANGE THE NAMES?
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About ICTs - Information and Communication Technologies

The following information is updated January 1%t 2010.
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GPS (Global Positionning System): GPS (geo-locating system) makes it possible
to find one’s bearings on a map thanks to information broadcast by several sa-
tellites about one’s position. Combined with a GSM, it makes it possible to track
the owner down.

HTTPS (HyperText Transfer Protocole Secure): secure Internet channel for banking
and commercial transactions.

CYBERTERRORISM: Any terrorist action committed using ICTs or against com-
puter servers. On top of being generally very imprecise, just like the definition of
terrorism, this definition is controversial (offence aimed at by the Convention of
the Council of Europe on cyber-criminality).

ECHELON: a global network the purpose of which is to intercept and tap public
and private communications (telephone, fax, Internet, e-mails). The information
picked up by powerful satellites and computer centres spread all over the planet
is processed by the American secret services for military, political, commercial or
counter-terrorist purposes.

“CLASSIFY”: consists in collecting and recording data on individuals. The de-
velopment of means of surveillance, “filing” and tracing, associated with data
processing and ICTs, makes it possible to watch and study the behaviour of
individuals, and to “profile” them, and undermine individual liberties.

RFID (Radio Frequency IDentification): a tag incorporated into objects, docu-
ments (passports), transport passes or credit cards, even under the skin (animals
or persons), made of an electronic chip and a radio antenna. It makes it possible
to answer remote interrogations made by readers to process data incorporated in
these chips and therefore identify and track objects or persons.




PERSONAL DATA: information that makes it possible to identify a person directly
or indirectly: first name, family name, e-mail address, telephone number, photo,
biometric data, IP address. They are collected by suppliers of goods and services
in “real life” or on the Internet, where they can be demanded for transactions,
or “provided freely” on blogs or forums. The individual must be informed of his
PD being collected and used, of his right to access, to amend, to oppose and to
suppress them.

BIOMETRIC PASSPORT: it includes an RFID chip containing civil status data,
plus a picture and 2 digitalised fingerprints.

Biometrics: fingerprints, palmprints, DNA, are often considered as a unique, uni-
versal identifier, that can be used to prove one’s identity and rights (passports,
access controls, etc...). Even if thoroughly controlled, centralising biometric files
can end up in widespread profiling of individuals.

PNR (Passenger Name Record): an airline passenger file, used by Airlines and
travel agencies to provide all the information related to a reservation of a trip and
the related services. The United States demand that the European airlines provide
this information before the departure of any flight to, from or over the USA, so as
to decide whether that person is allowed to get on-board or not. These data are
supposed to be used solely to prevent and to fight terrorism and related crime.

NO FLY LIST: black list created by the US government, containing more than
400,000 names of persons representing a threat to the USA, who are not allowed
to get on-board an aircraft leaving or going to the USA.

CCTV (closed-circuit television camera: Systems of cameras deployed in public
or private areas, to provide surveillance. The collected images can be viewed in
real-time or after having been recorded. According to public authorities, they
could prevent and reduce delinquency and crime. The opponents criticize its
inefficiency and prohibitive cost, as well as the related invasion of privacy and
restrictions to the right to travel freely.



